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Abstract: There are lots of Web search engines such as Yahoo, Google, Redifmail,
etc. These web search engines are widely used to search huge amount of data on
Internet. Search Engines are the basic tool of the internet from where user can collects
needed information by searching on Internet. Now a day’s user spends lots of time on
internet for searching accurate result. So we study privacy protection in PWS (Personalized
Web Search) application that model create users profile and we proposed a PWS framework
called UPS that is general category which is use for searching and aim is to provide better
search result. For the generalization purpose we represent two algorithms Greedy IL &
Greedy DP. To check whether a personalization query is helpful or not, so we use online
prediction mechanism for run time generalization.
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1. INTRODUCTION

Now a day’s searching is one of the most common tasks performed on the internet. Web
search engine become the most common important portal for ordinary people looking for
useful information on the web. But some time users have experience about failure when
search engine return irrelevant results that do not satisfy their real intention. Personalized
search is a promising way to improve the search quality by customizing search result for
people with different information goals. PWS is a searching technique which aims to provide
good search result.

The PWS can generally divide into two method name as Click-log based and Profile based
method. Click-log based is straightforward method in that clicked pages are directly goes into
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users query history. Although this strategy has represented to perform consistently and
considerable well it can work on repeated queries from same user. Which is a strong
limitation confining its applicability. In Profile based method is to improve search experience
with complicated users interest models generated from users profile technique. This method
improves quality of web search as well as protects browsing history such as click through
data, bookmark and user document. In PWS as per the user requirement we create user
profile according to user interest we search query from the internet.

There are advantage and disadvantage for both types of PWS techniques. The profile based
PWS has represented more effectiveness in improving quality of web search recently, with
increasing usage of personal and behaviour information to profile its user which is usually
collected from browsing history [5],bookmarks [9], user document [2] [10], click through data
[71.[8].,[1], query history [2],[3],[4], privacy issues are raising from the lack of protection for
search the data, for instance the AOL query log scandal [11], not only raise panic among
individual users. In fact privacy concerns have become the major drawback for wide
proliferation of PWS service.

2. RELATED WORK

There are two important part in PWS system first is profile-based personalization and
Second privacy protection.

2.1 Profile Based Personalization

The basic goal of Profile Based Personalization is to change the quality of search result as
the provide better less search result as they desired. In Profile Based Personalization before
searching result user have to create the Profile. In that Profile user have to add basic
information about his/her and add interest and user have their unique id and password. If
user want to search information then first user have to login with their unique id and
password. If user login with incorrect id and password then user unable to search the result.
The Profile based Personalization is very main module in the Personalized Web Search.

In the remaining section , we see the previous solutions to PWS on mainly two parameter
name as measure the personalization effectiveness and Profile representation. There are
many Profile Representation available to provide different personalization method. The term
bag of words or vectors to represent their profile. There is lot of work is done on better
scalability, strong descriptive ability and higher access efficiency field.

2.2 Privacy Protection in PWS System

In Personalized Web Search there are two big problem. First is consider sensitivity of the
data particularly user profile extended to server of PWS and second is those treat privacy as
individual identification as mentioned in. The Protecting user identification problem try to
solve on pseudo identity, identity group, no personal information on different level. In the
PWS System Privacy protection is very important issue. There are many ways to protect the
privacy in Personalized web Search by provide unique id and password before searching
any information. In privacy protection in PWS system privacy is maintain by using protecting
the user search result this history is very important to the user because there is very secure
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or important information he searched by protecting the user history security of PWS become
very strong.

3. PROPOSED SYSTEM

As given in Fig.1, UPS consists of a non trusty search engine server and a number of
clients. Each client (user) accessing the search service trusts no one but himself/ herself.
The key component for privacy protection is an online profiler implemented as a search
proxy running on the client machine itself. The proxy maintains both the complete user
profile, in a hierarchy of nodes with semantics, and the user-specified (customized) privacy
requirements represent a set of sensitive- nodes. The framework works in two phases,
namely the offline and online phase, for each user. During the offline phase a hierarchical
user profile is constructed and customized with the user-specified privacy requirements. The
online phase handles queries as follows:

1) When a user issues a query gi on the client, the proxy generates a user profile in
runtime in the light of query terms. The output of this step is a generalized user
profile Gi satisfying the privacy requirements. The generalization process is guided
by considering two conflicting metrics, namely the personalization utility and the
privacy risk, both defined for user profiles.

2) Subsequently, the query and the generalized user profile are sent together to the
PWS server for personalized search.

3) The search results are personalized with the profile and delivered back to the query
proxy.

4) Finally, the proxy either presents the raw results to the user, or re ranks them with
the complete user profile.

UPS is distinguished from conventional PWS in that it
A. Provides runtime profiling, which in effect optimizes personalization utility while
representing user’s privacy requirement.
B. Allow for customization of privacy needs
C. Doesn’t require user interaction.

We proposed PWS that gives desired user result. After successful login user has to select
three fields. First user has to select Interest field in Interest field there are so many interest
according to user. After selecting Interest field user has to select second field that is Sub
Interest field. After selecting Sub Interest field user has to select third Field that is Su Sub
Interest filed. These entire three field are very important for searching the result. According
to these field PWS search the result and give better search result. This is our proposed
system.
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3.1 SYSTEM ARCHITECTURE
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Fig.1: System Architecture

We proposed two simple but effective generalization algorithms, GreedyDP and GreedylL, to
support run time profiling. While the former tries to maximize the discriminating power (DP),
the latter attempts to minimize the information loss (IS). The result of our experiments
represents efficiency and effectiveness of our UPS framework.

4. RESULT DISCUSSION

Following diagram shows the User Satisfaction. There are three field first is Total site in
database second is search web site or search result and third is user satisfaction. In first
field there are many sites are stored in database. As per the web site stored in database
user see web site. It is very easy to add and remove web site in the database. The second
field that is search result that shows the all search result according to the user interest. And
Third field that is User satisfaction that shows the al information based on Interest field.

- Total Sites in Database
Web Search
- User Satisfaction

100

Fig.2: Result Graph of User searching result

5. CONCLUSION

This paper provides information on User customizable privacy preserving search framework
called UPS for Personalized Web Search. In also UPS performed online generalization on
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user profiles to secure the personal privacy without compromising the search quality.
Basically, UPS capture the user profile of the PWS in a hierarchical classification. We
suggest two greedy algorithms, namely GreedyDP and Greedyll, for the online
generalization.
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