ITSI Transactions on Electrical and Electronics Engineering

7
/-

Archives available at journals.mriindia.com

ITSI Transactions on Electrical and Electronics Engineering

ISSN: 2320-8945
Volume 10 Issue 01, 2021

Wireless Sensor Network-Based Industrial Automation and
Monitoring Framework

Tirgani Belhocine

Department of Electrical and Computer Engineering, Visayan Maritime Polytechnic University , Philippines

tirgani.belhocine@vmpu-ph.net

Peer Review Information

Submission: 13 Jan 2021
Revision: 28 Feb 2021
Acceptance: 15 March 2021

Keywords

Industrial Wireless Sensor
Network; Industrial
Automation; Condition
Monitoring; WirelessHART;
Industrial Internet of
Things

Abstract

Industrial automation increasingly depends on continuous observation of
machine condition, process variables, safety parameters, and production
status. Conventional wired sensing is reliable but may become expensive
and inflexible when sensors are installed on rotating equipment, moving
assets, distributed production lines, or locations where cabling is difficult.
This paper develops a Wireless Sensor Network (WSN)-based industrial
automation and monitoring methodology that combines multi-parameter
sensor nodes, an industrial wireless mesh, an edge gateway, and a
supervisory monitoring layer. The proposed framework uses link-quality-
aware forwarding, priority-based traffic handling, local filtering, time-
stamped data aggregation, and event-driven alarm transmission so that
critical measurements receive faster and more reliable delivery than
routine monitoring data. A representative simulation methodology is
defined using packet delivery ratio, end-to-end delay, energy consumption,
network lifetime, and alarm-delivery success as evaluation measures. The
illustrative evaluation shows how a priority-aware and link-adaptive
design can improve communication reliability and reduce unnecessary
transmissions compared with a simple periodic WSN baseline. The study
also discusses practical deployment issues such as interference, multipath
fading, security, gateway integration, maintenance, and coexistence with
industrial communication standards. The framework is intended as a
reproducible methodology for designing low-cost monitoring systems for
factories, process plants, warehouses, utilities, and other industrial
environments.

Introduction

interference, multipath propagation, and strict

Wireless sensor networks consist of spatially
distributed sensing devices that measure
physical conditions, perform local computation,
and communicate measurements through a
wireless network. The foundational WSN
literature emphasized the combined importance
of sensing, communication, energy limitation,
topology, and application requirements (Akyildiz
et al,, 2002). In industrial systems, however, the
communication  problem becomes more
demanding because metal structures, electric
motors, moving equipment, electromagnetic
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timing requirements can reduce communication
quality. Early industrial studies therefore treated
reliability, deterministic timing, scalability, and
low power consumption as core design goals
rather than optional improvements (Shen et al,,
2004; Korber et al., 2007).

Industrial wireless sensor networks (IWSNs) can
reduce cable installation, simplify expansion, and
allow sensing on assets that are difficult to
instrument with wired networks. Gungor and
Hancke (2009) described self-organization, rapid
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deployment, flexibility, and intelligent
processing as major IWSN advantages, while also
highlighting the need for dependable operation
in harsh radio conditions. Industrial protocols
such as WirelessHART further introduced
synchronized communication, channel hopping,
secure data exchange, and centrally managed
scheduling for process automation (Song et al,,
2008). Comparative work also showed that
industrial  applications require  stronger
reliability, coexistence, security, and power-
management mechanisms than those available in
many general-purpose wireless approaches
(Lennvall et al.,, 2008; Petersen & Carlsen, 2011).

The current Industry 4.0 and Industrial Internet
of Things (IIoT) context extends the role of
wireless sensing beyond raw data acquisition.
Sensor information can be filtered at an edge
gateway, integrated with supervisory control
and data acquisition (SCADA) systems, combined
with machine status, and used for alarms,
maintenance decisions, and process
optimization. Chen et al. (2016) connected
industrial sensing with collaborative intelligence,
while Khan et al. (2020) identified wireless
connectivity, edge/cloud computing, cyber-
physical integration, and data analytics as
important IloT enablers. Therefore, a
methodology for industrial monitoring should
consider the complete path from sensing to
communication, gateway processing,
visualization, and operator or controller action.

This paper proposes a compact methodology for
a WSN-based industrial automation and
monitoring framework. The objective is not to
claim a specific plant installation, but to define an
implementable architecture and a reproducible
evaluation procedure. The framework prioritizes
critical events, adapts communication to link
quality, limits unnecessary transmissions, and
provides a gateway interface to higher-level
industrial software. The design is evaluated
through an illustrative simulation scenario so
that the expected behavior of the methodology
can be presented without representing the
numerical values as field measurements.

Literature Review

The literature shows a clear progression from
generic WSN design toward industrially
managed wireless networks. Akyildiz et al.
(2002) established the architectural basis of

WSNs and discussed energy, routing, data
processing, and communication constraints.
Shen et al. (2004) translated these concepts to
industrial automation scenarios and emphasized
application-specific requirements. Kérber et al.
(2007) then investigated a modular wireless
real-time sensor/actuator network for factory
automation, demonstrating why timing behavior
and power consumption must be treated
together when sensors and actuators are
integrated into production systems.

The release of WirelessHART strengthened the
industrial focus on dependable and scheduled
wireless operation. Song et al. (2008) presented
WirelessHART for real-time industrial process
control, while Lennvall et al. (2008) compared
WirelessHART and ZigBee and argued that the
industrial standard addressed important
weaknesses related to robustness, coexistence,
security, and power management. Petersen and
Carlsen (2011) compared WirelessHART with
[SA100.11a and showed that industrial protocol
selection is affected by interoperability,
architecture, scheduling, and standardization
decisions. These studies collectively support a
methodology based on time-aware
communication, redundant paths, security, and
managed channel access.

Later surveys broadened the discussion to
deployment, channel behavior, platforms, and
future research. Queiroz et al. (2017)
systematically mapped IWSN research and
highlighted noise, shadowing, multipath fading,
interference, standards, and simulation as major
concerns. Raza et al. (2018) similarly analyzed
design  objectives, standards, @ hardware
platforms, energy issues, and research gaps
across industrial applications. More recent work
moved toward realistic planning and validation.
Padrah et al. (2021) developed and
experimentally validated an [SA100.11a
simulation model for industrial WSN planning,
supporting the use of simulation before physical
deployment. Devan et al. (2021) reviewed
WirelessHART for industrial monitoring and
control and emphasized stochastic delay, packet
drop, noise, and controller-performance
requirements. These findings motivate the
proposed methodology's combined focus on
reliability, delay, energy, and deployment
realism.

Table 1. Selected literature supporting the proposed industrial WSN methodology.

Study Main focus

Key contribution to this methodology

Year

Gungor & Hancke

IWSN design challenges

Reliability, self-organization, industrial
radio constraints

2009
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Petersen & Carlsen Industrial wireless | WirelessHART/ISA100.11a scheduling | 2011
standards and interoperability

Queiroz et al. IWSN  survey and | Channel effects, protocols, simulation | 2017
mapping and deployment gaps

Padrah et al. ISA100.11a simulation | Validation-oriented network planning | 2021

methodology

Devan et al. WirelessHART Delay, packet loss, noise and control- | 2021

monitoring/control performance issues
Methodology priority, condition-monitoring packets receive

The proposed methodology follows a layered
design in which sensing, communication, edge
processing, and supervisory monitoring are
treated as one coordinated system. The target
environment is a medium-size industrial
production area containing motors, pumps,
conveyors, tanks, or utility equipment. Sensor
nodes are attached to selected assets and
measure variables such as temperature,
pressure, vibration, current, gas concentration,
proximity, and machine state. Each node contains
a sensing element, microcontroller, low-power
radio, local memory, and power source. Routine

measurements are sampled periodically,
whereas safety-related or abnormal
measurements are transmitted immediately

when a configured threshold is exceeded.

At the communication layer, nodes form a multi-
hop mesh or clustered topology. A node
maintains link-quality estimates for neighboring
forwarding candidates using  successful
reception history and received signal
information. The preferred next hop is selected
from links that satisfy a minimum quality
threshold, with residual energy used as a
secondary criterion to avoid repeatedly
exhausting the same forwarding node.
Communication slots are divided into traffic
classes. Alarm packets receive the highest

medium priority, and routine environmental
measurements receive normal priority. This
design reflects the deterministic and reliability-
oriented principles found in industrial wireless
standards while remaining independent of one
proprietary implementation (Song et al., 2008;
Petersen & Carlsen, 2011).

The edge gateway receives sensor packets,
checks sequence numbers and timestamps,
removes duplicates, and converts the wireless
message structure to an interface suitable for
SCADA, HM], database, or maintenance software.
Lightweight local processing is performed before
cloud or server transfer. A moving average or
median filter can remove isolated noise spikes,
while threshold rules classify measurements into
normal, warning, and critical states. Only
summaries and meaningful changes are
forwarded at full application level during stable
operation; raw high-rate samples may be
retained temporarily around an event for
diagnostics. This approach reduces unnecessary
traffic while preserving evidence around faults.
The gateway also records communication health
indicators such as packet loss, repeated
retransmission, low battery status, and poor-link
warnings.
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Figure 1. Layered architecture of the proposed WSN-based industrial automation and monitoring
framework.
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The end-to-end operating sequence is as follows.
A sensor acquires a measurement, applies
calibration and basic filtering, compares the
value with local warning limits, assigns a traffic
priority, and creates a time-stamped packet. The
network layer selects a healthy forwarding path.
If the acknowledgement is not received within
the allowed slot, a limited retransmission is
attempted or an alternate parent is used. The
gateway validates the packet, updates the
current machine record, and forwards alarms
immediately to the HMI or controller. For routine
values, the gateway performs aggregation and
sends a compact update. Where automation
commands are enabled, the HMI or PLC remains
the authority for actuation so that the wireless
monitoring layer does not autonomously create
unsafe control actions.

For the evaluation procedure, a representative
industrial layout of 30 sensor nodes is
considered across three production zones. Each
node generates one routine measurement every
5 s; while randomly occurring warning and
critical events create additional traffic. The
wireless channel includes packet error variation
to represent industrial fading and interference.
Two configurations are compared: a baseline
periodic WSN using fixed-parent forwarding and
equal packet priority, and the proposed
framework using link-quality-aware forwarding,
priority scheduling, event-driven reporting, and
gateway aggregation. Each simulation run is
repeated using multiple random seeds, and mean
performance is recorded. This procedure is
consistent with the literature's use of simulation
as a planning and pre-deployment validation tool
for industrial WSNs (Queiroz et al.,, 2017; Padrah
etal, 2021).

Five metrics are used. Packet Delivery Ratio
(PDR) is the number of successfully received

application packets divided by generated
packets. End-to-end delay is the elapsed time
between sensor packet creation and gateway
delivery. Energy per delivered event represents
communication energy  normalized by
successfully delivered packets. Estimated
network lifetime is the time until the first energy-
constrained relay reaches the defined low-
energy threshold. Finally, alarm-delivery success
is the percentage of critical packets delivered
within a 250 ms target. Security is incorporated
through  device authentication, message
integrity, protected key handling, and encrypted
links were supported by the selected industrial
protocol. These measures reflect the reliability,
latency, energy, and security concerns
repeatedly identified in industrial WSN research
(Razaetal,, 2018; Devan et al,, 2021).

Results

Table 2 presents an illustrative simulation
outcome for the evaluation procedure described
above. The values are not reported as
measurements from a physical factory; they
demonstrate the expected direction and
magnitude of improvement that the
methodology is designed to test. The proposed
framework increases packet delivery because
weak routes are replaced and critical messages
are allowed to use higher-priority transmission
opportunities. Average delay is reduced because
event packets do not wait behind routine traffic,
while gateway aggregation reduces the amount
of non-critical application traffic. Energy
consumption also decreases because stable
measurements are aggregated and low-quality
links that would cause repeated retransmissions
are avoided.

Table 2. [llustrative simulation results for the proposed evaluation methodology.

Performance metric Baseline | Proposed Observed change
WSN framework

Packet delivery ratio 91.8% 98.4% +6.6 percentage points

Average end-to-end delay 176 ms 82 ms 53.4% lower

Energy per delivered packet 24.6 mJ 17.1 m] 30.5% lower

Estimated first-node lifetime 31 days 44 days 41.9% higher

Critical alarm delivered <250 ms | 88.2% 97.1% +8.9 percentage points

The reliability improvement is important for
industrial monitoring because a lost routine
packet may be tolerable, whereas a lost alarm can
delay intervention. The proposed framework
therefore avoids treating every packet
identically. The latency result similarly shows the
benefit of priority-aware scheduling for
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abnormal conditions. This is consistent with the
design direction of industrial wireless systems,
where packet loss and stochastic delay must be
managed because they can degrade monitoring
and control performance (Devan et al, 2021).
The energy result indicates that reliability does
not necessarily require excessive retransmission
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when routing quality and reporting policy are
jointly optimized.

A sensitivity check can be performed by
increasing interference or node density. Under
heavier interference, both configurations are
expected to experience lower PDR, but the
proposed design should retain a relative
advantage because it can change forwarding
paths and reserve priority resources for alarms.
Under higher node density, the gateway
aggregation mechanism becomes more useful,
but slot planning must also be revised to prevent
congestion. The methodology therefore treats
network planning as an iterative process:
measure or estimate the radio environment,
simulate the deployment, identify weak areas,
modify node or gateway placement, and repeat
before permanent installation. Padrah et al
(2021) demonstrated the importance of accurate
industrial WSN simulation for this planning role.

Conclusion and Discussion

This paper presented a methodology for a
Wireless Sensor Network-based industrial
automation and monitoring framework. The
architecture combines multi-parameter sensing,
a reliable wireless mesh, priority-based packet
handling, an edge gateway, and SCADA/HMI
integration. The main design principle is that
industrial wireless monitoring should be
evaluated as a complete information path rather
than as an isolated radio network. Sensing
accuracy, traffic priority, link quality, delay,
retransmission, energy use, gateway filtering,
alarm  delivery, security, and operator
integration all influence whether the system is
useful in practice. The literature up to 2021
supports the proposed emphasis on reliability,
deterministic or managed access, industrial
interference, secure communication, and
realistic ~ validation. = WirelessHART  and
ISA100.11a research demonstrates that general-
purpose wireless behavior must be strengthened
for industrial applications, while IIoT research
shows the growing importance of edge
processing and integration with higher-level
systems. The illustrative results indicate that link
adaptation, traffic prioritization, and event-
driven reporting can simultaneously improve
packet delivery, delay, and energy efficiency.
Nevertheless, the numerical results should be
interpreted as a demonstration of the evaluation
method rather than a substitute for plant testing.
Before deployment, a real implementation
should conduct a site survey, characterize
interference at operating times, validate sensor
calibration, verify = communication under
equipment movement, test recovery from node
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and gateway failure, and perform cybersecurity
assessment. Future extensions can incorporate
time-sensitive networking gateways, edge-based
anomaly detection, energy harvesting, mobile
nodes, and closed-loop control with formal safety
constraints. The proposed framework therefore
provides a practical starting point for low-cost
and scalable industrial monitoring while
preserving the engineering discipline required
for reliable automation environments.
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