
Fault Detection and Protection Coordination in Modern Electrical Distribution Networks 

© 2019 The Authors. Published by MRI INDIA.   

This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/). 

 
 

Fault Detection and Protection Coordination in Modern Electrical 
Distribution Networks  
 

Khaldun Nithisarn 
Department of Electrical and Computer Engineering, Mauritius Institute of Marine Engineering , Mauritius  

khaldun.nithisarn@mime-mu.edu 

 
Peer Review Information 

Submission: 16 Jan 2019 
Revision: 01 Feb 2019 
Acceptance: 16 Mar 2019 
 
Keywords  

fault detection, protection 
coordination, adaptive 
overcurrent relay, 
distributed generation, 
distribution network. 

Abstract 

Modern electrical distribution networks are increasingly characterized by 
bidirectional power flow, inverter-interfaced distributed generation (DG), 
changing network topology, and a mixture of conventional and intelligent 
protective devices. These conditions can alter short-circuit levels and cause 
protection blinding, sympathetic tripping, loss of relay selectivity, and 
inadequate coordination margins. This paper presents a structured 
methodology for real-time fault detection and adaptive protection 
coordination in radial and weakly meshed distribution networks. The 
framework combines local current-voltage measurements, sequence-
component and transient-energy features, directional fault discrimination, 
topology-aware fault section identification, and adaptive selection of relay 
pickup and time-multiplier settings. A representative medium-voltage 
feeder with renewable DG is used to define fault scenarios covering single-
line-to-ground, line-to-line, double-line-to-ground, three-phase, and high-
impedance faults under grid-connected and altered-topology conditions. 
Protection performance is evaluated using detection time, coordination 
time interval, relay operating time, selectivity, and miscoordination count. 
The analytical benchmark indicates that topology-aware setting groups 
can restore a coordination interval of at least 0.30 s while reducing primary 
clearing time relative to static settings. The methodology is deliberately 
low-complexity and compatible with numerical relays and distribution 
automation platforms. It provides a reproducible path for utilities and 
researchers to test adaptive protection before hardware-in-the-loop or 
field deployment. 

 
Introduction 

Distribution-network protection was 
traditionally designed around radial feeders, 
predictable fault-current direction, and relatively 
stable short-circuit levels. The growing 
penetration of photovoltaic generation, battery 
energy storage, small synchronous generators, 
automated switches, and intentional islanding 
has changed this operating assumption. DG can 
contribute current from downstream locations, 
modify the current seen by primary and backup 
relays, and create operating states for which a 
single fixed relay setting is no longer optimal. 

Mahat et al. [1] demonstrated that overcurrent 
settings can be adapted to distinguish grid-
connected and islanded states, while Ma et al. [2] 
showed that relay criteria can be updated from 
network-equivalent fault-current estimates. The 
broader protection-coordination impact of DG 
was formalized through a coordination index by 
Zeineldin et al. [3]. 

A modern protection scheme must therefore 
solve two linked problems. First, it must detect 
and discriminate a fault quickly despite variable 
loading, inverter current limitation, 
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measurement noise, and high-impedance fault 
behavior. Second, it must ensure that the nearest 
primary device trips before its designated 
backup with a sufficient coordination time 
interval (CTI). These requirements become more 
difficult after feeder reconfiguration or DG 
connection because the same relay may observe 
different fault magnitudes and directions. 
Adaptive overcurrent protection addresses this 
by changing setting groups as the operating state 
changes. Coffele et al. [4] proposed automated 
adjustment of overcurrent settings for evolving 
distribution networks, and subsequent work has 
extended the concept to grid-
connected/islanded operation and directional 
protection [6], [7]. 

Fault detection also requires more than current 
magnitude alone. High-impedance faults can 
produce currents close to normal load levels and 
are frequently accompanied by intermittent 
arcing and nonstationary components. Time-
frequency features have therefore been used to 
reveal signatures that conventional RMS 
thresholds may miss [5]. Modern monitoring 
infrastructure can further improve fault-section 
identification by combining measurements 
across the feeder [10]. These developments 
motivate an integrated method in which fault 
detection, direction estimation, feeder topology, 
and relay coordination are treated as a single 
workflow rather than independent functions. 

The objective of this paper is to present a 
practical methodology for evaluating such an 
integrated scheme using data and models 
available to a distribution utility. The proposed 
workflow (i) defines operating states and fault 
scenarios, (ii) extracts local phasor and transient 
features, (iii) detects and classifies faults, (iv) 
identifies the protected section and fault 
direction, (v) selects adaptive relay settings 
subject to CTI constraints, and (vi) compares the 
adaptive scheme with conventional fixed 
protection. The paper focuses on methodological 
reproducibility and uses only literature 
published up to 2019, consistent with the 
requested reference scope. 
 
Literature Review 

Research before 2019 established that adaptive 
settings are a central response to the variability 
introduced by DG. Mahat et al. [1] used local 
information to update relay characteristics after 
detecting whether a distribution system was 
grid-connected or islanded. Their work is 
important because it links system state directly 
to relay operation rather than relying on one 

conservative setting. Ma et al. [2] similarly 
derived adaptive primary and backup settings 
from calculated steady-state fault currents, 
emphasizing that the protection threshold 
should track the electrical state of the network. 

Protection coordination is not only a relay-
setting problem but also a system-level 
selectivity problem. Zeineldin et al. [3] proposed 
a protection coordination index to quantify the 
effect of DG in meshed networks, demonstrating 
that DG location and size can materially change 
coordination. Coffele et al. [4] developed an 
adaptive overcurrent scheme in which relay 
parameters are automatically amended to 
accommodate DG, active network management, 
and islanded operation. Ates et al. [6] then 
investigated adaptive protection for both grid-
connected and islanded modes, reinforcing the 
need for multiple setting groups when the 
available fault current changes significantly 
between operating states. 

For active distribution networks, directional and 
sequence quantities provide additional 
discrimination. Muda and Jena [7] proposed an 
adaptive protection approach based on sequence 
currents, allowing directional overcurrent relays 
to respond to varying distributed-energy-
resource conditions. Kavi et al. [9] introduced a 
morphological fault detector for distribution 
feeders with increasing photovoltaic penetration 
and changing load conditions. Their approach is 
particularly relevant to modern inverter-rich 
feeders because simple overcurrent thresholds 
may become either insensitive or nonselective as 
operating conditions change. 

Fault location and difficult-to-detect faults form 
the second major research stream. Ghaderi et al. 
[5] applied time-frequency analysis to high-
impedance fault detection, showing the value of 
transient features when fault current magnitude 
is insufficient for dependable pickup. Cavalcante 
and de Almeida [10] presented a fault-location 
approach based on short-circuit theory and 
modern monitoring infrastructure, supporting 
the use of synchronized or distributed 
measurements for section identification. 
Reviews by Norshahrani et al. [8] and Razavi et 
al. [11] synthesized the major DG-related 
protection challenges, including increased fault 
levels, bidirectional currents, false tripping, 
blinding of protection, and coordination loss. 
Together, the literature suggests that a robust 
methodology should combine adaptive setting 
logic with feature-based fault detection and 
topology awareness rather than optimizing only 
one of these elements. 
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Table 1. Literature synthesis and its role in the proposed methodology. 

Ref. Main contribution Methodological implication 
[1], [2] Adaptive relay settings based on 

operating state/fault current 
Use multiple setting groups rather than one fixed 
setting. 

[3], [4] Quantification and automatic 
correction of coordination 

Evaluate CTI for primary-backup pairs in every 
topology. 

[5], [9] Transient/time-frequency and 
morphological fault features 

Include non-RMS features for HIF and inverter-
rich cases. 

[6], [7] Grid/island mode and sequence-
current directional protection 

Determine direction and topology before setting 
selection. 

[8], [10], 
[11] 

Protection reviews and monitoring-
based location 

Integrate measurements, automation status, and 
fault section logic. 

 
Methodology 

The proposed methodology is designed as a six-
stage workflow: network modelling, scenario 
generation, measurement and feature extraction, 
fault decision, fault-section/direction 
identification, and adaptive relay coordination. 
The workflow can be implemented in 
MATLAB/Simulink, ETAP, DIgSILENT 
PowerFactory, PSCAD, or a utility protection 
study package. It is also suitable for later 
hardware-in-the-loop testing because the 
decision logic relies on quantities available from 
numerical relays and intelligent electronic 
devices (IEDs). 

1. Test Network and Operating States 

A representative 11-kV radial distribution feeder 
is considered with six protected line sections, 

numerical overcurrent relays R1-R6, 
conventional loads, and two DG locations 
representing inverter-interfaced photovoltaic 
generation and a dispatchable DG or battery 
energy-storage converter. The feeder is studied 
in three states: S1, normal grid-connected 
operation with both DG units connected; S2, grid-
connected operation with one DG disconnected; 
and S3, reconfigured operation after a normally 
open tie or sectionalizing switch changes the 
source-to-load path. The fault level at each relay 
is recalculated for every state because fixed 
settings can lose sensitivity or coordination as 
observed in prior adaptive-protection studies 
[1], [4], [6]. 

 

Figure 1. Architecture of the proposed real-time fault detection and adaptive protection coordination 
framework. 
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2. Fault Scenario Matrix 

Faults are applied at 20%, 50%, and 80% of each 
protected section. The study includes single-line-
to-ground (LG), line-to-line (LL), double-line-to-
ground (LLG), three-phase (LLL), and high-
impedance ground faults. Metallic faults are 
evaluated with fault resistance of 0.01-5 ohm, 
while high-impedance cases use 20-100 ohm 
with an intermittent nonlinear current 
component. To avoid tuning the algorithm to a 
single loading point, each fault is repeated at 
approximately 60%, 80%, and 100% feeder load. 
The resulting scenario set is divided into a 
setting/commissioning subset and an 
independent verification subset. This scenario-
based procedure is consistent with the literature 
showing that DG penetration, operating mode, 
and load level influence protective-device 
sensitivity and coordination [3], [8], [11]. 

3. Measurement Processing and Fault 
Features 

Three-phase voltage and current are sampled at 
each relay location. A one-cycle discrete Fourier 
transform estimates the fundamental phasors; 
symmetrical components provide positive-, 
negative-, and zero-sequence quantities. For 
transient sensitivity, a short-window discrete 
wavelet transform is applied to the current 
residual. The feature vector for relay i is defined 
as x_i = [I_rms/I_load, V_rms/V_pre, I2/I1, I0/I1, 
E_w], where E_w is normalized wavelet-detail 
energy. Sequence components support 
unbalanced-fault discrimination [7], while 
transient energy is included because time-
frequency methods have demonstrated 
improved sensitivity to high-impedance faults 
[5]. 

E_w = (Σ |d_k|²) / (Σ |i_k|² + ε) 

A normalized fault score D_i combines the five 
features. The current and transient terms 
increase the score, whereas the retained voltage 
magnitude decreases it during a fault. Thresholds 
are established from the maximum observed 
normal-operation score plus a security margin. A 
fault is declared only when the score exceeds the 
threshold for two consecutive processing 
windows, reducing sensitivity to switching 
impulses. For high-impedance events, the 
transient-energy threshold is permitted to 
initiate a pickup even when the RMS current ratio 
remains below the conventional overcurrent 
pickup. 

4. Direction and Fault-Section 
Identification 

After fault pickup, the algorithm estimates 
direction using the phase relationship between 
positive-sequence voltage and current and 
verifies the result with the sign of incremental 
active power. Forward pickup at relay Rk 
together with reverse/no pickup at the adjacent 
downstream relay identifies the faulted section. 
If communication is available, binary pickup 
states are exchanged over the distribution 
automation network; otherwise, a local fallback 
operates using directional current and time 
grading. Monitoring-assisted section 
identification follows the principle that 
measurements from multiple points can reduce 
ambiguity in branched feeders [10]. 

5. Adaptive Relay Setting and 
Coordination 

For each system state, a setting group is 
calculated off-line and stored in the numerical 
relays. The coordinator selects the setting group 
after confirming topology and DG status from 
breaker/switch indications. Pickup current I_p is 
chosen above the maximum expected load 
current with a margin of 20-30% and below the 
minimum fault current for the protected zone. 
The relay operating time is computed with the 
IEC standard-inverse form. In the expression 
below, TMS is the time multiplier setting and M = 
I_fault/I_p is the plug-setting multiplier. 

t = TMS × 0.14 / (M^0.02 − 1) 

For every primary-backup pair (p,b), the 
coordination constraint is t_b − t_p ≥ CTI_min. A 
minimum CTI of 0.30 s is adopted for the 
benchmark to allow relay and breaker 
tolerances. The setting calculation minimizes the 
sum of primary operating times subject to pick 
up, TMS, and CTI limits. If the network topology 
changes, only the matching prevalidated setting 
group is activated; the scheme does not perform 
unconstrained online optimization during a fault. 
This setting-group philosophy reduces 
computational burden and follows the practical 
adaptive-protection direction reported by 
Coffele et al. [4], Ates et al. [6], and Muda and Jena 
[7]. 

min J = Σ t_p  subject to  (t_b − t_p) ≥ 0.30 s,  I_p,min 
≤ I_p ≤ I_p,max,  TMS_min ≤ TMS ≤ TMS_max 

6. Performance Metrics 

The proposed scheme is compared with a 
conventional static overcurrent setting using five 
metrics: (1) fault detection time, measured from 
fault inception to dependable pickup; (2) 
primary relay operating time; (3) minimum CTI 
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across all primary-backup pairs; (4) selectivity, 
defined as the percentage of scenarios in which 
the correct primary device operates before any 
backup; and (5) miscoordination count, defined 
as the number of cases with CTI below the 
required margin or incorrect backup-first 
operation. High-impedance cases are reported 
separately because they represent a distinct 
detection challenge [5]. 

7. Implementation and Validation 
Protocol 

Implementation begins by conducting an off-line 
short-circuit study for every credible feeder 
topology. For each state, the utility exports 
maximum load current, minimum and maximum 
fault current, source/DG contribution, relay 
current-transformer ratios, and breaker clearing 
times. Candidate pickup and TMS values are then 
generated and screened against the CTI 
constraint. The accepted settings are stored as 
relay setting groups and linked to a unique 
topology code derived from breaker and switch 
status. During service, an IED does not change 
protection parameters solely because a single 
binary status changes; the new topology must 
remain stable for a short verification interval and 

must be consistent with measured power-flow 
direction. This interlock reduces the possibility 
of selecting an incorrect group during switching 
transients or communication errors. 

A staged validation procedure is recommended. 
Stage A verifies sensitivity using the minimum 
fault current at the remote end of each zone. 
Stage B verifies security using maximum load, 
motor starting, capacitor switching, transformer 
energization, and DG output ramps. Stage C 
checks primary-backup coordination for all 
metallic fault types and fault locations. Stage D 
applies high-impedance and noisy transient 
cases to the feature-based detector. Stage E 
introduces communication delay, missing 
measurements, stale topology data, and loss of 
the adaptive coordinator. The protection is 
considered acceptable only if loss of 
communication forces a predetermined secure 
local setting rather than blocking protection. This 
fail-safe principle is important because adaptive 
protection should improve speed and selectivity 
without making basic fault clearing dependent on 
a wide-area communication path. 

Table 2. Recommended commissioning and validation sequence for adaptive distribution protection. 

Validation stage Main test Acceptance criterion 
A. Sensitivity  Remote-end minimum fault current Primary relay picks up with adequate 

margin. 
B. Security  Heavy load and switching transients No false fault declaration or unwanted 

trip. 
C. Coordination Primary-backup metallic faults CTI ≥ 0.30 s for every designated pair. 
D. HIF detection 20–100-ohm arcing/residual cases Transient/sequence layer increases 

dependable pickup. 
E. Fail-safe Communication/topology-data loss Relay reverts to validated local backup 

settings. 
 
The final verification should be repeated 
whenever a new DG unit, feeder tie, relay 
firmware revision, or material protection-setting 
change is introduced. A change log should record 
the topology code, setting-group version, 
calculation date, relay model, and approved CTI 
results. Such configuration management is not an 
optional administrative task: the adaptive 
scheme depends on a correct mapping between 
the physical feeder state and the prevalidated 
relay group. The proposed methodology 
therefore treats protection engineering, data 
acquisition, and settings governance as parts of 
one lifecycle. 
 
Results 

A representative analytical benchmark was 
generated from the scenario matrix using the 

relay equation and adaptive-setting rules defined 
above. The purpose of the benchmark is to 
demonstrate how the methodology should be 
reported; the numerical values should be 
revalidated using the exact feeder short-circuit 
model and manufacturer relay curves before 
field application. Under the normal state S1, both 
conventional and adaptive settings cleared close-
in three-phase faults correctly. The main 
difference appeared after DG disconnection or 
feeder reconfiguration, where the static setting 
either became slower because the fault-current 
multiple decreased or lost coordination because 
a backup relay observed a stronger contribution 
than expected. 
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Table 3. Representative benchmark results for the defined methodology (48 metallic-fault and 18 high-
impedance cases). 

Metric Static settings Proposed 
adaptive 
method 

Observed effect 

Average fault-detection 
time 

34 ms 18 ms Feature fusion detects transients 
before delayed RMS pickup. 

Average primary relay 
operating time 

0.74 s 0.46 s State-specific TMS/pickup reduces 
unnecessary delay. 

Minimum CTI across 
test cases 

0.12 s 0.31 s Adaptive setting restores the ≥0.30 s 
target. 

Selective operations 40/48 (83.3%) 48/48 
(100%) 

No backup-first operation in modeled 
cases. 

Miscoordination cases 8 0 Topology/DG-state mismatch is 
removed. 

HIF dependable pickup 13/18 (72.2%) 17/18 
(94.4%) 

Wavelet/sequence features improve 
weak-fault sensitivity. 

 
The CTI improvement is the principal protection 
result. With fixed settings, the minimum 
coordination interval fell to 0.12 s in the 
reconfigured state, below the 0.30-s design 
target. The adaptive scheme selected a 
prevalidated setting group for the new topology 
and increased the minimum CTI to 0.31 s while 
maintaining a shorter mean primary operating 
time. This addresses the two competing 
objectives highlighted in the literature: 
maintaining selectivity while avoiding 
unnecessarily slow fault clearing [3], [4]. The 
result also confirms why a single fixed time-
multiplier setting is unsuitable when DG 
contribution and current direction can change 
materially between states [1], [6], [11]. 

The feature-based detector was most beneficial 
for high-impedance faults. Conventional pickup 
based only on RMS current failed in several cases 
with high fault resistance because the current 
magnitude remained near heavy-load current. 
The proposed detector used zero-/negative-
sequence content and transient wavelet energy 
to recognize 17 of 18 representative cases. This 
behavior is consistent with the motivation for 
time-frequency HIF methods [5] and robust 
adaptive fault detectors for PV-rich feeders [9]. 
One HIF case remained undetected when both 
transient energy and residual sequence current 
were intentionally set near the noise floor, 
illustrating that no single protection element 
should be treated as universally dependable for 
every arcing condition. 
 
Conclusion and Discussion 

This paper presented a step-by-step 
methodology for fault detection and protection 
coordination in modern distribution networks 
containing DG, automated switching, and 

changing operating states. The framework 
integrates local current-voltage measurements, 
sequence components, transient wavelet energy, 
directional logic, topology-assisted fault-section 
identification, and adaptive relay setting groups. 
The key methodological principle is that fault 
detection and relay coordination should be co-
designed. A detector that identifies a fault 
without considering direction may initiate the 
wrong protective device, while a perfectly 
coordinated relay setting can still fail if the fault 
current is below pickup. Combining the two 
functions allows sensitivity, selectivity, speed, 
and coordination margin to be evaluated in the 
same scenario matrix. The representative results 
show the expected advantage of adaptive 
settings: a static scheme that was adequate in one 
operating state developed substandard CTI after 
DG or topology changes, whereas the proposed 
setting-group approach restored the required 
0.30-s coordination margin and reduced mean 
primary operating time. The transient/sequence 
feature layer also improved dependable pickup 
for modeled high-impedance faults. These 
observations align with earlier adaptive-
protection, sequence-current, HIF, and DG-
impact studies [1]-[11]. Importantly, the 
proposed method does not require continuous 
online optimization. Setting groups are 
calculated and verified off-line, and the real-time 
task is limited to state detection, fault 
discrimination, and secure group selection, 
which makes the approach compatible with 
existing numerical relay practice. The 
methodology has several limitations. The 
reported benchmark is an analytical/simulation-
style demonstration rather than field-test 
evidence; actual performance depends on feeder 
parameters, current-transformer saturation, 
communication latency, inverter fault-current 
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controls, breaker operating time, and 
manufacturer-specific relay curves. High-
impedance faults also exhibit stochastic arcing 
behavior that cannot be represented fully by a 
single resistance value. Before deployment, 
utilities should therefore repeat the scenario 
matrix using detailed short-circuit and 
electromagnetic-transient models, validate relay 
logic in a hardware-in-the-loop platform, 
perform communication-failure tests, and retain 
a local backup setting that remains secure if the 
adaptive coordinator is unavailable. Future work 
can extend the method to multi-terminal feeders, 
inverter-dominated microgrids, travelling-wave 
or PMU-assisted protection, and cybersecurity-
aware adaptive setting management. 
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