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Abstract 

The pharmaceutical supply chain is a critical component of global 
healthcare systems, responsible for ensuring the safe production, 
distribution, and delivery of medications. However, traditional 
pharmaceutical supply chains face several challenges, including 
counterfeit drugs, limited transparency, inefficient logistics, and poor 
traceability across multiple stakeholders. The emergence of advanced 
digital technologies such as blockchain and artificial intelligence (AI) has 
created new opportunities to improve the efficiency, security, and 
transparency of pharmaceutical supply chains. Blockchain technology 
enables decentralized and tamper-proof record keeping, allowing 
stakeholders to securely track drug distribution from manufacturing to 
end users. At the same time, artificial intelligence techniques can analyze 
large healthcare datasets to generate intelligent drug recommendations 
and optimize supply chain decision-making. This survey paper reviews 
recent developments in blockchain-enabled pharmaceutical supply 
chain systems and intelligent recommendation frameworks based on 
contextual attention networks and White Shark optimization 
techniques. The study analyzes research contributions published 
recently, focusing on methods that combine blockchain technology with 
deep learning models for secure drug tracking and intelligent 
medication recommendation. A comparative analysis of existing 
methods is presented to highlight their advantages and limitations. The 
survey also discusses current challenges and future research directions 
in building smart pharmaceutical supply chain systems that integrate 
blockchain infrastructure with AI-based decision-support models. 
 

 
Introduction  
The pharmaceutical industry plays a 
fundamental role in modern healthcare by 
ensuring the safe and reliable production and 
distribution of medications. The pharmaceutical 
supply chain involves a complex network of 
stakeholders including drug manufacturers, 
wholesalers, distributors, pharmacies, hospitals, 
and regulatory authorities. Each stage of the 

supply chain must ensure that medications are 
transported and stored under appropriate 
conditions to maintain drug quality and safety. 
However, managing pharmaceutical supply 
chains presents numerous challenges due to 
their complexity and global scale. 
One of the most critical challenges in 
pharmaceutical supply chain management is the 
presence of counterfeit or substandard drugs. 
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According to global health reports, counterfeit 
drugs represent a significant threat to public 
health because they may contain incorrect or 
harmful ingredients. These counterfeit 
medications often enter the supply chain due to 
insufficient monitoring and weak traceability 
systems. Traditional pharmaceutical supply 
chains rely on centralized databases and manual 
verification processes, which can be vulnerable 
to manipulation and lack transparency. 
Blockchain technology has emerged as a 
promising solution for improving transparency 
and security in supply chain systems. Blockchain 
is a distributed ledger technology that records 
transactions across a network of computers in a 
secure and immutable manner. Once information 
is recorded on a blockchain, it cannot be altered 
without the consensus of the entire network. This 
property makes blockchain particularly useful 
for applications requiring high levels of data 
integrity and trust. 
In pharmaceutical supply chains, blockchain 
technology enables real-time tracking of drug 
production, transportation, and distribution. 
Each transaction related to drug manufacturing 
and logistics can be securely recorded on the 
blockchain, creating a transparent record 
accessible to authorized stakeholders. This 
capability helps reduce the risk of counterfeit 
drugs entering the market and enhances 
regulatory compliance. 
Artificial intelligence has also become an 
essential technology in modern healthcare 
systems. AI-based models can analyze large 
datasets including patient health records, clinical 

trial results, and pharmaceutical databases. 
Machine learning algorithms can identify 
patterns within these datasets and generate 
predictive insights that support healthcare 
decision-making. 
Drug recommendation systems represent one of 
the most important applications of AI in 
healthcare. These systems analyze patient 
symptoms, medical history, and treatment 
outcomes to recommend appropriate 
medications. Recent advances in deep learning 
have enabled the development of attention-based 
neural networks that improve recommendation 
accuracy by focusing on the most relevant 
features within datasets. 
The Contextual White Shark Attention Network is 
an emerging deep learning framework that 
combines contextual attention mechanisms with 
the White Shark Optimization algorithm. This 
model improves prediction accuracy by 
optimizing neural network parameters while 
simultaneously analyzing contextual 
relationships between patient data and 
medication attributes. 
Integrating blockchain technology with AI-based 
recommendation systems provides a powerful 
framework for smart pharmaceutical supply 
chain management. Blockchain ensures secure 
data storage and traceability, while AI models 
provide intelligent analytics and 
recommendations. This integration enables the 
development of secure and intelligent 
pharmaceutical ecosystems that enhance drug 
safety and improve healthcare outcomes. 

 
Graphical Architecture  

 
Figure 1. Proposed Framework for AI-Driven Drug Recommendation Using Blockchain Technology 

 
Conceptual Workflow 
1. Drug manufacturing data recorded on 

blockchain 
2. Drug distribution transactions validated 

through smart contracts 
3. Supply chain data collected and stored 

securely 

4. AI model analyzes medical records and drug 
data 

5. Contextual White Shark Attention Network 
generates recommendations 

6. Secure recommendation system integrated 
with blockchain ledger 
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Literature Review  
The pharmaceutical supply chain has undergone 
significant transformation with the emergence of 
advanced digital technologies such as blockchain, 
artificial intelligence, and optimization 
algorithms. These technologies provide new 
opportunities for improving transparency, 
traceability, and efficiency in drug distribution 
systems. In recent years, researchers have 
proposed several frameworks that integrate 
blockchain with artificial intelligence models to 
address challenges related to counterfeit drugs, 
inefficient logistics, and poor information 
sharing among supply chain stakeholders. This 
section presents an expanded review of research 
contributions between 2020 and 2023 related to 
blockchain-enabled pharmaceutical supply 
chains and intelligent recommendation systems 
based on contextual attention networks and 
White Shark optimization techniques. 
Jamil et al. (2020) proposed a blockchain-based 
architecture for pharmaceutical supply chain 
management in smart hospitals. Their system 
records drug transactions on a distributed ledger 
that is shared among supply chain stakeholders 
including manufacturers, distributors, and 
pharmacies. The system enables real-time 
verification of pharmaceutical products and 
prevents unauthorized modifications of 
transaction records. The authors demonstrated 
that blockchain technology improves 
transparency and reduces the risk of counterfeit 
drugs entering the supply chain. 
Casino et al. (2020) conducted a comprehensive 
review of blockchain-based applications in 
healthcare systems. The study analyzed various 
blockchain frameworks designed for secure data 
sharing and supply chain management. The 
authors emphasized that blockchain technology 
enables decentralized data storage and tamper-
proof transaction records, which significantly 
improve the reliability of pharmaceutical 
logistics systems. 
Nguyen et al. (2020) explored the application of 
blockchain technology combined with artificial 
intelligence techniques to combat counterfeit 
pharmaceuticals. The study proposed a 
framework that integrates blockchain-based 
tracking systems with machine learning models 
capable of detecting anomalies in pharmaceutical 
distribution patterns. The results indicated that 
combining blockchain with AI improves supply 
chain security and enhances predictive 
monitoring capabilities. 
Chen et al. (2021) examined the role of artificial 
intelligence in healthcare analytics and decision-
support systems. Their research demonstrated 
that deep learning algorithms can analyze large 
volumes of healthcare data to identify patterns 

related to drug effectiveness and patient 
treatment outcomes. The study highlighted the 
potential of AI-based recommendation systems 
for improving personalized medicine. 
Liu et al. (2021) developed a deep learning-based 
recommendation framework that analyzes 
electronic health records and pharmaceutical 
databases to generate personalized drug 
recommendations. The proposed model uses 
neural networks to identify relationships 
between patient symptoms and medication 
outcomes. Experimental results showed 
improved recommendation accuracy compared 
with traditional collaborative filtering methods. 
Jadhav et al. (2021) proposed a blockchain-based 
pharmaceutical supply chain model integrated 
with Internet of Things (IoT) technologies. The 
system uses IoT sensors to monitor 
environmental conditions during drug 
transportation and records these data on the 
blockchain. This approach ensures that 
pharmaceutical products are stored and 
transported under appropriate conditions while 
maintaining secure transaction records. 
Braik et al. (2022) introduced the White Shark 
Optimizer, a bio-inspired metaheuristic 
optimization algorithm designed to solve 
complex optimization problems in machine 
learning models. The algorithm mimics the 
hunting behavior of white sharks to explore 
search spaces efficiently and identify optimal 
solutions. The study demonstrated that the White 
Shark Optimizer improves neural network 
training performance and reduces prediction 
errors. 
Li et al. (2022) proposed a deep learning-based 
drug recommendation system that integrates 
contextual patient information with 
pharmaceutical databases. The model uses 
attention mechanisms to identify relevant 
features influencing medication effectiveness. 
The authors demonstrated that attention-based 
neural networks improve recommendation 
accuracy by prioritizing the most significant 
patient attributes. 
Zakari et al. (2022) conducted a systematic 
review of blockchain technology applications in 
the pharmaceutical industry. The study analyzed 
several blockchain-based frameworks designed 
to improve supply chain transparency and 
regulatory compliance. The authors concluded 
that blockchain technology provides reliable 
traceability and enhances data integrity in 
pharmaceutical logistics systems. 
Abdel-Basset et al. (2023) investigated the 
application of the White Shark Optimization 
algorithm in healthcare prediction systems. The 
study applied the algorithm to optimize machine 
learning models used for disease diagnosis and 
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treatment recommendation. Results showed that 
optimization algorithms significantly improve 
predictive performance and computational 
efficiency. 
Fiore et al. (2023) conducted a systematic review 
of blockchain applications in healthcare supply 
chains. Their analysis highlighted the advantages 
of blockchain technology in improving drug 
traceability, preventing counterfeit medications, 
and enabling secure data sharing among 
stakeholders. 
Ghadge et al. (2023) proposed a conceptual 
framework for implementing blockchain 

technology in pharmaceutical supply chains. The 
framework emphasizes interoperability, data 
transparency, and automated compliance 
verification through smart contracts. 
Overall, the literature indicates that integrating 
blockchain technology with artificial intelligence 
models provides a powerful solution for 
developing secure and intelligent pharmaceutical 
supply chain systems. Blockchain ensures secure 
data management and traceability, while AI 
models provide predictive analytics and 
recommendation capabilities that support 
healthcare decision-making. 

 
Comparative Table 

Autho
r & 
Year 

Technolo
gy 

Data Application / 
Contribution 

Advantages Limitations Performance 

Jamil 
et al. 
(2020
) 

Blockchain Supply 
chain 

Secure drug 
traceability 

High 
transparency 

Complex 
implementati
on 

Improved 
traceability 

Casino 
et al. 
(2020
) 

Blockchain Healthcare Secure data 
sharing 

High security Scalability 
issues 

Reliable 
system 

Nguye
n et al. 
(2020
) 

Blockchain 
+ AI 

Distributio
n 

Counterfeit 
detection 

Security + 
intelligence 

Integration 
complexity 

Better fraud 
detection 

Chen 
et al. 
(2021
) 

Deep 
Learning 

Healthcare Medical 
prediction 

High 
accuracy 

Data 
dependency 

Better than 
conventional 
ML 

Liu et 
al. 
(2021
) 

Deep 
Learning 

Patient & 
drug 

Drug 
recommendati
on 

Learns 
complex 
patterns 

Large data 
requirement 

High 
recommendati
on accuracy 

Jadhav 
et al. 
(2021
) 

Blockchain 
+ IoT 

Sensor data Drug 
monitoring 

Real-time 
tracking 

High 
infrastructure 
cost 

Accurate 
monitoring 

Li et 
al. 
(2022
) 

Attention 
DL 

Contextual 
data 

Drug 
recommendati
on 

High 
interpretabili
ty 

Model 
complexity 

Improved 
prediction 

Braik 
et al. 
(2022
) 

White 
Shark 
Optimizer 

Optimizati
on 

Parameter 
optimization 

Fast 
convergence 

Computationa
l overhead 

Enhanced 
model 
performance 

Zakari 
et al. 
(2022
) 

Blockchain Supply 
chain 

Drug 
traceability 

Secure 
tracking 

Deployment 
challenges 

High reliability 

Abdel-
Basset 
et al. 
(2023
) 

WSO + AI Prediction 
data 

Healthcare 
prediction 

Better 
convergence 

High 
computation 

Improved 
accuracy 
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Fiore 
et al. 
(2023
) 

Blockchain Healthcare Supply chain 
transparency 

Secure 
traceability 

Integration 
complexity 

Efficient 
tracking 

Ghadg
e et al. 
(2023
) 

Blockchain 
Framewor
k 

Multi-
source 

Supply chain 
framework 

Better 
coordination 

Limited 
deployment 

Conceptual 
improvement 

 
 
Comparative Analysis 
The comparative analysis demonstrates a clear 
transition from conventional pharmaceutical 
supply chain systems toward intelligent hybrid 
frameworks integrating blockchain, artificial 
intelligence (AI), and optimization algorithms. 
Blockchain serves as the foundation for secure, 
decentralized, and transparent data 
management, significantly improving drug 
traceability and reducing counterfeit medicines 
through immutable transaction records. The 
incorporation of Internet of Things (IoT) 
technologies further strengthens blockchain-
enabled systems by facilitating real-time 
monitoring of environmental conditions during 
drug transportation and storage. Despite these 
advantages, challenges related to scalability, 
interoperability, implementation cost, and 
integration with existing healthcare 
infrastructures remain major barriers to 
widespread adoption. 
Artificial intelligence enhances blockchain-
enabled pharmaceutical systems by providing 
predictive analytics and intelligent drug 
recommendations through attention-based deep 
learning models that effectively analyze complex 
healthcare data. The White Shark Optimizer 
further improves model performance by 
optimizing neural network parameters and 
accelerating convergence. Integrating 
blockchain, contextual attention networks, and 
optimization algorithms creates a secure and 
efficient framework for pharmaceutical supply 
chain management. Future research should 
address scalability, data privacy, interoperability, 
explainable AI, and computational efficiency to 
enable reliable and intelligent healthcare 
solutions. 
 
Discussion  
The reviewed studies demonstrate that 
integrating blockchain technology with artificial 
intelligence provides an effective framework for 
enhancing pharmaceutical supply chain 
management and intelligent drug 
recommendation systems. Blockchain ensures 
secure, decentralized, and immutable storage of 
pharmaceutical transactions, improving 
transparency, traceability, and accountability 

across manufacturers, distributors, pharmacies, 
and regulatory agencies. Its capability to track 
drug movement throughout the supply chain 
significantly reduces counterfeit medicines and 
strengthens regulatory compliance. 
Furthermore, blockchain enables reliable data 
sharing among stakeholders, fostering greater 
trust and operational efficiency within smart 
pharmaceutical ecosystems. 
Artificial intelligence complements blockchain by 
providing advanced analytics and predictive 
decision-making capabilities. Machine learning 
and attention-based neural networks effectively 
analyze patient records, drug attributes, and 
treatment histories to generate accurate drug 
recommendations. The proposed Contextual 
White Shark Attention Network further enhances 
prediction performance by combining contextual 
feature learning with White Shark Optimization, 
enabling efficient parameter optimization and 
improved recommendation accuracy. This hybrid 
approach supports personalized healthcare, 
demand forecasting, inventory optimization, and 
intelligent clinical decision-making while 
increasing the reliability of AI-driven 
pharmaceutical services. 
Despite these advantages, several challenges 
remain, including blockchain scalability, data 
privacy, interoperability with legacy healthcare 
systems, and the high computational cost of AI-
based optimization. Regulatory compliance and 
secure handling of sensitive patient information 
also require continued attention. Future research 
should focus on scalable blockchain 
architectures, explainable artificial intelligence, 
standardized integration frameworks, and 
efficient optimization techniques to develop 
secure, transparent, and intelligent 
pharmaceutical supply chain systems that 
improve healthcare delivery and patient safety. 
 
Conclusion  
The pharmaceutical supply chain plays a critical 
role in ensuring the availability of safe and 
effective medications. However, traditional 
supply chain systems face numerous challenges 
including counterfeit drugs, limited 
transparency, and inefficient data management. 
Blockchain technology and artificial intelligence 
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have emerged as promising solutions for 
addressing these challenges. Blockchain 
technology provides secure and transparent data 
management by enabling decentralized 
transaction recording and immutable ledgers. 
These features improve traceability across 
pharmaceutical supply chains and help prevent 
counterfeit drugs from entering the market. 
Artificial intelligence techniques complement 
blockchain systems by enabling intelligent data 
analysis and personalized drug recommendation 
systems. The integration of contextual attention 
networks with optimization algorithms such as 
White Shark Optimization represents a 
promising direction for improving AI-based 
recommendation systems. By analyzing 
contextual relationships between patient data 
and pharmaceutical attributes, these models can 
generate accurate and personalized medication 
recommendations. Overall, the combination of 
blockchain technology and artificial intelligence 
provides a powerful framework for developing 
smart pharmaceutical supply chain systems. 
Future research should focus on improving 
scalability, interoperability, and data privacy 
mechanisms to ensure the practical 
implementation of these technologies in real-
world healthcare environments. 
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