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Abstract

Steganography is a branch of information hiding where confidential
information is hidden inside text, image or any other multimedia. In this
paper we analyze different Steganography techniques including DNA
steganography. DNA Steganography is an emerging technology. It is
more robust. Based on performance parameters, different
steganography techniques are studied.
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Introduction

In the modern era, information in digital format
like text, image, PDF is distributed among
multiple wusers over the internet. When
information is transmitted between multiple
users, security of information is a major concern.
If an unauthorized user or attacker gets access to
this digital data, they may modify the content or
copy it and create fake copies of digital data and
claim as owner of this digital content. This
creates ambiguity between authorized and
unauthorized user. So, the security of Digital data
is important. Different information concealment
techniques such as Digital watermarking,
Cryptography and Steganography provide
security to multimedia data sent over the
network. To provide security and authenticity to
digital content, copyright information is
embedded into it. With Digital watermarking
information is added . This data is extracted and
verified to prove the ownership of digital data.
Watermark can be visible or invisible. In
Cryptography, a message to be sent from sender
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to recipient is translated into another unreadable
format. In Cryptography, secret information
(called as Plain Text) which is send from sender
to receiver is translated into Scrambled text
which cannot be understood by unauthorized
user whereas the aim of Steganography is that
unauthorized user not only understand which
secret message is hidden inside cover object but
also presence of hidden message. In
steganography, information is concealed into
another object so that it cannot be easily visible
to the human eye. In steganography an
unauthorized user is not able to know whether a
cover object contains hidden information.

Steganography

Steganography is a branch of information hiding
where confidential information is concealed into
a cover object. Cover object can be text, images,
audio or video. The word Steganography is made
up of two Greek words “Stegnos”and “graphia”.
The meaning of “Stegno” is hidden and “graphia”
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means writing. So Steganography means writing
a hidden message into a Cover object [1].

History of Steganography

The utilization of Steganography dates back to
ancient Greece. As per Greece records, wax tablet
is used to conceal message. Here the wax tablet is
melted and a private or confidential message is
concealed in underlying wood. After inserting a
secret message on wood, wax is reapplied on the
wood, showing that it is a new, unused tablet.
Then this brand-new tablet is sent without
knowing anyone's presence of secret message
[2]. Herodotus, the great historian mentioned in
his story about a trusted servant who shaved his
head and write secret message on the scalp again
to re-grow hair and send him on his way [3].

Types of Steganography

In steganography, confidential message is
masked into Cover media. Possible Cover media
include image, text, audio or video files.
Depending on cover media Steganography can be
classified as [4].

1. Text Steganography: When secret
information is concealed into letters of
text then it is called Text Steganography.

2. In Text  Steganography, secret
information is concealed into Text. It can
be letter or white spaces or space
between two words.

3. Image Steganography: In image
Steganography, confidential data is
masked inside the image. Image is made
up of pixel, if a private message is
masked inside a pixel, then it is called
image steganography.

4. Audio Steganography: If a secret
message is concealed into audio signal,
then it is called audio steganography.
Here different audio format is used to
conceal secret message.

5. Video Steganography: Video is made
up of a series of image frames and sound
together. If a secret message is inside a
video then it is called video
Steganography.

Process of Steganography

Steganography is the mechanism of concealing
and retrieving confidential message [5].
Terminology of Steganography:

1. Cover Object: Also known as the original
image in which confidential message is
concealed. Cover image can act like a
container in which a secret message is
concealed.

2. Secret or confidential message:
Confidential message can be in the form
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of text or image as well. This confidential
message is concealed inside the Cover
Object.

3. Stego object: When a confidential
message is concealed into a cover object,
the resultant object is known as Stego
object. For example, if secret message is
hidden inside cover image, then
resultant image is known as Stego image

Hiding private and confidential message into
cover object is called an “embedding process”.
For this input are cover object, secret message
and key of embedding algorithm. The result of
this is Stego-object. An algorithm for hiding
private info. is selected to ensure that no one can
find out the difference between original object
and new object which is created after hiding data.
Both cover object and stego object look identical
though data is kept inside the stego object.

In the extraction process, a secret message is
retrieved from the stego object. Input for this
process is stego-object, key of extraction
algorithm and output is confidential and private
information and Cover object.

Key Key

| |

Cover Cover
Object —— Object

Extraction
Algorithm

Embedding Stego
Algorithm

Secret N Objet

Message

» Secret
Message

Fig : Embedding and Extraction Process of Steganography

Figure 1: Embedding and Extraction Process of
Steganography

Performance evaluation parameter of
Steganography is as follows [6] [7]

1. Payload Capacity: It is defined as how
much secret information is concealed
into a cover object without losing the
quality of the cover object. i.e. number of
bits is concealed into a cover object.
Payload capacity depends upon which
steganography technique is being used.
If payload capacity is large then good
steganography is used.

2. Robustness: Irrespective of multiple
attacks on stego object to obtain a secret
message, if an attacker has failed to
obtain a secret message, then the
steganographic technique is called roust.

3. Imperceptible: Stego object should be
imperceptible. i.e. changes made in
cover object to embed secret message
that cannot be identified by the naked
eye. After inserting a secret message,
stego-object and cover object should
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look identical and changes cannot easily
be visible. Imperceptivity can be
measured in terms of PSNR (Peak Signal
to Noise Ratio) and MSE (Mean Square
Error).
a) PSNR:Itis calculated in terms of decibel (dB).
Higher the PSNR value indicates lower the MSE
value. PSNR is used to calculate how much
quality of an image is changed after confidential
information is kept inside it .
If PSNR value > 40dB is good and acceptable.
PSNR is calculated as follows
PSNR =10 *
0 (maximum Pixel Intensity)? dB

MSE
Pixel intensity for 8 bit image = 255

After putting above value,

PSNR = 10 +log log 1022222 4B
MSE

b) Mean Square Error (MSE). It is the average
square difference among original image known
as cover image and steganographic image called
stego image. If the original image and
steganographic image are the same, the MSE is 0.
Lesser the MSE value shows original image and
steganographic image are nearly identical. i.e. in
term of pixel difference, stego image is closer to
cover image. It means there is less distortion
among original image and steganographic image.
Itis calculated as follows

log log 1

1 .. ..
MSE:E = 2= (cij — sij)?

Where
cij = Cover mage pixel value at i row and
jhcolumn
sij = Stego mage pixel value at it row and jth
column

m = number of rows

n = number of columns

Application of Steganography

1. Digital watermarking:

Steganography is used in digital watermark to
conceal copyright information or ownership
details into another digital medium like text,
images, audio or video. This approach is used to
verify originality of the content and prevents
unauthorized sharing [6.1].

2. Secret Communication:

Criminals use Steganography to do secret
communication among them. Here criminals
send secret message on digital media like image,
text, audio or video. Normal people when see
image or text containing secret message inside it,
cannot find difference between original image
and stego image an only criminal at receiver end
know how to retrieve secret message. By this
communication happens between them. Digital
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expert who has knowledge of how to retrieve this
secretinformation is used to identify information
and stop criminal activity [8] .

Steganography Techniques

A number of steganography techniques are used
to ensure high robustness and better
imperceptibility. They can be categories as
follows:

Techniques
S— Spread Staistical Distortion Transform
" Spectrum Technique Technigue Technigue

158 Patch vajue et owt DFT
Differecing

Figure 2: Different techniques of Steganography

Based on domain, Image Steganography is
classified as Spatial Domain and Transform
domain.

In the Spatial domain, a confidential message is
concealed inside an image by modifying the pixel
of an image. This is an easy and simple technique.
It has a high capacity to conceal confidential
message but it is not robust again Image
manipulation attacks. In the transform domain,
the first image is transformed to frequency
domain and the confidential message is
concealed by changing the coefficient of
frequency domain. This technique offers greater
robustness and efficiency and sustains image
manipulation attacks [9].

1. Spatial Domain

a. LSB

Least Significant Bit (LSB) is to conceal
confidential message inside an image. In this
technique, a confidential message is transformed
to binary sequence and then a bit of confidential
message is added to the right most bit of the
image. Implementation of this technique is very
easy but the technique is very sensitive to image
manipulation attacks. [10].

b. Pixel Value differencing (PVD)

In pixel value differencing, difference d between
two adjacent pixel values is calculated and
private or confidential message is concealed into
difference. If pixel difference is larger, then more
bits of private or confidential message is
concealed into it and if the difference is less then
only a limited amount of data is secreted into
difference. Pixel value differencing has high
capacity and good imperceptivity [11].
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2. Spread Spectrum

In Spread Spectrum, noise is required to conceal
private data and after this noise is added to image
to transmit data. Here data is transmitted over
wide range of frequencies so it makes it almost
impossible for an unauthorized user to detect.
For detecting secret message, the recipient must
possess proper decoding technique. In other
word, secret message called communication is
spread over a wide frequency range using
pseudo-random sequence also called as noise
[12]. The spread spectrum is resistant to
statistical attack because in the spread spectrum
a secret message is spread all over the cover
image.

3. Statistical technique

In statistical technique, important secret
message is hidden inside an image by changing
the statistical properties of image. In this
technique, image is splitinto smaller parts, which
represents 1 or 0 bit of private message which
need to be hidden. If bitis “1”, then the statistical
properties of the image are changed slightly. If bit
is “0”, then no change in image The modifications
are minor so that variations go unnoticed by
humans. This technique is prone to geometric
attack like cropping, scaling or rotating an image
[13].

4. Distortion Technique

In distortion technique the secret message is
concealed within the cover image by performing
a limited number of incremental alterations in
the host image known as cover image. Here
source image called original image is required at
the time retrieving confidential message from
stego image and that is the main challenge. Here
the sender needs to send a stego image along
with a cover image to the receiver. In between
clever intruders get access to both the message
and if the intruder knows the cover image, then
performing some set of cropping, scaling,
manipulation on stego image they can easily
know the secret message [14] .

5. Transform domain

a. Discrete Cosine Transform (DCT):

It is image compression technique. Here image is
transformed from spatial domain to frequency
domain and hide confidential message in it. DCT
divides image into two frequency bands : low and

Study of different Steganography Techniques

high where low frequency shows general
features of image and high frequency shows
better details of image like edge, texture etc.

In this jpeg image is segmented into 8 * 8 block
and DCT is performed to each block and then
secret message in binary format is concealed into
least significant bit (LSB) of each DCT coefficient.
The capacity to conceal confidential message is
high in DCT. DCT is affected by high compression
rates and it requires more complex processing
[15].

b. Discrete Wavelet Transform (DWT)

In this technique image is segmented into non-
overlapping sub bands called LL, HH, HL and LH.
DWT (Discrete Wavelet Transform) is Transform
domain Steganography technique in which the
original image is decomposed into high and low
frequency components and confidential message
is hidden by changing wavelet coefficient in
different frequency bands. Here original image is
called as cover

image and after applying DWT image is called
stego image. It has good performance under
compression but implementation cost is high. So,
it is expensive [16].

6. DNA Steganography

DNA stands for Deoxyribonucleic acid. DNA is a
complex molecule found in all living organisms.
Nucleotides are the smallest unit of DNA. DNA is
A, T,C,G where ‘A’ stands for Adenine,, “T’ stands
for Thymine , ‘G’ stands for Guanine, and ‘C’
stands for Cytosine .

Different techniques are wused in DNA
steganography to conceal secret message into
DNA stands (sequence) [17] [18]

a. Insertion Based - DNA stand is divided into
equal parts and then secret message is embedded
inside DNA sequence after each part.

b. Substitution based - In this technique, secret
message is concealed in DNA sequence by
modifying specific nucleotides in a DNA
sequence.

c. Complementary Rule based - In this, first
transmitter  and recipient  agree on
complementary rule confidential information is
concealed into DNA stand before the longest
complimentary substring. At the receiver side the
same complementary rule is applied by the
receiver to extract a secret message.

Table 1: Comparative Analysis of Steganography Techniques

Ref. | Technique PSNR (dB) | MSE Payload Capacity | Robustness
[19] | LSB Substitution 40-55 Low High Low

[20] | DCT-Based 48-57 Low Medium High

[21] | DWT-Based 48-65 Very Low | Medium Very High
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[22] | DNA Insertion NA High High High
[23] | DNA Substitution NA High Very High Medium
[24] | DNA Complementary Rule | NA Very High | Very High High
Conclusion Journal of Scientific Engineering and Science,

Steganography is a robust technique used from
ancient times. It is used in various applications
like invisible watermarking. Different techniques
are reviewed. In terms of capacity, robustness
and imperceptivity, each technique offers certain
advantages. Study shows combining DNA and
Image Steganography together makes stego
image more robust.
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