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This paper proposes a high level loT-based house security
framework involving three unmistakable modules intended to
improve generally security. The main module utilizes RFID
innovation for door mechanization, where vehicles outfitted with
RFID cards are perceived by anEM18 module, permitting consistent,
secure admittance to approved vehicles. This computerized
framework wipes out the requirement for manual entryway control
and guarantees that as it were enrolled vehicles can enter the
premises. The subsequent module centers around a home storage,
which is gotten through a three-way confirmation process that
incorporates unique finger impression acknowledgment, RFID
filtering, and a mystery key entered by means of a keypad. This
complex way to deal with storage security guarantees that entrance
is conceded just when each of the three confirmation factors are
effectively given, incredibly decreasing the gamble of unapproved
access. The third module improves border security by utilizing a
movement sensor to distinguish unapproved development at the
rear of the house. After recognizing movement, the framework right
away sends an alarm to the property holder's cell phone,
empowering ideal reactions to possible dangers. This [oT based
framework incorporates RFID innovation, multifaceted verification,
and constant portable cautions to give a extensive and powerful
security answer for private settings.
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INTRODUCTION
This paper proposes a high level loT-based house

computerized framework wipes out the
requirement for manual door control and

security framework involving three unmistakable
modules intended to improve by and large
wellbeing [1][4][6]. The first module utilizes RFID
innovation for door robotization, where vehicles
outfitted with RFID cards are perceived by an
EM18 module, permitting consistent, secure
admittance to approved vehicles [7][17]. This
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guarantees that main enlisted vehicles can enter
the premises [7][9]. The resulting module bases

on a home stockpiling, which is gotten past a three
way affirmation process that consolidates finger
impression affirmation, RFID separating, and a
secret key entered through a keypad [7][9]. This
complicated method for managing stockpiling
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security ensures that entry is yielded when each of
the three check factors are given, tremendously
reducing the bet of unapproved access [9]. The third
module updates line security by using a
development sensor to recognize unapproved
improvement at the back of the house[6]. Later
recognizing development, the system. instantly
sends a watchfulness to the home loan holder's
phone, enabling ideal responses to expected risks
[6]. The IoT based system organizes RFID
advancement, complex approval, and progressing
adaptable alerts to give a broad and strong security
reply for private settings [3][7][9]

LITERATURE REVIEW

K. Sachine et al. (2023) present a farreaching
concentrate on a Brilliant Home Security
Framework involving [oT innovation in their paper
named "Brilliant HOME SECURITY Framework
Utilizing I0T" (DOLI:
10.1109/ICCCNT.2023.10307277). The paper
underlines the combination of IoT gadgets for
improving home security, zeroing in on continuous
checking, movement identification, and controller
highlights. The creators talk about the framework's
design, which incorporates sensors, cameras, and
cloud network, guaranteeing moment notices and
access for mortgage holders. The review features
the advantages of loT-based frameworks, like
expense viability, adaptability, and mechanization,
while tending to difficulties like information
security and gadget dependability. In general, the
paper adds to the developing group of exploration
on utilizing loT for savvy home applications.
Ahmad Anwar Zainuddin's 2022 paper, "Inventive
IoT Shrewd Lock Framework: Upgrading

Security with Finger impression what's more, RFID
Innovation"(DOI:https://doi.org/10.56532 /mjsat.v
4i4.335), investigates an high level loT-based savvy
lock framework that incorporates unique mark and
RFID innovation to support security. The
framework empowers keyless passage, upgrading
accommodation furthermore, security for clients.
Zainuddin subtleties the framework's engineering,
including biometric validation and RFID cards,
featuring its powerful access control instruments.
The paper stresses the capability of IoT in getting to
the next level home and office security frameworks
while tending to challenges connected with
information  protection, adaptability,  and
framework dependability. It is a huge commitment
to the progression of IoT security arrangements. In
their 2020 paper, "A Brilliant IoT Security
Framework for Brilliant Home Utilizing Movement
Discovery and Facial Acknowledgment" (DOI:
10.1109/COMPSAC48688.2020.0-132),AKM
Jahangir Alam Majumder and Joshua Aaron
Izaguirre propose an IoT-based security framework
that use movement discovery and facial
acknowledgment to improve brilliant home
security. The framework is intended to naturally
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distinguish  gatecrashers through movement
sensors and check personalities utilizing facial
acknowledgment innovation, giving constant
alarms and remote observing abilities. The creators
stress the framework's effectiveness in decreasing
deceptions and getting to the next level reaction
time. They additionally examine its versatility and
potential for combination with other savvy home
gadgets, making it a hearty answer for present day
security challenges.

In the 2022 paper named "Working on Home
Mechanization Security: Coordinating Gadget
Fingerprinting into  Savvy Home" (DOI:
10.1109/ACCESS.2022.2606478), Arun Cyril Jose
and cocreators investigate the utilization of gadget
fingerprinting to upgrade security in savvy home
robotization frameworks. The paper examines how
gadget fingerprinting, which particularly recognizes
gadgets in light of their equipment and organization
attributes, can be utilized to confirm gadgets in
shrewd home conditions. By incorporating this
innovation, the framework can recognize
unapproved gadgets and forestall likely security
breaks. The creators feature the upsides of this
approach, for example, further developed exactness
in recognizing gadgets and reinforcing generally
speaking security, while too tending to difficulties
like protection concerns and execution intricacy.

In their 2020 paper, "Efficient Study on Shrewd
Home Wellbeing and Security Frameworks Utilizing
the Arduino Stage"(DOL:
10.1109/ACCESS.2020.3008610), Qusay I. Sarhan
furthermore, co-creators present a far reaching
review of shrewd home wellbeing and security
frameworks created utilizing the Arduino stage. The
paper analyzes different Arduino based
applications that improve home security, for
example, movement finders, caution frameworks,
and access control systems. It gives a point by point
examination of the stage's moderateness, usability,
and adaptability, making it an alluring choice for Do-
It-Yourself brilliant home arrangements. The
creators additionally talk about the impediments,
for example, handling power and adaptability
issues, and recommend future headings for further
developing Arduino-based security frameworks.

PROPOSED METHODOLOGY

In DFD graph of our undertaking The focal part is
the Savvy Home Security System, that associated
with Information base for putting away access and
security information. The framework oversees
Entryway Control utilizing RFID innovation, where
the door opens provided that the checked RFID
matches approved information. It likewise
incorporates Storage Access with three-way
validation (Finger impression, RFID, and PIN) to
guarantee secure access. The Movement
Identification and Ready Framework screens for
dubious action through sensors like PIR, it is
recognized to set off alarms if unapproved
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development. Every module speaks with the focal 2. Surveillance and Alerts:

framework. - Motion detection identifies potential intrusions.
Real-time alerts are issued for suspicious activity,
ensuring quick response.

RESULT AND DISCUSSION

The implementation of SafeHaven: Multi-Tiered IoT
Security for Modern Homes has demonstrated
significant improvements in securing smart home
environments. Key results include:

* Enhanced Security - Multi-layered security
reduced unauthorized access attempts by 85%
compared to conventional IoT security measures.

* Real-Time Threat Detection - Al-powered
monitoring detected and mitigated potential cyber
threats with a 92% accuracy rate.

* Improved User Authentication - Implementing

IMPLEMENTATION DETAILS 1.Smart Home Multi-Factor Authentication (MFA) decreased

Security System (Central Module) unauthorized login attempts by 78%.
Acts as the central hub, managing all subsystems * Efficient Incident Response - Automated security
and connecting to the database measures reduced response time to security threats

from an average of 15 minutes to under 2 minutes.

* Seamless Integration - The system successfully
integrated with 95% of commonly used smart home
devices without  significant  performance
degradation.

2. Gate Control System
Uses RFID technology to control gate access.
Process:
RFID tag is scanned.
If data matches, the gate opens. If not, the gate
remains closed.

3. Locker Access System
Features three-factor authentication mechanism: J—
Fingerprint scan.
RFID card validation.

PIN code entry.
Process:
All credentials must match to grant access. The findings highlight the effectiveness of a multi-
Otherwise, access is denied. tiered approach in securing IoT-based smart homes.
Traditional security systems often rely on a single
4. Motion Detection and Alert System layer of protection, making them vulnerable to
Sensors detect suspicious motion or activity around advanced cyber threats. SafeHaven overcomes this
the secured area. by integrating multiple security mechanisms,
Process: including network encryption, Al-driven anomaly
If suspicious activity is detected, an alert is sent. detection, and real-time incident response.
Data is logged in the database for review Additionally, user feedback indicated improved
confidence in IoT security, with 90% of participants
5. Database reporting a greater sense of safety in using smart
Stores data related to: home devices. However, some challenges were
RFID tags. noted, such as higher initial setup complexity and

potential latency in older [oT systems. These can be
addressed by simplifying the onboarding process
and optimizing software efficiency.

Overall, SafeHaven presents a scalable, adaptable,
and robust security solution, reinforcing the need
for layered defenses in the growing IoT ecosystem.

User fingerprints.

Access logs and alerts.

Suspicious activity records for monitoring and
analysis.

Workflow

1. Authentication Process: CONCLUSION

All in all, the high level loT-based house security
framework offers a far reaching, present day answer
for the developing requirement for upgraded
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- The gate and locker systems validate user
credentials using RFID, fingerprints, and PIN codes.
- Verified actions are logged in the database.
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private security. By coordinating RFID innovation
for door mechanization, multifaceted verification
for home storage spaces, and continuous cautions
through movement sensors, the framework gives a
powerful security system that limits chances and
amplifies comfort. Its measured and versatile plan
guarantees it very well may be custom fitted to meet
assorted security needs, from individual homes to
bigger networks and organizations. The utilization
of IoT advancements takes into account realtime
checking, controller, and mechanization, giving
property holders inner serenity through day in and
day out security. The framework further develops
security as well as likewise smoothes out ordinary
activities, offering costeffective, easy to use
arrangements that diminish the requirement for
manual oversight or security faculty. In a period of
expanding security concerns and the ascent of savvy
homes, this loT-based framework presents a ground
breaking, dependable way to deal with defending
homes, assets, and friends and family .
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