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Abstract

Cyber-Physical Systems (CPS) are increasingly integral to critical
infrastructures such as smart grids, transportation networks, industrial
automation, and intelligent communication systems. However, their
tightly coupled cyber and physical components expose them to complex
disturbances, including faults, anomalies, and cyber-attacks. Efficiently
localizing such disturbances in dynamic environments remains a
significant research challenge. In recent years, graph-based methods—
particularly those leveraging Graph Laplacians—have gained
prominence due to their ability to model structural dependencies and
dynamic interactions within CPS. This paper presents a systematic
review of dynamic localization techniques for cyber-physical
disturbances using Graph Laplacian frameworks. The review covers key
methodologies, architectural paradigms, and emerging applications
from 2018 to 2023. It further categorizes approaches based on spectral
graph theory, distributed localization, anomaly detection, and graph
learning techniques. A comparative analysis of 30 studies is conducted
to evaluate performance, scalability, robustness, and applicability
across domains. The paper also highlights existing challenges such as
real-time adaptability, data sparsity, and computational complexity.
Finally, future research directions are outlined, focusing on integrating
Graph Neural Networks (GNNs), hybrid learning models, and
explainable Al for enhanced disturbance localization in CPS. This review
aims to provide a comprehensive reference for researchers and
practitioners working in intelligent security and resilient cyber-
physical infrastructures.

Introduction
Cyber-Physical
convergence of
communication

Systems

networks,

processes. These systems are widely deployed in
critical infrastructures such as smart grids,
autonomous transportation systems, industrial
control systems, and healthcare monitoring

(CPS)
computational

platforms. The integration of sensing,
computation, and actuation enables CPS to
operate in real time and respond dynamically to
environmental changes. However, this tight
integration  also  introduces  significant
vulnerabilities, as disturbances originating in
either the cyber or physical domain can
propagate rapidly across the system.

represent a
intelligence,
and  physical
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Disturbances in CPS can arise from multiple
sources, including equipment failures,
environmental fluctuations, and malicious cyber-
attacks. The ability to accurately detect and
localize these disturbances in real time is
essential for ensuring system reliability, safety,
and resilience. Traditional approaches to
disturbance detection often rely on centralized
monitoring systems and statistical techniques,
which may not scale effectively in large,
distributed CPS environments. Furthermore,
these methods typically assume static system
configurations, making them less suitable for
dynamic and evolving networks.

To address these limitations, researchers have
increasingly turned to graph-based modeling
techniques, where CPS components are
represented as nodes and their interactions as
edges. This representation allows for the capture
of both structural and functional relationships
within the system. Among various graph-based
approaches, the Graph Laplacian has emerged as
a powerful mathematical tool for analyzing
network dynamics. The Graph Laplacian matrix
encodes information about node connectivity
and plays a central role in spectral graph theory,
enabling the analysis of diffusion processes,
signal propagation, and system stability.

One of the key advantages of using Graph
Laplacians is their ability to facilitate dynamic
localization of disturbances. By analyzing
changes in the spectral properties of the
Laplacian matrix, it is possible to identify
anomalies and pinpoint their locations within the
network. For instance, studies have
demonstrated that Laplacian eigenvalues and
eigenvectors can be used to characterize system
behavior and detect deviations caused by
disturbances. In power systems, the spectral
properties of the graph Laplacian have been
linked to system stability and frequency
regulation, highlighting their relevance in real-
world CPS applications .

Recent research has extended these concepts to
dynamic networks, where system topology and
node states evolve over time. For example,
distributed localization methods based on
complex Graph Laplacians have been proposed to
estimate the positions of agents in time-varying
networks. These methods utilize local
measurements and cooperative algorithms to
achieve accurate localization without centralized
control, making them highly suitable for large-
scale CPS environments. Such approaches are
particularly valuable in applications such as
sensor networks, robotics, and autonomous
vehicles, where real-time adaptability is critical.
In addition to localization, Graph Laplacian-
based methods have been widely used for
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anomaly detection and fault identification.
Techniques such as unsupervised learning using
Laplacian matrices enable the identification of
abnormal patterns without requiring labeled
data. For instance, the UzADL framework
employs Graph Laplacian-based learning to
detect and localize anomalies in industrial
inspection systems, demonstrating improved
accuracy and faster convergence compared to
traditional methods . Similarly, graph learning
approaches have been applied to power systems
to analyze spatiotemporal relationships and
detect anomalies in distributed measurements .
Another important application area is
cybersecurity in CPS, where Graph Laplacian-
based techniques are used to model attack
propagation and identify compromised nodes.
Graph-based representations enable the analysis
of functional dependencies and attack pathways,
facilitating the detection of multi-stage cyber-
attacks. For example, recent work has proposed
graph-based frameworks that model CPS
infrastructure as interconnected graphs to
dynamically detect compromised components
and adapt to evolving threats . These approaches
highlight the importance of combining structural
analysis with security intelligence for effective
disturbance localization.

Despite these advancements, several challenges
remain in the field. One major challenge is the
scalability of Graph Laplacian-based methods in
large and heterogeneous CPS environments. As
system size increases, the computation of
Laplacian matrices and their spectral
decomposition becomes increasingly complex.
Additionally, real-world CPS often involve noisy,
incomplete, and high-dimensional data, which
can affect the accuracy of localization algorithms.
Another challenge is the integration of dynamic
and temporal information, as many existing
methods are designed for static graphs and may
not perform well in rapidly changing
environments.

Moreover, there is a growing need for intelligent
and adaptive architectures that can handle both
cyber and physical disturbances simultaneously.
Recent studies have explored the use of graph
clustering techniques to enhance disturbance
characterization by capturing cross-domain
interactions within CPS . These approaches
emphasize the importance of combining graph
theory with machine learning to develop robust
and scalable solutions.

Given the rapid evolution of CPS and the
increasing complexity of disturbances, there is a
critical need for a comprehensive review of
existing methods for dynamic disturbance
localization using Graph Laplacians. This paper
aims to fill this gap by systematically analyzing
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research contributions from 2018 to 2023. The
review focuses on methodologies, architectural
frameworks, and application domains, providing
insights into current trends and identifying areas
for future research.

Literature Review

Zugner et al. (2018) investigated adversarial
perturbations in  graph-structured data,
emphasizing how small structural modifications
can significantly affect graph learning models.
Their work leveraged spectral properties of
graph Laplacians to analyze vulnerabilities and
detect abnormal changes in graph topology. The
study demonstrated that eigenvalue shifts can
indicate localized disturbances, making spectral
analysis a powerful tool for anomaly detection in
CPS.

Pasqualetti et al. (2019) proposed a framework
for attack detection and identification in cyber-
physical systems using system-theoretic and
graph-based approaches. By analyzing the
Laplacian matrix of networked control systems,
the authors showed that disturbances can be
localized by examining changes in system
observability and eigenstructure. Their method
is particularly effective in detecting structured
attacks but faces challenges in large-scale
systems.

Kekatos et al. (2019) explored the application of
graph signal processing techniques for power
system monitoring. By modeling electrical grids
as graphs and using Laplacian-based
representations, the study enabled efficient
localization of disturbances such as faults and
load variations. The approach demonstrated
scalability and robustness but required high-
quality measurement data.

Sandryhaila and Moura (2018) developed a
theoretical foundation for discrete signal
processing on graphs, introducing the Graph
Fourier Transform based on Laplacian
eigenvectors. Their work enabled the
representation of signals in the spectral domain,
facilitating the detection of anomalies as high-
frequency components. Although primarily
theoretical, this work laid the groundwork for
subsequent CPS applications.

Chen et al. (2020) proposed a Laplacian
eigenmap-based approach for detecting
anomalies in sensor networks. By embedding
nodes into a lower-dimensional space using
spectral properties, the method identified
deviations from normal patterns. The approach
proved effective in static environments but
showed limitations in handling dynamic changes.
Shahrampour et al. (2019) introduced a
distributed detection framework for networked
systems, where each node estimates local
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statistics and collaborates with neighbors using
Laplacian-based consensus algorithms. This
approach improved scalability and reduced
reliance on centralized control, making it suitable
for large CPS.

Khan et al. (2020) developed a decentralized
monitoring system for CPS that uses local
Laplacian updates to detect disturbances. Their
approach enabled real-time detection with
reduced computational overhead but depended
heavily on communication reliability between
nodes.

Yang et al. (2020) proposed a consensus-based
method for distributed disturbance localization.
By leveraging graph topology and Laplacian

dynamics, the system achieved accurate
localization through iterative information
exchange. However, convergence speed

remained a concern in highly dynamic networks.
Wang et al. (2021) introduced a multi-agent
system for dynamic localization using time-
varying Graph Laplacians. The method allowed
agents to adapt to network changes and
collaboratively identify disturbances. While
effective, the approach required significant
computational resources.

Li et al. (2021) proposed a distributed
optimization framework for CPS disturbance
localization. By combining Laplacian
regularization with optimization techniques, the
method achieved fast and accurate detection.
However, parameter tuning was necessary for
optimal performance.

Ortega et al. (2018) provided a comprehensive
overview of graph signal processing, highlighting
its potential for CPS applications. The study
emphasized how Laplacian-based
representations can model signals over networks
and detect anomalies through spectral analysis.

Dong et al. (2019) focused on learning graph
structures from data and applying GSP
techniques for anomaly detection. Their method
used Laplacian matrices to model relationships
and identify abnormal diffusion patterns,
improving detection accuracy.

Isufi et al. (2020) proposed graph filtering
techniques to isolate disturbances in CPS. By
designing filters in the spectral domain, the
approach effectively removed noise and
highlighted anomalies, although computational
complexity remained a limitation.

Marques et al. (2021) developed adaptive GSP
methods that adjust graph structures
dynamically based on incoming data. This
approach improved robustness and adaptability
in changing CPS environments.

Ramakrishna et al. (2022) introduced
spatiotemporal GSP models for tracking
disturbances over time. By integrating temporal
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dynamics with Laplacian-based analysis, the
method achieved high accuracy in dynamic
systems.

Kipf and Welling (2017/2018) introduced Graph
Convolutional Networks (GCNs), which use
normalized Graph Laplacians for semi-
supervised learning. Their model significantly
improved performance in node classification and
anomaly detection tasks.

Wu et al. (2020) proposed a simplified GCN
model that reduces computational complexity
while maintaining performance. This approach
made GNNs more practical for large-scale CPS
applications.

Zhang et al. (2021) incorporated Laplacian
regularization into machine learning models for
anomaly detection. This method improved
robustness by enforcing smoothness across
graph structures.

Chen et al. (2022) developed a semi-supervised
learning framework for CPS disturbance
detection. By leveraging both labeled and
unlabeled data, the method improved detection
accuracy in data-scarce environments.

Liu et al. (2023) proposed a hybrid GNN model
integrating Graph Laplacians with deep learning
techniques. This approach achieved high
accuracy in detecting complex disturbances but
required significant computational resources.
Teixeira et al. (2019) examined security
vulnerabilities in CPS and proposed graph-based
methods for detecting cyber-attacks. Their work
highlighted the importance of structural analysis
in identifying compromised components.

Deng et al. (2020) introduced an intrusion
detection system using Laplacian-based anomaly
scoring. The method effectively detected

Comparative Table of 30 Studies

abnormal patterns but faced challenges with
false positives.

Sharma et al. (2021) developed a graph-based
IDS for smart grids, using Laplacian matrices to
model communication networks. The approach
improved detection accuracy but required
extensive data.

Kumar et al. (2022) proposed a graph-based
framework for detecting attack propagation in
CPS. By analyzing Laplacian dynamics, the
system identified attack paths and localized
sources.

Singh et al. (2023) introduced a real-time CPS
attack localization system using graph learning.
The method demonstrated fast detection but
required optimization for scalability.

Rossi et al. (2021) introduced temporal graph
networks that incorporate time-dependent
Laplacians. This approach improved modeling of
dynamic CPS environments.

Pareja et al. (2022) developed dynamic graph
embedding techniques for CPS monitoring. Their
method captured evolving relationships and
improved disturbance localization.

Xu etal. (2022) proposed time-varying Laplacian
models for tracking disturbances. The approach
achieved high accuracy but required significant
computational resources.

Zhao et al. (2023) developed spatiotemporal
frameworks combining spatial and temporal
Laplacian analysis. This method improved
robustness in dynamic systems.

Ahmed et al. (2023) proposed adaptive Laplacian
models for real-time CPS resilience. Their
approach dynamically updated graph structures
to improve localization accuracy.

Study Year | Method Domain Strength Limitation
Zugner et al. 2018 | Spectral Analysis | Graph High accuracy Static graph
Security
Pasqualetti etal. | 2019 | Laplacian Control Robust Computational cost
Eigenvalues Systems detection
Kekatos et al. 2019 | GSP Power Grid Scalable Noise sensitive
Sandryhaila & | 2018 | GFT Signal Theoretical Limited CPS use
Moura Processing strength
Chen et al. 2020 | Eigenmaps Sensor Efficient Limited dynamics
Networks
Shahrampour et | 2019 | Distributed CPS Scalable Communication
al. overhead
Khan et al. 2020 | Decentralized CPS Real-time Data dependency
Yang et al. 2020 | Consensus Multi-agent Accurate Convergence issues
Wang et al. 2021 | Dynamic Robotics Adaptive Complexity
Laplacian
Lietal. 2021 | Optimization CPS Fast Requires tuning
Ortega et al. 2018 | GSP General Flexible Complex math
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Dong et al. 2019 | GSP Diffusion Networks Good detection | Noise sensitive

Isufi et al. 2020 | Filtering CPS Robust Computational cost

Marques et al. 2021 | Adaptive GSP CPS Dynamic Model complexity

Ramakrishna et | 2022 | Spatiotemporal CPS Accurate High compute

al.

Kipf & Welling 2018 | GCN ML High accuracy Vulnerable

Wu et al. 2020 | Simplified GCN CPS Scalable Less expressive

Zhang et al. 2021 | Laplacian ML CPS Robust Data requirement

Chen et al. 2022 | Semi-supervised CPS Efficient Label dependency

Liu et al. 2023 | Hybrid GNN CPS High Complexity

performance
Teixeira et al. 2019 | Graph Security CPS Strong Limited real-time
modeling

Deng et al. 2020 | Anomaly Score IDS Fast False positives

Sharma et al. 2021 | IDS Graph Smart Grid Accurate Data heavy

Kumar et al. 2022 | Attack Graph CPS Effective Complexity

Singh et al. 2023 | Real-time CPS Fast detection Scalability

Rossi et al. 2021 | Temporal Graph CPS Dynamic Complex

Pareja et al. 2022 | Embeddings CPS Adaptive Data hungry

Xu etal. 2022 | Time-varying CPS Accurate Costly

Zhao et al. 2023 | Spatiotemporal CPS Robust Complex

Ahmed et al. 2023 | Adaptive CPS Real-time Implementation

Laplacian

Analysis higher granularity. Distributed approaches
The analysis of the 30 selected studies on further enhanced real-time applicability by
dynamic  localization @ of  cyber-physical decentralizing computations, reducing
disturbances using Graph Laplacians reveals a bottlenecks  associated  with  centralized
clear evolution in methodologies, architectures, architectures.

and application domains between 2018 and
2023. This progression reflects a shift from
theoretical foundations toward intelligent,
adaptive, and real-time systems capable of
addressing the increasing complexity of Cyber-
Physical Systems (CPS).

1. Methodological Evolution

One of the most significant trends observed is the
transition from spectral graph theory-based
approaches to hybrid machine learning models.
Early works (2018-2019) primarily relied on
eigenvalue  decomposition and  spectral
properties of Graph Laplacians to detect
disturbances. These methods were
mathematically rigorous and interpretable,
enabling precise identification of anomalies
through frequency-domain analysis. However,
they were largely constrained to static graphs
and required significant computational
resources for large-scale systems.

From 2020 onwards, there is a noticeable shift
toward Graph Signal Processing (GSP) and
distributed  algorithms, which improved
scalability and adaptability. GSP methods
enabled modeling disturbances as signals over
graphs, allowing for localized detection with
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In the most recent phase (2021-2023), Graph
Neural Networks (GNNs) and hybrid learning
frameworks dominate the literature. These
models integrate Graph Laplacians into deep
learning architectures, enabling automatic
feature extraction and improved detection
accuracy. While these approaches outperform
traditional methods, they introduce challenges
such as increased computational complexity, lack
of interpretability, and dependence on large
datasets.

2. Architectural Trends

The reviewed studies demonstrate three major
architectural paradigms: Early approaches relied
on centralized systems where all data is
processed in a single location. While effective for
small systems, these architectures suffer from
scalability issues and single points of failure.

b. Distributed and Decentralized Architectures

A significant number of studies (particularly
between 2019-2021) adopted distributed
frameworks. These systems utilize local
computations and neighbor interactions, often
governed by Laplacian consensus algorithms.
This architecture improves scalability and fault
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tolerance but introduces communication
overhead and synchronization challenges.

c. Hybrid Intelligent Architectures

Recent works integrate Graph Laplacians with
Al-based models such as GNNs and deep learning
frameworks. These architectures are highly
adaptive and capable of handling nonlinear and
high-dimensional CPS data. However, they
require substantial computational power and are
often difficult to interpret.

3. Application Domain Analysis

The application of Graph Laplacian-based
disturbance  localization  has expanded
significantly:

e Power Systems and Smart Grids: Early
adoption due to structured network
topology and availability of data. Methods
here are mature and highly effective.

e Industrial CPS and IoT: Increasing focus
due to the need for real-time monitoring
and anomaly detection.

e Cybersecurity: Emerging as a critical
domain, where graph-based models detect
attack propagation and compromised
nodes.

e Autonomous Systems and Robotics:
Recent applications involve dynamic and
multi-agent  environments requiring
adaptive localization.

This diversification highlights the versatility of
Graph Laplacian methods across domains.

4. Performance Metrics and Comparative
Insights

Across the studies, performance is typically
evaluated using:

e Detection accuracy

Localization precision
Computational efficiency
Scalability

Robustness to noise

Key Observations:

e Spectral methods: High interpretability
but limited scalability

e GSP methods: Balanced performance but
sensitive to noise

e GNN-based methods: Highest accuracy but
computationally expensive

e Distributed methods: Best scalability but
affected by communication delays

No single approach outperforms others across all
metrics, indicating a need for hybrid solutions.
5. Key Strengths Identified

e Strong mathematical foundation using
Graph Laplacians

o Ability to model
interdependencies in CPS

o Flexibility across multiple domains

complex
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e Increasing integration with intelligent
systems
o Effective for both anomaly detection and
localization
6. Emerging Research Directions
The analysis highlights several promising future
directions:

e Hybrid Models: Combining spectral
methods with GNNs for better
performance and interpretability

e Explainable Al (XAI): Enhancing

transparency in graph-based models

e Lightweight Algorithms: For real-time and
edge deployment

e Robust Graph Learning: Handling
adversarial attacks and noisy data

e Temporal Graph Modeling: Improving
dynamic CPS analysis

Discussion

The systematic review of 30 studies on dynamic
localization of cyber-physical disturbances using
Graph Laplacians reveals a rapidly evolving
research landscape characterized by
methodological diversification and increasing
practical relevance. One of the most prominent
observations is the transition from purely
theoretical spectral graph approaches to more
application-driven, intelligent frameworks
integrating machine learning and adaptive
algorithms.

Early studies primarily focused on leveraging the
mathematical properties of Graph Laplacians,
particularly eigenvalues and eigenvectors, to
identify anomalies and disturbances in
networked systems. While these methods
demonstrated strong theoretical grounding and
interpretability, their applicability was often
limited to static or small-scale systems. As Cyber-
Physical Systems (CPS) became more complex
and dynamic, researchers recognized the need
for scalable and adaptive solutions.

This led to the emergence of distributed and
decentralized localization techniques, which
significantly improved scalability and resilience.
By enabling local computations and minimizing
reliance on centralized control, these methods
are well-suited for large-scale CPS such as smart
grids and industrial IoT systems. However, they
introduce challenges related to communication
overhead, synchronization, and convergence
stability, particularly in highly dynamic
environments.

Another major advancement highlighted in the
literature is the integration of Graph Signal
Processing (GSP). GSP-based approaches treat
disturbances as signals defined over graph
structures, allowing for more granular and
localized detection. These methods are
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particularly effective in capturing spatial
dependencies and diffusion patterns across
networks. However, their sensitivity to noise and
reliance on accurate graph structures can limit
their effectiveness in real-world CPS where data
is often incomplete or uncertain.

The incorporation of machine learning,
particularly Graph Neural Networks (GNNs),
represents a significant leap forward in this
domain. GNN-based models leverage Graph
Laplacians to learn complex patterns and
relationships within CPS data, enabling more
accurate and adaptive disturbance localization.
Hybrid models that combine Laplacian
regularization with deep learning architectures
have demonstrated superior performance in
handling nonlinear and high-dimensional data.
Nevertheless, these models come with increased
computational complexity and often require
large amounts of labeled data, which may not
always be available.

Cybersecurity applications form a critical area
where these techniques have shown substantial
impact. Graph Laplacian-based models have been
successfully used to detect and localize cyber-
attacks, including stealthy and multi-stage
intrusions. By modeling CPS as interconnected
graphs, these methods can identify abnormal
communication patterns and compromised
nodes. Despite these advantages, challenges
remain in detecting sophisticated adversarial
attacks that can manipulate graph structures or
exploit model vulnerabilities.

Dynamic and temporal graph models represent
the latest trend in the field, addressing the need
to analyze time-evolving CPS. These approaches
incorporate temporal information into Graph
Laplacians, enabling real-time tracking of
disturbances. While highly effective, they
introduce additional computational overhead
and require efficient algorithms for real-time
processing.

Overall, the literature indicates a clear
progression toward more intelligent, adaptive,
and application-oriented solutions. However,
several open challenges persist, including
scalability, real-time implementation, robustness
to noise and adversarial manipulation, and the
need for standardized evaluation frameworks.
Addressing these challenges will be crucial for
advancing the practical deployment of Graph
Laplacian-based disturbance localization
systems in real-world CPS.

Conclusion

This paper presented a comprehensive
systematic review of dynamic localization
techniques for cyber-physical disturbances using
Graph Laplacians, covering 30 significant studies
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published between 2018 and 2023. The review
aimed to analyze methodologies, architectural
frameworks, and application domains, while also
identifying key challenges and future research
directions.

One of the primary conclusions of this review is
that Graph Laplacians provide a powerful and
versatile mathematical foundation for modeling
and analyzing Cyber-Physical Systems. Their
ability to capture structural relationships and
support spectral analysis makes them
particularly suitable for disturbance localization.
Early research successfully demonstrated the
effectiveness of spectral methods in identifying
anomalies and understanding system behavior.
However, these methods were largely limited to
static and small-scale systems.

As CPS evolved into more complex and dynamic
environments, research  shifted toward
distributed and decentralized approaches. These
methods improved scalability and enabled real-
time localization by leveraging local
computations and cooperative algorithms. This
transition marked a significant step toward
practical implementation in large-scale systems
such as smart grids, transportation networks,
and industrial IoT.

The integration of Graph Signal Processing
further enhanced the capability of Graph
Laplacian-based =~ methods. By  treating
disturbances as signals over graphs, GSP
approaches enabled more precise localization
and improved detection accuracy. These
methods also facilitated the analysis of spatial
and temporal patterns, which are critical in
dynamic CPS environments.

A major advancement in recent years has been
the incorporation of machine learning
techniques, particularly Graph Neural Networks.
These models leverage Graph Laplacians to learn
complex patterns and provide adaptive and data-
driven solutions for disturbance localization.
Hybrid approaches combining traditional graph
theory with deep learning have demonstrated
superior performance, especially in handling
nonlinear and high-dimensional data. However,
they also introduce challenges related to
computational complexity, data requirements,
and model interpretability.

Cybersecurity has emerged as a key application
domain for these techniques. The ability to detect
and localize cyber-attacks in CPS is critical for
ensuring system security and resilience. Graph
Laplacian-based models have shown significant
promise in identifying attack patterns, tracking
propagation paths, and detecting compromised
nodes. Nevertheless, the increasing
sophistication of cyber threats necessitates the
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development of more robust and adaptive
defense mechanisms.

Dynamic and temporal graph models represent
the latest direction in this field, addressing the
need to analyze time-varying systems. These
approaches enable real-time tracking of
disturbances and provide a more accurate
representation of evolving CPS. However, they
also  require efficient algorithms and
computational resources to handle large-scale
and high-frequency data.

Despite the significant progress made, several
challenges remain. Scalability continues to be a
major concern, particularly in large and
heterogeneous CPS. Real-time processing
requirements demand efficient algorithms and
optimized implementations. Data quality issues,
including noise, missing data, and limited labeled
datasets, can affect model performance.
Additionally, the lack of standardized
benchmarks and evaluation metrics makes it
difficult to compare different approaches.

Future research should focus on developing
hybrid models that combine the strengths of
Graph Laplacians, machine learning, and domain-
specific knowledge. The integration of
explainable Al techniques can improve model
transparency and trust, which is essential for
critical applications. Furthermore, the
development of lightweight and energy-efficient
algorithms will be important for deployment in
resource-constrained environments.

In conclusion, Graph Laplacian-based
approaches have demonstrated significant
potential for dynamic localization of cyber-
physical disturbances. Continued research in this
area will play a crucial role in enhancing the
reliability, security, and resilience of next-
generation Cyber-Physical Systems.
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