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Abstract

An AAROS (Aegis Active Response Operating System), a novel retaliatory
red teaming tool designed to address the limitations of passive defensive
security measures. The persistent threat of unauthorized access to
sensitive data often leaves organizations with reactive, post-incident
forensic analysis rather than proactive countermeasures. AAROS
proposes a new paradigm by employing a low-cost Raspberry Pij,
configured as a Human Interface Device (HID), to serve as a decoy
system. The device hosts a sensitive data folder secured with strong
cryptography, requiring correct credentials for access. The core
functionality of AAROS is its retaliatory mechanism: upon the detection
of failed credential attempts or unauthorized access, the HID
automatically executes a pre-configured C2 (Command and Control)
malware payload on the attacker's system. This action not only deters
malicious actors but also establishes a connection to the attacker's
machine, allowing for immediate control and intelligence gathering. Our
methodology details the system architecture, hardware and software
components, and the cryptographic and payload deployment
mechanisms. The results demonstrate the viability of this approach in
controlled test environments, confirming the device's ability to reliably
detect unauthorized access and successfully deploy a C2 payload to gain
control over the attacker's machine. AAROS provides a unique and
effective strategy for red teaming, offering a proactive, real-time
response that moves beyond traditional perimeter defenses and static
detection systems.

Introduction

paper proposes a proactive, retaliatory approach

The growing sophistication of cyber threats and
the rising value of digital assets expose
limitations in traditional defenses. Firewalls,
intrusion detection systems, and access controls
are essential but largely preventive and reactive,
leaving organizations vulnerable once an
attacker bypasses perimeter protection. This

to reduce attacker dwell time and provide
immediate response capabilities.

To address this gap, this research introduces
AAROS (Aegis Active Response Operating
System), a novel retaliatory red teaming tool
designed to transform the defensive paradigm
into an active countermeasure [1]. AAROS
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leverages a low-cost Raspberry Pi configured as
a Human Interface Device (HID), which functions
as both a decoy and a retaliatory mechanism. The
device hosts an encrypted folder containing
seemingly sensitive information, thereby serving
as a honeypot to attract adversaries. Upon
detecting unauthorized access attempts—such
as repeated failed credential entries—the system
automatically deploys a Command-and-Control
(C2) malware payload onto the attacker’s system.
This transforms the interaction from a passive
defense into an active engagement, enabling not
only deterrence but also the collection of
valuable threat intelligence by establishing
control over the adversary’s environment.

The significance of this approach lies in its dual
role as both a defensive and offensive tool. While
traditional red teaming focuses solely on
emulating attacker behavior to test defenses,
AAROS introduces the concept of a security asset
that can autonomously retaliate when provoked.
This not only enhances realism in red team
exercises but also demonstrates a potential
pathway toward active cyber defense
mechanisms, where systems can intelligently and
automatically respond to threats in real time [2].
The central hypothesis of this paper is that such
a system can be developed using cost-effective
hardware, robust cryptographic safeguards, and
existing C2 frameworks to create a portable,
practical, and efficient retaliatory mechanism.
The remainder of this paper details the
architecture, implementation, and experimental
validation of AAROS, highlighting its viability as a
transformative tool in red teaming and cyber
defense.

Literature Review

The study provides a comprehensive overview of
the existing research and technologies that form
the foundation of Project AAROS. By examining
current  methodologies and tools in
cybersecurity, we aim to position our project as a
novel approach that addresses key limitations in

Table 1. Comparative study

traditional defensive and offensive security
practices. The literature review is structured
around the core components of AAROS: HID
attacks, C2 frameworks, cryptography, and red
teaming methodologies. HID attacks leverage
devices like the USB "Rubber Ducky" to emulate
a keyboard and inject rapid keystrokes,
bypassing traditional security controls [3]. These
attacks are effective because operating systems
often trust physical peripherals. AAROS uses this
same HID emulation method, but in a retaliatory
capacity, to deliver a payload to the attacker's
system. Command and Control (C2) Frameworks
such as Metasploit and Sliver, are used to
maintain persistent control over compromised
systems. They enable attackers to manage
infected machines remotely, execute commands,
and evade detection. AAROS's retaliatory
payload is designed to establish such a C2
connection, turning the tables on the adversary
and enabling control over their machine.
Cryptography and Data Protection is essential for
securing data [5]. For AAROS, strong encryption
(e.g., AES-256) is used to protect the decoy data
folder. This ensuring that only a deliberate
attempt to gain unauthorized access—and not a
casual interaction—will trigger the retaliatory
mechanism. Traditional red teaming focuses on
simulating attacks to test defenses. This one-
sided model, however, lacks a mechanism for the
target asset to proactively defend or retaliate.
AAROS introduces a new paradigm by
integrating a retaliatory capability directly into a
physical device. The table below highlights how
AAROS differs from traditional red teaming tools.
AAROS, therefore, is not a replacement for
traditional red teaming tools, but rather a new
class of device that can be integrated into a red
teaming exercise to test an adversary's reaction
to an unexpected counter-attack. It represents a
more realistic simulation of a world where assets
are not just static targets but can actively defend
themselves and turn the tables on an attacker.

Feature/Methodology

Traditional Red Teaming
Tools (e.g., Metasploit,
Nmap)

AAROS (Aegis Active
Response Operating
System)

Primary Objective

Identify vulnerabilities and
test defensive capabilities.

Actively retaliate against
unauthorized access
attempts.

Engagement Model

Offensive only; an active
red team against a passive
defense.

Retaliatory; a passive
asset that turns offensive
when provoked.
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Tool Type

Primarily software-based
frameworks for network
and system exploitation.

A hardware-based,
portable device with
integrated software.

Trigger Mechanism

Manual or pre-scripted
execution by the red team.

Automated and self-
contained; triggered by
unauthorized user action
(e.g., failed credentials).

Physical Component

Often non-existent or
limited to initial physical

A core component; the
device itself is the point of

access.

engagement and attack
vector.

Novelty

Focus on known attack
vectors and techniques

Introduces a novel
concept of autonomous,
retaliatory defense at the
physical layer.

Methodology

This section details the experimental design,
materials, and procedures used to develop and
validate the effectiveness of the AAROS system.
The objective was to create a replicable and
verifiable process to demonstrate the project's
retaliatory  capabilities in a controlled
environment.

Flow Diagram

Device connected (Pi HID + Storage)

Prompt for password (decoy folder)

0

Decrypt & show decoy data
(access granted)

Attempts >= threshold (e.g., 2)? @
€3 No
Trigger retaliation Warn user & allow retry

Inject command via HID
(keystroke injection)

Download & execute C2 payload
Establish reverse C2 session

Operator gains control
& gathers intelligence

Increment failed-attempt counter Retry

Figure 1. AAROS Retaliatory Mechanism
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The AAROS system is a self-contained, retaliatory
security device. The core of the system is a
Raspberry Pi Zero W, which is configured to
operate as a USB-HID (Human Interface Device).
The device hosts a decoy folder containing
sensitive data protected by a password. The
system's logic is designed to monitor for
password input attempts. A maximum of two
incorrect attempts triggers the retaliatory action,
where the Raspberry Pi, acting as a keyboard,
executes a pre-configured command on the host
system to download and run a C2 malware
payload. This establishes a remote connection
back to our system, turning a defensive
mechanism into a proactive countermeasure. All
core scripts for HID emulation and credential
monitoring were written in Python, Go Language.
For the sensitive data folder, we used AES-256
encryption, implemented via the Python
cryptography. fernet library. This created a
robust cryptographic barrier to legitimize the
password prompt. Sliver is selected because it’s a
modern, cross-platform C2 framework that
supports robust post-exploitation features and
can easily integrate custom encryption like AES.
It's lightweight, actively maintained, and ideal for
flexible implant development.

Virtual machines running Windows 10 and
macOS were used to simulate target systems. The
Raspberry Pi Zero W was configured to emulate
a USB keyboard by enabling the hid-gadget
module within its kernel. A Python script was
developed to serve as the core logic. This script
continuously monitored the host system's input
stream for a specific password prompt. The
script's logic was as follows:

The user is presented with an access prompt for
the protected folder. The script monitors
password attempts. Upon the first incorrect
password, a warning is issued. If a second
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incorrect password is entered, the script
executes the retaliatory payload. The entire
process of detecting the wrong password and
initiating the payload deployment is entirely
automated and transparent to the user.

The sensitive data folder served as a honeypot,
designed to entice unauthorized access. The
folder's contents were encrypted using the AES-
256 symmetric key algorithm. A simple Python
script was used to manage access, requesting a
password before decryption. This cryptographic
layer was a key part of the experiment's design,
ensuring that the retaliatory action was only
triggered by a deliberate attempt to access
protected information, not by accidental
interaction.

The C2 payload was an implant generated using
the Sliver C2 framework. This payload was
hosted on a remote server accessible to the target
machine. Once the trigger mechanism activated,
the Raspberry Pi, acting as a keyboard, rapidly
typed out a command to download and execute
the Sliver implant on the victim’s system. The
command was designed to be platform-specific,
using PowerShell for Windows and a shell
command for macOS, enabling cross-platform
testing. The Sliver server on our system was pre-
configured to handle incoming connections from
the implant, allowing full post-exploitation
capabilities such as remote command execution,
file transfer, and AES-encrypted communication.
The AAROS system's functionality was validated
in a controlled laboratory environment using
virtual machines to safely simulate real-world
attacks. Although the testing was conducted on
VMs, the project's design and payload
mechanisms are engineered to target physical
systems running various operating systems. The
VMs were configured to mimic a standard user
environment.

The test procedure for validating the system was
as follows:

The AAROS device was physically plugged into
the VM's USB port, which was configured to
emulate a direct hardware connection.

A user, simulating an adversary, attempted to
access the encrypted sensitive data folder on the
device. The user entered an incorrect password
twice, triggering the AAROS script.

The experiment was deemed a success if two
primary conditions were met:

The encrypted data remained inaccessible to the
user after the incorrect password attempts,
confirming the integrity of the cryptographic.

A C2 session was successfully established, and a
session was initiated on the attacker's VM,
providing us with remote control.
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Results And Discussion

The AAROS system was validated through
multiple tests runs on both Windows 10 and
macOS virtual machines. The results showed a
100% success rate for the trigger mechanism,
with the device reliably detecting two
consecutive incorrect password attempts. The
retaliatory payload was successfully deployed on
the target systems in all trials, and a stable C2
connection was established with our system.
Throughout all experiments, the encrypted
sensitive data remained inaccessible, confirming
the integrity of the cryptographic honeypot and
the validity of the retaliatory action.

Figure 3. C2 Session Establishment with Victim
Machine

Figure 4. Directory Creation on Victim via Sliver
c2

The  successful validation of  AAROS
demonstrates the viability of a retaliatory
hardware-based security tool, introducing a new
paradigm in red teaming. By autonomously
counter-attacking, AAROS offers a proactive
deterrent that increases the risk for an
adversary. The established C2 session also
provides an immediate opportunity for
intelligence gathering. However, this study has
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limitations, primarily that testing was conducted
in a controlled virtual environment. Future work
will focus on addressing real-world challenges
such as developing payloads that can evade
antivirus software, handling different operating
system versions, and exploring wireless
connectivity to expand the device's deployment
possibilities.

Conclusion

This paper introduced Project AAROS (Aegis
Active Response Operating System), a novel
retaliatory tool designed to challenge the
limitations of traditional, passive defensive
security. By combining a low-cost Raspberry Pi-
based HID with a a cryptographic Encryption and
a C2 malware payload, AAROS presents a new
paradigm that empowers a target to proactively
counter an unauthorized access attempt.

Our experimental validation demonstrated the
system's reliability and effectiveness. We
successfully showed that AAROS can
autonomously detect failed login attempts and, in
response, deploy a C2 payload to gain remote
control of the attacker's machine. This outcome
proves the viability of an active and retaliatory
defense, offering a unique and powerful addition
to existing red teaming methodologies.

The development of AAROS represents a
significant contribution to the field of
cybersecurity. It moves beyond a reactive stance
by proposing a mechanism that not only deters
adversaries but also provides immediate and
actionable intelligence. While this study was
conducted in a controlled environment, it lays
the groundwork for future research. Planned
next steps include the development of more
advanced, evasive payloads, the implementation
of more robust platform-detection mechanisms,
and the exploration of a wireless delivery system
to broaden the deployment possibilities of this
unique retaliatory tool.
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