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Abstract 

This research paper presents the design and deployment of a DevOps-
based Continuous Integration and Continuous Deployment (CI/CD) 
pipeline for a Python-based QR Code Generator web application. The 
application, developed using Flask and PyWebIO, is containerized using 
Docker and deployed using Docker Swarm for scalability and high 
availability. The CI/CD pipeline is orchestrated by Jenkins, with source 
code hosted on GitHub. Infrastructure provisioning is automated using 
Terraform, while Ansible manages configuration and deployment. The 
application is hosted on AWS EC2 instances, ensuring cloud scalability. 
For monitoring, Nagios is used to track system health and uptime, while 
Datadog provides real-time performance analytics and alerting. This 
project demonstrates a full DevOps lifecycle—from code commit to 
production deployment—leveraging open-source tools and cloud 
infrastructure. The implementation enhances deployment speed, 
operational visibility, and infrastructure reliability in a production-like 
environment, serving as a model for modern, automated web application 
delivery. 
 
 

 
Introduction 
In the evolving landscape of software 
engineering, the demand for faster, more 
reliable, and scalable application delivery has 
driven the widespread adoption of DevOps 
practices. DevOps bridges the gap between 
development and operations teams by enabling 
Continuous Integration and Continuous 
Deployment (CI/CD) through the use of 
automation, monitoring, and cloud 
infrastructure. This research project focuses on 
implementing a robust CI/CD pipeline to 
automate the development, testing, and 
deployment of a Python Flask-based QR Code 
Generator web application using a modern 
DevOps toolchain. 
The application is designed to generate dynamic 
QR codes based on user input, providing a 

simple yet effective use case for demonstrating 
full lifecycle DevOps practices. The CI/CD 
pipeline integrates multiple tools, including 
GitHub for source control, 
Jenkins for automation, Docker for 
containerization, and Docker Swarm for 
orchestrating containers across a distributed 
cloud environment. 
Infrastructure provisioning is handled using 
Terraform, allowing infrastructure to be defined 
as code and deployed on AWS Elastic Compute 
Cloud (EC2) instances. Ansible is used for 
configuration management and application 
deployment, ensuring consistency across 
environments. To achieve high availability and 
observability, Nagios and Datadog are 
integrated for real-time service monitoring and 
infrastructure performance tracking. 
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This project simulates a production-grade 
environment where every code commit triggers 
an automated workflow—from building and 
testing the code to deploying the updated 
application. The goal is to minimize manual 
intervention, reduce human error, and 
accelerate the software delivery process. 
By demonstrating an end-to-end DevOps 

pipeline for a cloud-hosted web application, this 
research serves as a practical example of how 
modern software delivery models can be 
implemented using open-source tools and cloud 
technologies. The approach enhances 
operational efficiency, reduces deployment time, 
and ensures consistent application performance.

 
 
Experimental Setup 
Table 1:  Experimental Setup 

Component Description Tools 
Project QR Code Generator with 

Microservices & CI/CD 
Cloud Platform (AWS, 

Azure) 
Version Control Code Management GitHub 
CI/CD Tools Automate builds, tests, & deployments Jenkins, Terraform, Ansible 

Microservices Independent services to 
(QR generation) 

CI/CD 

Containerization Dockerize services for 
consistency 

Docker Swarm 

Orchestration Manage containers (scaling, availability) Kubernetes services 

Database Store QR data and user Info. Pywebio, flask 
Testing Automate unit and 

integration tests 
Jenkins 

Deployment cloud deployment AWS, Kubernetes 
Monitoring Track system performance and logs Data Dog, Ngions, ELK, Grafana 

 
System Design and Toolchain Overview 
A. Project Objective: 
To implement a QR Code Generator web 
application with fully automated deployment on 
AWS using a DevOps toolchain. 
 
B. Key Components and Tools 

 GitHub: Source code version control 
 Jenkins: Automates the CI/CD pipeline 
 Docker & Docker Swarm: Containerization 

and orchestration 
 Ansible: Configuration management and 

Docker Swarm setup 
 Terraform: Infrastructure provisioning 

on AWS (EC2, Security Groups) 
 Nagios: Service and health monitoring 
 Datadog: Infrastructure performance 

monitoring 
 
Methodology 
A. Application Development 
The QR Code Generator app was developed in 
Python using Flask and PyWebIO. It accepts 
input and generates downloadable QR codes 
dynamically. 
 
B. CI/CD Implementation with Jenkins 

 Jenkins file includes stages for cloning 

GitHub repo, building the Docker image, 
pushing to Docker Hub, and deploying via 
Ansible. 

 Jenkins server runs on an AWS EC2 
instance. 

 
C. Docker and Swarm Setup 

 The application is containerized using 
Docker. 

 Docker Swarm is initialized on 
provisioned AWS EC2 instances using 
Ansible. 

 The web service is deployed in a scalable 
manner using docker service create. 

 
D. Infrastructure Provisioning via Terraform 

 Terraform code provisions EC2 instances 
and security groups in AWS. 

 Outputs from Terraform are used as 
dynamic inventory for Ansible 
deployment. 

 
E. Monitoring and High Availability 

 Nagios monitors the health of all EC2 
instances and services (CPU, disk, 
memory). 

 Datadog provides visual metrics and 
alerts for infrastructure and container 
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performance. 
 
Proposed Work 
The proposed work involves developing a 
Microservices-based architecture for a QR Code 
Generator application, deployed on a cloud 
platform. The application will be divided into 
distinct microservices, each handling a specific 
function such as QR code generation, user 
management, and data storage. A CI/CD pipeline 
will be implemented using tools like Jenkins, 
GitLab CI, or CircleCI to automate the testing, 
building, and deployment of microservices. 
Docker will be used for containerization, 
ensuring smooth scalability and portability 
across cloud environments. The CI/CD pipeline 
will ensure continuous integration and delivery 
of code, enabling rapid updates and bug fixes. 
Automated testing and monitoring tools will be 
integrated to ensure high-quality service. This 
setup will allow for faster deployment cycles, 
better resource management, and greater 
resilience for the QR Code Generator service. 

 
Explainable Importance 
The importance of a Microservices CI/CD 
pipeline on cloud computing for the QR Code 
Generator project lies in its ability to streamline 
development, enhance scalability, and ensure 
high availability. By adopting a microservices 
architecture, the application is broken into 
smaller, independently deployable services, 
making it easier to develop, test, and scale 
specific components without affecting the entire 
system. The CI/CD pipeline automates the 
process of building, testing, and deploying 
thesemicroservices, ensuring faster releases and 
reducing human error. 
Continuous integration ensures that code 
changes are tested and merged regularly, while 
continuous deployment allows updates to be 
pushed seamlessly to production with minimal 
downtime. Leveraging cloud platforms like AWS, 
Azure, or Google Cloud, along with Docker and 
Kubernetes, provides scalability, fault tolerance, 
and resource optimization. 

 
Block Diagram 
 

 
Fig.1 Block Diagram of CI/CD Pipeline 

 
Automated Systems 
The "Automated Systems for Microservices 
CI/CD Pipeline on Cloud Computing (QR Code 
Generator)" project focuses on automating the 
development, testing, and deployment of a QR 

Code Generator application using a 
microservices architecture in the cloud. The 
system breaks the application into smaller, 
independently deployable services, enhancing 
scalability and flexibility. A Continuous 
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Integration/Continuous Deployment (CI/CD) 
pipeline automates the process, ensuring faster 
iterations and continuous delivery with minimal 
downtime. Tools like GitHub, Jenkins, Docker, 
and Kubernetes, combined with cloud platforms 
such as AWS, Azure, or Google Cloud, are used 
for seamless orchestration and automation. 
Docker ensures consistent environments, while 
Kubernetes manages container orchestration 
and scaling. The cloud infrastructure ensures 
dynamic resource allocation, improving 
reliability, availability, and performance for the 
QR Code Generator service. 
 
Suggestions and Future Directions 
A. Implement Advanced Monitoring and 

Automation 
Integrating tools like Prometheus, Grafana, and 
the ELK stack for real-time monitoring, 
centralized logging, and performance tracking 
can enhance the CI/CD pipeline. Future 
improvements could focus on AI-driven 
anomaly detection for proactive issue resolution 
and faster troubleshooting. 
 
B. Adopt DevSecOps for Enhanced Security 
Incorporating security into every stage of the 
CI/CD pipeline through DevSecOps practices is 
essential. Tools like Sync and Checkmark can 
automate vulnerability scanning in code and 
containers. Future work could involve 
automating penetration testing and continuous 
compliance monitoring to maintain security 
without slowing down development. 
 
C. Explore Serverless Computing for 
Scalability 
Transitioning to a serverless architecture (e.g., 
AWS Lambda, Google Cloud Functions) for parts 
of the QR Code Generator can improve scalability 
and cost efficiency. This future direction would 
automate resource provisioning, reduce 
infrastructure overhead, and further streamline 
the CI/CD pipeline, allowing for more flexible 
scaling as demand fluctuates. 
 
Conclusion 
This research implements a comprehensive 
CI/CD pipeline for a cloud-native QR Code 
Generator application using DevOps and 
microservices architecture. The use of open-
source tools and cloud infrastructure 
significantly improves deployment efficiency, 
system resilience, and performance. With future 

enhancements such as serverless computing, 
DevSecOps, and AI-powered monitoring, this 
system can evolve into a highly scalable and 
intelligent web service deployment model. 
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