
International Journal of Recent Advances in Engineering and Technology 

© 2025 The Authors. Published by MRI INDIA.   
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/). 

 
 

Revolutionizing Web Browsing with AI-Powered Personalized Ad 
Blockers 
 
1Saurabh Srivastava, 2Seema Kharod, 3Khushi Sinha, 4Megha Kaushal, 5Nishu Kumari, 
6Adasrh Kumar 
1,2,3,4,5,6 University Institute of Engineering Chandigarh University, Mohali, India  

Email: 1srivastavasaurabh978@gmail.com, 2seema.kharod30@gmail.com, 3sinhakhushi0803@gmail.com, 
4megkaushal1019@gmail.com, 5nishisingh1026@gmail.com, 6adarshkumaranit@gmail.com 

 
Peer Review Information  
  
Submission: 21 Oct  2025  

Revision: 18 Nov 2025  

Acceptance: 05 Dec  2025  
 
 
Keywords  

  
Personalized Web Browsing, 
Ad Filtering, Federated 
Learning, Ad Blockers, User 
Privacy 

 

Abstract 

The growth of obtrusive and unrelated online advertisements has 
profoundly affected user experience and privacy. Traditional ad blockers, 
based on static rule-based approaches, find it difficult to cope with 
changing advertising tactics. This research suggests an AI-based 
personalized ad blocker aimed at transforming web browsing by 
providing dynamic, smart, and user-centric ad filtering. Based on 
machine learning models and behavioral analytics, the solution is 
tailored to match individual user behavior while ensuring high accuracy 
in recognizing and removing intrusive ads. The system combines 
computer vision and natural language processing (NLP) methods for 
end-to-end ad content analysis, enabling real-time detection of visual 
and textual components. Privacy is prioritized through on-device 
processing and federated learning approaches with minimal data 
exposure. Performance evaluations demonstrate significant 
improvements in detection accuracy, personalization, and browsing 
speed relative to conventional methods. This research highlights the 
promise of AI-driven solutions to improve user experience, maintain 
privacy, and revolutionize digital content consumption. 
 
 

 
Introduction 
Today’s Internet environment is directly 
affected by digital advertising, which plays an 
essential role in profiting web content. However, 
the disruptiveness of the majority of 
advertisements has sparked increasing 
dissatisfaction in users. Pop-ups, banner ads, 
and autoplaying clips commonly break browsing 
sessions and invade user privacy through 
tracking of behavioral activities across 
websites. [1] Since advertisers make constantly 
evolving changes in how they escape traditional 
blocking methods, users on the web increasingly 
demand better, more intelligent solutions to get 
their online interaction under their 

control.Traditional ad blockers [2] are largely 
based on static rule-based methods, filtering out 
advertisements by comparing known patterns 
or blocklists. Although these methods have 
proved effective to some extent, they lack 
flexibility and need constant manual updates to 
respond to evolving ad delivery mechanisms. 
Native ads and dynamic ad-serving technologies 
have also made it easier for advertisers to 
circumvent conventional ad blockers, making 
them less effective in the long run. Recent 
advances in artificial intelligence (AI) [3] have 
made it possible to mitigate these challenges. AI-
based solutions can intelligently scan and 
recognize advertisements by learning complex 
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patterns and evolving to novel formats without 
human interference. Machine learning 
algorithms [4] can process vast quantities of 
web data to distinguish between valid content 
and intrusive advertising in real time, thereby 
presenting users with a seamless browsing 
experience. AI makes [5] personalization 
possible, allowing ad blockers to personalize 
their filtering approach according to individual 
browsing and preferences. This work presents a 
novel AI-based personalized web browser ad 
blocker that utilizes machine learning methods 
for real-time advertisement identification and 
filtering. Through the combination of computer 
vision and NLP models, the system is able to 
correctly identify visual and textual elements of 
ads. The solution also prioritizes user privacy 
through the inclusion of federated learning, 
preserving data confidentiality while allowing 
personalized filtering. 
 
Related Work 
Zhao et al. [6] proposed a new method to 
combat ad-blocking by using deep learning to 
personalize ad-blocking approaches. Their 
research is centered on creating a predictive 
model, the Deep Ad-Block Whitelist Network 
(DAWN), that predicts whether users will 
whitelist a webpage. This enables publishers to 
dynamically implement either the ”Wall” 
strategy, which encourages users to whitelist 
the site, or the ”AAX” strategy, which shows 
acceptable ads. The success of this strategy is 
evidenced through better revenue generation 
and user engagement as compared to legacy 
strategies such as Wall-only or AAX-only 
policies1.Mıklosık et al. [7] examined the fine 
line between privacy preservation and ad 
revenues, especially for publishers of content. 
Their research presents the plight of publishers 
to strike a balance between these opposing 
forces. As regulatory measures become 
stronger, publishers are required to reconcile 
the sustenance of revenues without infringing 
upon user privacy. This equilibrium is very 
important within the online ad world, where 
privacy can fuel ad-blocking behaviors, which, in 
turn, make it difficult for publishers to generate 
revenue. Lashkari et al. [8] propose CIC-AB, a 
browser extension ad blocker based on machine 
learning to identify and block online ads. CIC-AB 
goes beyond static filter list-based traditional ad 
blockers, categorizing URLs into non-ad, normal 
ad, or malicious ad with high accuracy. The 
research illustrates the efficiency of machine 
learning models, e.g., kNN, in classification of ad 
URLs with precision at 97.16% and recall at 

94.96%. Future research involves improving 
accuracy, identifying new ad types, and 
assessing the model’s effect on user experience 
and site functionality.Iqbal et al. [9] introduce 
AdGraph, a graph based machine learning 
system that identifies online ads and tracking 
mechanisms with high accuracy. Rather than 
using static filter lists, AdGraph builds an end-
to-end representation of webpage execution by 
examining the HTML structure, network 
requests, and JavaScript behavior. This enables 
it to detect and block adverts with 97.7% 
accuracy, better than traditional methods. The 
research shows the capability of AdGraph 
against evasion techniques like domain rotation 
and code obfuscation, thus being a strong 
solution for blocking adverts and trackers.Din 
et al. [10] present PERCIVAL, an ad blocker 
developed using deep learning that classifies 
and blocks adverts by scanning webpage images. 
Unlike rule-based blockers of conventional type, 
PERCIVAL can efficiently identify non-English 
and first-party adverts, including adverts on 
social networking sites like Facebook, with 
accuracy of 96.76%. Evaluated with Chromium 
and Brave browsers, the system imitates 
EasyList rules with similar precision without 
compromising the page load performance to any 
notable extent. The research emphasizes the 
ability of deep learning to improve ad-blocking 
performance and versatility in various web 
environments.Szczepan´ski et al. [11] suggest an 
automated system for online advertisement 
detection based on URL-based web-page 
classification. Their research compares several 
machine learning models, such as decision trees, 
random forests, and AdaBoost, with an accuracy 
of 0.987 and F-measure of 0.822. Random Forest 
performed better, with a cost-sensitive F-
measure of 0.947 and precision of 0.967. The 
research underscores the power of machine 
learning methods over rule-based methods, and 
their application in ad-blocking and content 
filtering applications. 
Garimella et al. citeb12 discuss how ad-blocking 
and cookies affect user experience, privacy, and 
site performance. Their research examines 
how online businesses depend on 
advertising for income when users block 
adverts because of worries about page loads and 
data expenditure. The work explains various 
cookie types and why they are used, 
highlighting the importance of obtaining 
user consent and the impact of ad-blockers 
on privacy and site performance.Bhagavatula 
et al. [13] discuss a machine learning approach 
to improving ad filtering and minimizing 
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dependence on rule-based systems. Their 
work trains a k-Nearest Neighbors (kNN) 
classifier on past regular expression lists with 
a baseline accuracy of 95.6% and a new-ad 
accuracy of 83.1%. The paper emphasizes the 
need for ongoing retraining because ad URLs 
change most of the time and suggests possible 
future enhancements of feature extraction as 
well as adaptation in real-time.Singh et al. 
[14] examine the potential of online adverts as a 
source of primary revenues for websites with 
free services against the backdrop of user 
apprehension about intrusive advertising and 
bandwidth utilization. Their work investigates 
motivations for ad-blocking, evaluates 
different ad-blocking methods, and quantifies 
the bandwidth effect of advertisements. The 
results highlight the importance of balancing ad-
based revenue models with user experience 
optimization.Storey et al. [15] study ad 
blocking using a security paradigm, casting it 
as a four-state state space with six transitions 
that describe interactions between publishers 
and ad blockers. Their work presents novel 
ad-blocking methods, some based on rootkits, to 
avoid detection by anti-ad blocking scripts. 
Prototype implementations of the techniques 
show successful ad blocking and evasion 
while being legal. Snyder et al. 
[16] examine the efficacy of EasyList, a 
popular filter list for ad and tracker blocking, 
and conclude that 90.16% of its rules are not 
used in common browsing cases. Their research 
identifies inefficiencies in current filter lists, 
notably on performance-limited mobile devices, 
and suggests a hybrid blocking approach that 
accelerates performance by 62.5% without 
losing more than 99% of the advantages of 
EasyList. These results help to improve security 
and privacy tools on both mobile and desktop 
platforms. 
 
Methodology 
The proposed AI-powered personalized ad 
blocker aims to enhance web browsing by 
dynamically identifying and filtering intrusive 
advertisements while preserving user privacy. 
The methodology follows a structured approach 
that integrates data collection, preprocessing, 
model training, real-time ad detection, and 
privacy-preserving mechanisms. The workflow 
consists of the following key steps: 
A. Data Collection 
To train an effective ad-blocking model, a 
diverse and comprehensive dataset comprising 
various types of online advertisements and 
non-ad content is essential. The dataset is 

constructed from multiple sources to ensure a 
wide representation of ad formats and delivery 
methods. Web scraping is employed using 
automated crawlers to extract ad and non-ad 
content from websites, including news portals, 
e-commerce platforms, and social media. 
Additionally, public datasets such as AdGraph, 
IAB Ad Dataset, and OpenAds are leveraged to 
supplement the training data. To enhance 
adaptability, user-generated feedback is 
incorporated by collecting labeled data from 
browser extensions, where users manually 
classify ads. Furthermore, synthetic data 
generation is utilized, employing generative AI 
models to create variations of advertisements, 
simulating emerging ad formats and techniques 
used to evade blockers. To ensure dataset 
diversity, collected data includes display ads, 
video ads, pop-ups, sponsored content, and 
dynamic advertisements. Metadata such as ad 
placement, user interaction logs, and tracking 
scripts are also recorded to enhance feature 
extraction, allowing the model to learn intricate 
patterns and improve detection accuracy. 

 
Fig. 1. Methodology 
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B. Data Preprocessing 
During the Data Preprocessing stage, raw data is 
transformed a number of times to eliminate 
noise and improve feature extraction to 
ensure the best performance in addetection. 
The process starts with image processing, where 
images are transformed into grayscale, resized, 
and applied with edge detection methods to 
enable object recognition. In the meantime, text 
pre-processing is done to textual ads, which 
encompasses the stripping of HTML tags, 
stopword removal, and tokenization to 
effectively format the data. The feature 
engineering is also carried out to extract key 
features like color patterns, keyword frequency, 
and ad network IDs that act as identifying 
features to classify. Finally, normalization is 
done to normalize numerical features, 
enhancing the convergence and scalability of the 
model during the training process. These 
preprocessing steps individually and together 
increase the efficacy and precision of AI-based 
ad blocking systems. 
 
C. Machine Learning Model 
The AI-driven ad blocker integrates a hybrid 
machine learning framework, utilizing both 
computer vision and natural language 
processing (NLP) techniques to achieve high 
precision in ad detection. The model 
incorporates multiple components to analyze 
visual and textual features effectively. 

• Computer Vision: A Convolutional 
Neural Network (CNN) is employed to 
analyze ad images, identifying patterns 
such as banner shapes, logos, dominant 
color schemes, and embedded 
promotional elements. The CNN is trained 
on a diverse dataset of advertisements 
and non-ad content, enabling robust 
classification even for dynamically 
generated ads. 

• NLP-based Text Analysis: Transformer-
based models such as BERT and GPT are 
utilized to process textual content 
extracted from web pages. These models 
identify promotional language, keyword 
stuffing, and disguised advertisements 
within article headlines, metadata, and 
inline text. Advanced tokenization, 
attention mechanisms, and contextual 
embeddings ensure precise classification 
of deceptive ads. 

• Ensemble Learning: To further enhance 
classification accuracy, an ensemble 
approach combines multiple machine 
learning techniques. Decision Trees and 

Support Vector Machines (SVMs) 
contribute to structured data 
classification, while deep learning models 
refine predictions by leveraging high-
dimensional feature representations. This 
multi-model approach improves 
resilience against adversarial advertising 
techniques and increases overall 
detection robustness. 

 
D. Real-time Ad Detection and Blocking 
The trained model is deployed as a browser 
extension or integrated within a local proxy-
based filtering system, ensuring seamless and 
efficient ad blocking without compromising 
browsing speed. The real-time detection and 
blocking mechanism follows a multi-stage 
approach: 
1) Webpage Analysis and Element Parsing: 
When a user loads a webpage, the system 
extracts and analyzes all its components, 
including HTML structure, CSS styles, JavaScript 
scripts, and media elements. The key steps 
include: 

• DOM Inspection: The system scans the 
Document Object Model (DOM) to 
identify elements typically associated 
with advertisements, such as iframes, 
banners, pop-ups, and auto-playing 
videos. 

• JavaScript Behavior Monitoring: 
Detects dynamic ad insertions triggered 
by scripts running after page load. 

• Network Traffic Analysis: Intercepts 
HTTP requests to detect known ad-
serving domains and tracking scripts. 

• Feature Extraction: Extracts key visual 
and textual features of elements for 
classification. 

2) Ad Classification and Filtering: Once the 
relevant webpage elements are extracted, they 
are processed through the AI-powered classifier, 
which combines computer vision and NLP 
techniques: 

• Image-Based Ad Recognition: 
Convolutional Neural Networks (CNNs) 
analyze banners, thumbnails, and 
embedded promotional graphics to 
identify advertisements. 

• Textual Content Analysis: Transformer-
based NLP models (e.g., BERT, GPT) 
evaluate text within ads, including 
sponsored content and disguised 
advertisements, by analyzing keywords, 
sentiment, and promotional phrases. 

• Behavioral Analysis: Ad components 
that dynamically change position, auto-
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play, or obstruct content are flagged as 
intrusive. 

• Heuristic and Rule-Based Filtering: 
Additional rules enhance AI-based 
detection, such as blocking elements from 
known ad domains, removing excessive 
animation, and suppressing floating 
overlays. 

3) Efficient Blocking and Performance 
Optimization: To minimize browsing latency 
and improve efficiency, the following 
optimizations are applied: 

• Edge Processing: AI inference runs 
directly on the user’s device, eliminating 
the need for external API calls. 

• Asynchronous Processing: Ad 
classification runs in the background 
without delaying page rendering. 

• Resource Minimization: The extension 
optimally utilizes browser resources by 
offloading heavy computations to 
WebAssembly (WASM) modules. 

• Batch Processing: Multiple ad elements 
are processed in parallel to reduce 
detection time. 

By integrating real-time analysis, AI-based 
classification, and privacy-preserving 
techniques, the proposed ad blocker ensures an 
optimized browsing experience while 
continuously adapting to evolving 
advertisement strategies. 
 
Experimental Setup 
This research is centered on the creation of AI-
driven personalized ad blockers utilizing models 
trained on a varied dataset drawn from public 
repositories such as AdGraph, IAB Ad Dataset, 
OpenAds, and web scraping from e-commerce 
platforms, news websites, and social media. The 
dataset included visual content, textual content, 
and behavioral data. Furthermore, generative 
AI was utilized to produce synthetic 
advertisement samples, mimicking new 
advertisement formats. The training models 
comprised Random Forest, which handled 80% 
of a structured dataset (40,000 samples) 
featuring elements like keyword patterns, 
advertisement metadata, and network 
identifiers, attaining 88.3% accuracy and 87% 
precision after hyperparameter optimization 
with 100 trees. A Convolutional Neural 
Network (CNN) trained on an image-centered 
dataset (50,000 samples) captured visual 
elements such as logos and color palettes, 
achieving 92.5% accuracy, 91% precision, and 
an F1-score of 90 after 50 epochs of training 
using the Adam optimizer. XGBoost, trained 

on a text-focused dataset (30,000 samples), 
concentrated on detecting promotional language 
and keyword overstuffing, attaining 90.2% 
accuracy, 89% precision, and an F1-score of 88 
following optimization with 100 boosting 
rounds and L2 regularization. To enhance 
performance, an ensemble model that combined 
predictions from Random Forest, CNN, and 
XGBoost was implemented, effectively utilizing 
CNNs for visual analysis, XGBoost for text 
filtering, and Random Forest for classifying 
structured data. This ensemble strategy resulted 
in a 95.1% accuracy, 94% precision, and an F1-
score of 94, reflecting a 14% increase in 
detection accuracy compared to conventional 
rule-based ad blockers. 
 
Result And Analysis 
The performance of the proposed AI-driven ad-
blocking system is evaluated using a 
comprehensive dataset consisting of diverse 
online advertisements and non-ad content. The 
model’s effectiveness is assessed based on key 
performance metrics, including accuracy, 
precision, recall, F1-score, and loss values. 
A. Model Performance 
The hybrid approach, combining Convolutional 
Neural Networks (CNNs), Random Forest, and 
XGBoost, achieves high accuracy in detecting and 
blocking online advertisements. The results of 
individual models and the ensemble approach 
are summarized in Table I.The ensemble 
learning approach improves classification 
accuracy by effectively leveraging the 
strengths of CNNs for image-based ad detection 
and XGBoost/Random Forest for textual ad 
analysis. 
 
Table I: PERFORMANCE METRICS OF DIFFERENT 
MODELS 

Model 
Accur
acy 
(%) 

Pre
cisi
on 

R
ec
all 

F1-
sco
re 

CNN 92.5 0.91 0.
89 

0.9
0 

Random Forest 88.3 0.87 0.
85 

0.8
6 

XGBoost 90.2 0.89 0.
87 

0.8
8 

Ensemble (CNN 
+ XGBoost + RF) 95.1 0.94 0.

93 
0.9
4 

 
B. Comparison with Traditional Ad Blockers 
Compared to conventional rule-based ad 
blockers, the proposed model achieves 
significantly higher detection rates, especially 
for obfuscated or dynamically generated ads. 
Traditional methods struggle with evolving 
advertising techniques, whereas the AI-driven 
approach adapts dynamically to new ad 
patterns. 
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Table II: COMPARISON WITH TRADITIONAL AD 
BLOCKERS 

Method Detection 
Accuracy (%) 

False 
Positives 

(%) 
Rule-Based Ad 

Blocker 78.6 12.4 

Proposed AI 
Model 95.1 3.2 

 
The AI-driven model exhibits a significantly 
lower false positive rate and higher adaptability, 
making it a superior alternative for real-time ad 
detection and blocking. 
 
Conclusion 
This paper presents an AI-powered ad-blocking 
framework based on machine learning methods 
for enhanced ad detection. The proposed 
approach employs Convolutional Neural 
Networks (CNNs) to detect visual 
advertisements, XGBoost to identify text 
advertisements, and Random Forest for 
structured data classification. In addition, an 
ensemble learning strategy with the 
combination of these models significantly 
enhances classification accuracy.Experimental 
results verify that the ensemble model achieves 
95.1% detection rate compared to individual 
models (CNN: 92.5%, XGBoost: 90.2%, Random 
Forest: 88.3%). The hybrid model effectively 
overcomes the shortcomings of traditional rule-
based ad blockers that cannot adapt to evolving 
advertising techniques and camouflaged ad 
styles. As opposed to rule-based systems with 
78.6% detection and 12.4% false positive rates, 
the proposed AI model drastically reduces false 
positives to 3.2% while maintaining more 
potent detection capability. 
Ad filterization via the combination of 
computer vision and natural language 
processing (NLP) achieves real-time 
adaptability, which results in robust 
performance in detecting and filtering 
dynamically created ads. The study suggests 
that AI-driven ad-blocking technology can 
potentially offer a more scalable and efficient 
solution to counter the threats imposed by new 
online advertising methods. Utilizing deep 
learning and ensemble modeling, this 
technology delivers improved user experience 
and privacy by effectively eliminating intrusive 
ads with high accuracy and low latency without 
compromise. 
 
Future Scope 
Although the suggested AI-based ad-blocking 
model exhibits superior accuracy and 
responsiveness, there are a few directions for 

further development. One such direction is 
model optimization for low-resource 
environments like mobile devices and low 
power computing systems to achieve real-time 
efficient processing. Another important one is 
enhancing adversarial robustness against 
changing advertising methods. Reinforcement 
learning-based adaptive methods can be 
researched in the future to allow the system to 
adapt dynamically to emerging ad patterns and 
circumvent methods adopted by advertisers. 
Further, the addition of federated learning can 
improve privacy as it enables users to 
contribute to model updates without exposing 
their data. Increasing the dataset with a 
broader set of ad formats, such as new 
multimedia ads and interactive content, will 
further enhance detection capabilities. In 
addition, the use of browser-side optimization 
methods can improve efficiency by lowering 
computational overhead and power usage.In 
summary, ongoing innovations in AI, deep 
learning, and real-time processing will make it 
possible to create more advanced and intelligent 
ad-blocking technologies, further enhancing 
user experience and privacy in the future digital 
world. 
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