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Introduction

The increasing use of digital evidence in modern criminal investigations has introduced significant challenges in ensuring data integrity,
security, and transparency. Traditional forensic systems rely on centralized architectures, which are vulnerable to tampering, unauthorized
access, and lack of traceability. This study explores the application of decentralized technologies and artificial intelligence to address
these limitations. By integrating blockchain for immutable evidence logging, IPFS for distributed storage, and Al for automated forensic
sketch generation, the proposed system aims to enhance reliability and efficiency in forensic processes. Blockchain ensures a verifiable
chain of custody, while Al techniques enable accurate suspect identification through sketch generation and face recognition. Through this
research, we aim to improve the trustworthiness and effectiveness of forensic investigations. Ultimately, the goal is to support a more
secure, transparent, and technology-driven approach to evidence management in the field of digital forensics.

Overview of the project objectives

e Develop Decentralized System: Design a blockchain-based framework to ensure secure and tamper-proof evidence management.

e Secure Evidence Storage: Utilize IPFS to store digital evidence in a decentralized and distributed manner, eliminating single
points of failure.

e Ensure Data Integrity: Implement cryptographic hashing (SHA-256) and blockchain anchoring to maintain immutability and
authenticity of evidence.

e Automate Sketch Generation: Use artificial intelligence to generate forensic sketches from textual descriptions provided by
investigators or witnesses.

e Implement Face Recognition: Apply embedding-based similarity matching techniques to identify suspects from a criminal
database.

Literature Survey

1. Blockchain-Based Digital Evidence Management System, Haya R. Hasan, Khaled Salah, 2019: In this paper, the challenge of evidence
tampering and lack of transparency in centralized forensic systems is addressed. The authors proposed a blockchain-based framework for
secure evidence logging. The solution ensures immutability and auditability of records. Future work focuses on improving scalability and
legal integration. [1]

2. A Blockchain Framework for Chain of Custody in Digital Forensics, M. N. Islam, M. S. Hossain, 2020: This study highlights the
absence of a verifiable chain of custody in digital investigations. Smart contracts were used to automate custody tracking and ensure
authenticity. The system improves trust but requires cross-organizational adoption. Future work includes automation and broader
integration. [2]

3. IPFS-Based Secure Storage for Digital Evidence, A. Singh, R. Kumar, 2021: The paper addresses the issue of centralized storage
leading to data loss and single point failure. IPFS was used to provide decentralized and distributed storage. The solution improves
availability and security of evidence. Future enhancements include faster retrieval mechanisms and hybrid storage models. [3]

4. Face Recognition Using 128D Embeddings for Identification, Davis E. King, 2018: This research focuses on improving suspect
identification accuracy. It uses deep learning-based 128-dimensional embeddings for face recognition. The approach provides reliable
biometric matching. Future work aims to improve performance on low-quality and distorted images. [4]

5. Generative Al for Forensic Sketch Generation, Al Research Surveys, 2022: This study addresses the limitations of manual forensic
sketch generation, which is slow and inconsistent. Generative Al models were used to create sketches from textual descriptions. The
solution reduces dependency on artists. Future work includes improving realism, reducing bias, and enhancing control over generated
outputs. [5]

6. Blockchain for Secure Digital Forensics, M. Crosby et al., 2016: The paper explores blockchain technology beyond cryptocurrency
applications. It highlights its potential in ensuring data integrity and security in digital systems. The approach supports tamper-proof
record keeping. Future work includes applying blockchain to large-scale forensic systems. [6]

7. Ethereum-Based Smart Contract Systems, Gavin Wood, 2014: This work introduces Ethereum as a decentralized platform for
executing smart contracts. It enables automated and transparent processes. The system provides a foundation for secure forensic
applications. Future improvements include scalability and gas optimization. [7]

8. Decentralized Systems Using IPFS and Blockchain Integration, Various Authors, 2021: This study discusses integrating IPFS with
blockchain for secure and efficient data storage. It solves issues related to centralization and data redundancy. The system enhances
reliability and accessibility. Future work focuses on optimizing performance and reducing latency. [8]
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Visualization

* Evidence Verification Dashboard
Graphical interface displaying evidence hash comparison and verification status. Helps investigators quickly confirm integrity and detect
any tampering attempts.

* Face Matching Results
Visualization of similarity scores between generated sketch embeddings and stored criminal database profiles. Ranked output helps
identify the most probable suspects efficiently.

Limitations Of Existing Work

*  Centralized Systems: Traditional systems rely on centralized storage, making them vulnerable to tampering and single point of
failure.

*  Lack of Traceability: Absence of a proper chain of custody makes it difficult to verify evidence authenticity.

*  Manual Sketch Generation: Depends on human artists, leading to delays and inconsistent results.

Future Work

Enhance blockchain scalability to handle large volumes of forensic data and improve transaction speed. Improve Al models for more
realistic and accurate sketch generation with better attribute control. Develop cross-agency integration for secure data sharing between law
enforcement departments. Deploy the system as a web and mobile application for real-time forensic analysis and investigation support.

Results And Interpretation

* System Performance:

The proposed system successfully ensures tamper-proof evidence storage using blockchain and secure decentralized storage through IPFS.
Al-based sketch generation produces quick and consistent results, while face recognition using embedding similarity provides accurate
suspect matching.

* Insights:
Blockchain significantly improves transparency and chain of custody verification. Al automation reduces manual effort and speeds up
investigations. The integration of decentralized storage and intelligent matching enhances overall efficiency and reliability of forensic
processes.

Evaluation Metrics:
The following metrics are commonly used to evaluate the performance of regression and deep learning models:

The following metrics are used to evaluate the performance of the proposed forensic system:

Metric Definition Purpose

Hash Integrity | Validates whether the generated SHA-256 hash of | Ensures evidence integrity and

Verification evidence matches the stored blockchain hash. detects any tampering.

Similarity Score | Measures similarity between sketch embedding and | Helps in accurate suspect

(Cosine Similarity) stored criminal embeddings. identification and ranking.

Accuracy Ratio of correctly identified suspects to total cases | Evaluates overall effectiveness of
tested. the identification system.

False = Match  Rate | Probability of incorrectly matching a non-matching | Measures system reliability and

(FMR) identity. reduces false accusations.

False Non-Match Rate | Probability of failing to match a correct identity. Ensures genuine suspects are not

(FNMR) missed.

System Response Time | Time taken to process evidence, generate sketch, and | Evaluates system efficiency and
return matching results. real-time performance.
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Conclusion

This paper presents ForensicChain, a decentralized and Al-powered system designed to enhance the security, transparency, and efficiency
of forensic evidence management. By integrating blockchain technology for immutable record keeping, IPFS for decentralized storage,
and artificial intelligence for automated sketch generation and face recognition, the system effectively addresses the limitations of
traditional forensic methods. The proposed approach ensures a verifiable chain of custody, protects evidence from tampering, and
significantly improves suspect identification accuracy. Additionally, it reduces manual effort and enhances the speed of forensic
investigations. Overall, the system provides a reliable and scalable solution for modern digital forensics, contributing to more trustworthy
and technology-driven law enforcement processes. Furthermore, the system demonstrates strong potential for real-world deployment
across law enforcement agencies by enabling secure data sharing, improved collaboration, and faster decision-making. With future
enhancements in scalability, Al model accuracy, and cross-platform accessibility, the proposed solution can evolve into a comprehensive
forensic ecosystem. This work lays a solid foundation for integrating advanced technologies into forensic science, ultimately
strengthening the justice system and ensuring higher levels of accountability and trust.
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