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Introduction

Classical cryptographic methods like Elliptic Curve Cryptography (ECC) and RSA are being used to provide a Public Key Infrastructure
system for digital banking applications that need to protect sensitive customer data and process large amounts of money. The use of ECC
and RSA has provided a level of security that has been acceptable for many years but with recent advances in Quantum Computing it's now
an issue whether they can be trusted long-term.

Quantum computers may be able to solve some mathematically intensive problems much quicker than classic machines. For example, Shor's
algorithms have been shown to potentially break most public key encryption systems that use widely accepted public key cryptography. As
a result of these threats to security in banks, and because so many types of information about bank customers need to stay secure for decades
at a time, this work will develop a hybrid post-quantum Public Key Infrastructure (PKI).

To tackle the developing challenge, the research proposed in this paper investigates an alternative post-quantum PKI solution (a hybrid).
The authors suggest that instead of substituting the current solutions entirely, they will use a combination of classical and post-quantum
cryptography to develop their hybrid post-quantum PKI. By using this method, which is compatible with the current state of the art
infrastructure and progressive, the authors propose that they can provide banks with greater security than they currently have today; as well
as protect them from the potential threats resulting from the advancements of quantum computers.

Background and Related Work

Classical Public Key-infrastructure in banking

Public Key Infrastructure (PKI) is an essential part of modern banking systems because it enables secure communication methods through
the use of digital signatures, user authentication, etc. The current classical PKI uses primarily RSA and ECC-based cryptography that depend
upon very difficult mathematical problems to solve, e.g., factoring large integers and finding discrete logs. Although these cryptographic
primitives have been built into most of today's banking architecture, there is no guarantee they will be safe when a future with "quantum"
capabilities exists.

Post-Quantum cryptography

Beginning with the development of post-quantum cryptographic methods that will be resistant to a future computer being built using
quantum computing, researchers have been developing new methods that will allow for encryption and decryption to continue to operate
securely. The algorithms will be developed around mathematical problems related to lattice-based cryptography, code-based cryptography,
hash-based cryptography, and multi-variate equation-based cryptography. Currently, organizations such as NIST are working towards
selecting practical post-quantum cryptographic algorithms for use in commercial systems. At this time, there are many technical issues
surrounding the potential use of these cryptographic algorithms including, but not limited to, their computational overhead, their required
key sizes and how they can be implemented into existing cryptographic systems.

Hybrid cryptographic approaches

Hybrid cryptography uses a combination of both traditional (classical) and Post-Quantum methods. Using them together provides an added
layer of security through "redundancy". In other words, as long as there are at least two different encryption methods being used in
combination with each other, there will always be a secure method available - even if one of those methods is eventually compromised. For
this reason, hybrid cryptography is well-suited for transition periods and mission-critical environments such as finance/banking where
availability and reliability are paramount.

Threat Model and Motivation

The proposed banking system's potential threats are described with reference to Figure 1 that describes the main security threats that exist in
a digital banking system. It also explains how future attacks based on quantum computing may target the classical cryptography technologies
currently implemented in PKI. Algorithms like RSA and ECC have been identified as being at risk from these types of attack. Because the
information (data) needs to remain protected for an extended period of time for banking systems, this threat is significant.

In addition to the potential for Quantum Attacks as noted in the graph, the most common types of threats (as shown in the graph) include:
Credential Theft, Phishing, Certificate Forgery, Insider Misuse of Systems and Devices and Device Compromise. These various types of
threats may impact users through the means of User Authentication, Certificate Authority Operations and Banking Servers; and/or during
Transaction Processing.

The reason for developing this technology is to find ways to combat both traditional (conventional) cyber threats as well as emerging quantum-
based cyber threats. This hybrid Post Quantum Public Key Infrastructure will provide stronger authentication for users, better protection of
digital certificates, enhance transactional security in addition to providing a seamless integration with all legacy banking systems and
maintaining the integrity of the entire system.
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Fig. 1. Threat model and motivation

Proposed Hybrid Post-Quantum PKI Architecture

Fig. 2. Hybrid Post-Quantum PKI Architecture

System Overview

Figure 2 depicts an overview of the total systems view of the proposed hybrid post-quantum PKI model for secure banking. The proposed
PKI model combines two forms of cryptography — classical cryptography and post-quantum cryptography in a singular PKI framework. In
this model, a central Certificate Authority (CA) will be responsible for all aspects of certificates including issuance, validation, and revocation
for both end-users and Banking Servers. Hybrid Key Establishment will provide secure communications between user devices and Bank
servers; Continuous Audit/Monitoring will also be implemented to ensure that there are no issues related to Accountability or Security
throughout the entire System.

Architectural Components

As illustrated in figure 3, the proposed system contains the primary structural elements. The Certificate Authority (CA) functions as the
central trusted element in this architecture. It employs two sets of public-private key pairs, one generated by classical cryptography and
another employing post-quantum algorithms. Device binding and certificate-based login are used to establish secure user authentication.
Hybrid encryption with digital signatures is employed to ensure transactional integrity. Auditing and logging mechanisms track and store
information about all important transactions. These elements work together to produce an architecture that provides a scalable, secure and
resilient to quantum attacks PKI solution applicable to banking systems.

Cryptographic Design

Hybrid Key Establishment

The Hybrid Key Establishment Approach (HKEA) generates both Classical Keys and Post Quantum Keys for use by the same
communication protocol. Each of these types of keys generate key pairs as depicted in Figure X. For example; each type of key has its own
public key and private key. In order to create secure Session Keys for communications between two parties; both Public Keys from each
key generation process are utilized. If either the Classical Keys or Post Quantum Keys were compromised due to advances in cryptography
or computational power; the remaining set of keys would still provide sufficient protection for continued secure communications.
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Certificate Lifecycle

The Hybrid Key Generation System will use a combination of classical (RSA) and post-quantum (Kyber) methods for generating and
utilizing keys. As illustrated below, each of the two types of keys will be utilized individually to generate a single, hybridized key-pair.
Each type of key will be utilized individually to create a secure session-key. Session-keys will provide security as long as either of the two
cryptographic schemes are still viable.

Fig. 3. Certificate Lifecycle

Post Algorithms Used

Kyber lattice-based post-quantum encryption algorithm (a method of quantum-resistant key encapsulation) is used in the system because it
has been recommended by standards organizations and offers stronger security than classical algorithms like RSA. Additionally, since both
RSA and Kyber will be supported within the system simultaneously, this allows for an efficient transition from the use of classical algorithms
to all-post-quantum algorithms.

Secure Banking Workflow

User registration

During enrollment for a new user during the registration process, the banking system will enroll the customer in their system with control.
The Banking System creates a digital identity and issues an identity certificate using the Hybrid Public Key Infrastructure (PKI) Mechanism.
This Certificate contains all Classical and Post Quantum credentials; therefore, the user's Identity will remain protected from future threats
based on Quantum computing.

Authentication

When users want to use the System, authentication occurs via certificates and digital signatures (and then using some crypto-proofs) and
credentials are checked for authenticity prior to the authorization being issued. Post-Quantum Signature Verification has been added to
improve overall security by minimizing risks like impersonating a User or making a Replay Attack or Unauthorized Credential Misuse
Attempt.

Transaction Processing

Fig. 4. Secure Banking Transaction Flow

Beginning during User Registration, an account holder is added as a user in the Bank's System with a controlled enrollment method. A
Digital Identity is established for the account holder and a Hybrid PKI Certificate is issued that contains both classical and Post Quantum
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Credentials (PQC). The Hybrid PKI Certificate provides assurance that the Account Holder ID will remain protected from future quantum
attacks.

Secure Banking Flow

The Hybrid Post-Quantum Public Key Infrastructure (PKI) System for Banking will improve banking security by combining Classical
Cryptography with Quantum-Resistant Algorithms. The Hybrid Post-Quantum PKI System will protect Sensitive Data from both Current
Cyber Threats as well as Future Attacks using Quantum Computing. The use of Certificates for Authentication and Post-Quantum Signature
Verification will assist to eliminate Impersonation Attacks, Replay Attacks and Transaction Forgery. Device Binding and Role-Based
Access Control will also reduce the risks associated with Unauthorized Access and Insider Misuse. Audit Logs that are secure and tamper-
resistant will be used to increase Accountability and Traceability in Banking Systems as well as comply with Regulatory Requirements.

Performance Evaluation

The hybrid Post Quantum (PQ) Public Key Infrastructure (PKI) system's performance has been evaluated with respect to both the
computation expense of performing the system's tasks as well as its usability. The additional computation required by PQ cryptographic
processes increases the overall computation load over traditional (classical) methods; but the increase in computation time for banking
applications is considered tolerable. All hybrid key pair generation and signature verification functions were performed at sufficient speed
so that they did not produce significant delay in either the user authentication process or transaction processing. Overall, the results
demonstrate that the PQ PKI system provides an appropriate balance between increased security and operational efficiency to support
practical use in commercial banking environments.

Conclusion And Future Work

This paper introduces a hybrid PKI (Public Key Infrastructure) system which is based on post-quantum cryptography. This was developed
as an improvement over traditional approaches to protecting banking application data due to possible threats from new and emerging
quantum computing technologies. By providing both pre-quantum and post-quantum encryption capabilities in one single solution, this
hybrid approach allows for high levels of security to be provided at the same time that it maintains compatibility with currently installed
banking hardware.

In addition to providing stronger security for the authenticity of transactions and auditing of transactions within a banking environment, this
system does so without requiring excessive overhead to achieve such enhanced security.

The next phase of development of this project will include integration of other applicable post-quantum digital signature schemes into the
current hybrid system. Additionally, further optimization of performance may occur to allow for deployment of these systems at very large
scale. Lastly, a goal for future testing includes deploying and using these systems in a production banking environment.

Further studies could involve complete migration strategy design to move from hybrid use of both pre-quantum and post-quantum methods
of public key cryptography to complete use of post-quantum public key cryptography.
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