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Abstract

Parallel and distributed computing technology is a need of the future. The commercially available
systems are very expensive and complex and hence require regular maintenance. The aim of the
proposed system is to focus on critical applications in the system so high availability can be provided
instead of eliminating all potential SPOF (Single Point of Failure) in the system, as the cost is associated
with the elimination of each potential SPOF in the system and this makes system unnecessarily complex
and costly. Nowadays many universities are offering cluster computing courses at UG and PG level. They
require a viable cluster system as an educational tool for teaching the course. Commercially available
clustering systems are very expensive with much more functionality. Universities in developing countries
cannot invest millions of dollars to buy such systems and cannot spend on its maintenance with its limited
budget. This paper presents the cost-effective system design for improving the availability of applications
by introducing an ACS (Application Cluster System) as an educational tool.
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Introduction

It is the age of cutting technology and evolution is an everyday norm. The desire to increase the effective computing power and reliability
of a system has given rise to many concepts like clusters. As the economy of a country, nowadays, is dependent on software, high
availability is a necessity, downfall of which may cost them huge amounts of money. Thus, Application Cluster System gives the design
to these problems.[1][7]

The basic approach to clusters is to connect various available computer nodes and incorporate them into a single system to provide high
availability of services for clients at the lowest possible cost. To ensure high availability, the key strategy is to incorporate redundant
components, with system clustering facilitating the transfer of applications from malfunctioning components to their backup counterparts.

(2]

The primary focus of the proposed system design is to create an ACS that conserves significant capital by utilizing a straightforward high
availability cluster application, eliminating the need for costly hardware like dual ported RAID (Redundant Array of Independent Disks)
and high-speed optical fiber networks. While this clustering solution may not be as sophisticated as some commercial clusters, it will
adequately fulfill our requirements. Generally, this ACS system will not going to be in real competition with commercial HA (High
Availability) solution very soon but will give cost effective solution for archiving high availability.[3][9]

ACS Basic Design
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Fig. 1. ACS configuration framework

ACS Configuration Framework

The configuration framework of ACS system is shown in Fig. 1. The proposed ACS system is composed of a set of two computer systems
connected with a dedicated communication infrastructure. ACS hardware consists of two PCs say primary (main) node and secondary
(standby) node. Each cluster has a unique ID say ACS-sys] and ACS-sys2.

For reducing the cost of cluster, freely available open-source Linux operating system is to be installed on the system for managing node
resources. These two server systems are connected by cross-over cable for inter-node communication. This system allows cluster members
to share status updates with one another. The private network connecting ACS nodes utilizes fast Ethernet. One of the key benefits of fast
Ethernet is its affordability, ease of installation, and low maintenance requirements.[4]

To ensure high availability, critical applications must be managed under cluster control. ACS accomplishes this by utilizing three
configuration files in its default setup: 1. The main file outlines the entire cluster. 2. The definition file includes the specifications of
critical applications. 3. The configuration file specifies the service group for the application. The proposed system is designed to provide
high availability to the defined critical applications in the system. The system is divided into five modules namely 1. ACS-CM (ACS-
Communication) 2. ACS-D (ACS-Daemon) 3. ACS-M (ACS-Monitor) 4. ACS-R (ACS-Recovery), 5. ACS-Log File.

ACS-CM
The communication module is responsible for the communication between clients and servers
e Servers-to-Server Communication: This module is responsible for the communication between two server systems. The inter-
node communication network between two server systems is called as heartbeat private network. Two servers communicate
with each other through Heartbeat Packets, to share the information about currently running and crashed applications o each
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server. Heartbeat packets are sending after a configured interval of time. A heartbeat contains all the client commands that client
has given to the server and the application crashed reports.[5]

e C(Client-Server Communications: This module is responsible for the communication between server and client for giving
administrative commands to server and it forms cluster administration interface (CAI). The client can send requests to display the
configuration and definition of all the applications placed under cluster control. A client can fire command to any server to online
or offline the critical application in configuration file. A client can also modify the configuration file at run time and can save
changes. Multiple clients can connect to the single server.

ACS-CM is a simple peer to peer network. The network uses simple socket interface and TCP/IP network protocol suited for inter-process
communication between two server systems and between client and server for message passing between them.

ACS-D
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Fig. 2. ACS-D Agents

The Application Cluster Daemon, abbreviated as ACS-D, serves as the primary ACS Daemon on each server within a cluster, often
referred to as the ACS-D Engine. Its duties include constructing the active cluster configuration from configuration files, executing client
commands, identifying critical applications within the system, managing the start and stop of applications (SSA), overseeing resources,
and implementing corrective measures in case of failures. ACS-D functions as a replicated state machine (RSM) [10], ensuring that each
node maintains a fully synchronized perspective of the resource status across all nodes.

ACS-D is utilized to ensure the availability of cluster components that are managed under cluster control. The ACS-D engine employs
agents to oversee and administer resources. Resource state information is gathered from ACS agents on the primary system and shared
with its counterpart (secondary) cluster members, and vice versa. Each system's local engine also receives updates from other cluster
members to maintain an accurate view of the cluster. Every instance of ACS-D adheres to the same code path for corrective measures
when necessary. The system comprises two primary modules and several user controls to simplify the user interface.[6]

ACS — SSA

This module is responsible for starting and stopping critical application (SSA) on any one of the systems by sending commands through
ACS-CALI to particular system. ACS system has ACS-online agent per application type to make application or application service group
online. Shell scripts are used to start the applications.[11] Once the application has been started by sending command then application
running on that system is saved in log file and the information about online application is sent to other system through heartbeat packet.
The applications running on one system are also being saved in the log file of another system. ACS system has ACS-offline agent per
application type to make that type of application or group of application Offline. Shell scripts are used to stop the running application. Once
the application running on the system is offline, then same thing will be recorded on both the system.[7]

ACS-M

This module is responsible for monitoring the application online by the client. After every interval of time the application running on any
node is monitored to detect any application failure.[11] If any application or application service group is crashed then server is responsible
for sending the crashed reports to the other server. All the applications which are to be monitored are stored in a database. This module is
tasked with overseeing the well-being of the other system. It achieves this through the heartbeat protocol, which operates on both systems.
The heartbeat protocol is in charge of dispatching heartbeat messages to every other system within the cluster at consistent time intervals.
This process indicates whether the system is operational or not.

ACS-R

This module is responsible for recovery of the crashed applications. This module is responsible for restarting the entire group or the
individual application on the redundant system which was previously running on the other system.[12] For this it maintains the recovery
database which contains the list of all the currently running applications on other systems. Whenever the applications running on the other
system fail, the second system uses this list to recover then in a particular state.
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Cost and Resource Analysis

ACS minimizes the total cost of ownership by utilizing standard hardware, open-source Linux, and Ethernet-based communication. In
contrast to Kubernetes-based systems, which necessitate container runtimes, orchestration layers, and expert management, ACS eliminates
virtualization overhead and complex control planes [13][14]. The lack of shared storage and licensing fees further cuts down on
deployment and maintenance costs, making ACS an ideal choice for budget-conscious academic institutions and small businesses.

Educational Deployment Model

ACS is ideally designed for instructing students in cluster computing and fault-tolerant systems. Its clear architecture allows learners to
grasp concepts like heartbeat protocols, replicated state machines, and fail over mechanisms without the complexity of abstraction [15].
ACS can be implemented on current lab equipment, facilitating practical exercises such as fault injection, configuration adjustments, and
recovery analysis, which enhances the practical comprehension of designing high-availability systems [16].

Failure Handling Scenarios

ACS utilizes heartbeat-based monitoring to identify failures in applications and nodes. When an application crashes, it automatically
restarts or switches over to a standby node, leveraging synchronized recovery logs [17]. If a node completely fails, the secondary node is
elevated to primary status, ensuring minimal disruption to services. Configurable timeout thresholds help prevent false failure detections
due to temporary network delays [18].

Conclusion

The above proposed model can be used as a learning tool in educational institutions. It’s costing is very low and can be used to teach
parallel processing and cluster computing. Clustering is an upcoming concept and thus this simplified version should be used to educate
the students. It can also be used for small enterprises and scientific computing. Using the above proposed model makes the system flexible,
mobile and reliable.

Full synchronization between the primary and secondary servers and the ability to promote secondary servers into primary servers are a few
important characteristics of the above model. This system design provides the configuration framework to place critical application under
cluster control for high availability at low cost, ease of installation and low maintenance.
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