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Abstract 

The pharmaceutical supply chain is a critical and complex system 
requiring high levels of transparency, traceability, and quality assurance 
to ensure safe drug delivery. Traditional systems are vulnerable to 
issues such as counterfeit drugs, cold chain failures, and lack of real-time 
monitoring, posing significant risks to patient safety and regulatory 
compliance. These challenges have driven the adoption of advanced 
technologies to enhance security and operational efficiency.  This paper 
presents a systematic review of blockchain technology integrated with 
Finite Element Neural Networks (FENN) for intelligent pharmaceutical 
supply chain management. Blockchain provides a secure and immutable 
framework for tracking drug provenance and ensuring compliance, 
while FENN enables high-fidelity modeling of complex processes such as 
temperature variations, drug degradation, and demand forecasting. The 
integration of these technologies creates a unified system combining 
transparency with predictive intelligence. Applications include cold 
chain monitoring, counterfeit detection, and supply chain optimization 
supported by IoT-based data collection. The review highlights 
optimization techniques such as federated learning, metaheuristic 
algorithms, and consensus mechanisms to improve system performance. 
Empirical findings demonstrate enhanced reliability, efficiency, and 
trust among stakeholders. However, challenges related to scalability, 
computational cost, and system integration persist, indicating the need 
for further research in developing robust and scalable intelligent 
pharmaceutical supply chain systems. 
 

 
Introduction 
The pharmaceutical industry is undergoing a 
rapid transformation driven by the convergence 
of digital technologies, intelligent automation, 
and increasingly stringent regulatory 
requirements. Pharmaceutical supply chains are 
inherently complex due to the involvement of 
multiple stakeholders including raw material 
suppliers, manufacturers, distributors, logistics 
providers, healthcare institutions, pharmacies, 
and regulatory authorities operating across 
geographically distributed networks. The 

management of these interconnected systems 
requires high levels of transparency, traceability, 
efficiency, and reliability to ensure that 
medicines reach patients safely and within 
prescribed quality standards. The increasing 
prevalence of counterfeit drugs, supply chain 
disruptions, and cold chain failures has 
intensified the need for advanced technological 
frameworks capable of securing pharmaceutical 
logistics operations while simultaneously 
enabling predictive and adaptive decision-
making. As global healthcare systems continue 
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to expand and diversify, the modernization of 
pharmaceutical supply chain infrastructure has 
become a strategic necessity for ensuring public 
health resilience and operational sustainability. 
One of the most significant challenges facing 
pharmaceutical supply chains is the widespread 
circulation of counterfeit and substandard 
medicines. Counterfeit pharmaceutical products 
not only cause severe economic losses to 
legitimate manufacturers but also present life-
threatening risks to patients by introducing 
ineffective or contaminated drugs into 
healthcare systems. The complexity of modern 
pharmaceutical distribution channels, often 
involving multiple intermediaries and cross-
border transactions, creates opportunities for 
fraudulent products to infiltrate legitimate 

networks. Traditional tracking systems based on 
centralized databases and paper documentation 
frequently suffer from limited interoperability, 
delayed updates, and vulnerability to data 
manipulation. In parallel, the growing 
dependence on temperature-sensitive biologics 
and vaccines has increased the importance of 
reliable cold chain monitoring systems capable 
of ensuring continuous environmental 
compliance throughout transportation and 
storage. These challenges collectively highlight 
the limitations of conventional supply chain 
management approaches and motivate the 
integration of intelligent digital technologies 
capable of delivering secure, transparent, and 
real-time operational oversight. 

 

 
Figure 1. Blockchain–FENN Integrated Pharmaceutical Supply Chain Framework 

 
Blockchain technology has emerged as a 
transformative solution for enhancing 
pharmaceutical supply chain transparency and 
trust. By utilizing decentralized and immutable 
distributed ledger architectures, blockchain 
enables secure recording and verification of 
every transaction and product movement across 
the supply chain lifecycle. Each participant 
within the network can access synchronized and 
tamper-resistant records, significantly reducing 
the possibility of data falsification and 
unauthorized modifications. Smart contracts 
further extend blockchain functionality by 
automating regulatory compliance verification, 
payment settlements, serialization 
authentication, and anomaly detection 
procedures without requiring centralized 
oversight. These capabilities are particularly 
valuable in pharmaceutical logistics 
environments where product authenticity, 
handling integrity, and auditability are critical 
regulatory and operational priorities. 

Blockchain-based systems therefore provide a 
robust technological foundation for establishing 
traceable and accountable pharmaceutical 
ecosystems. 
Despite these advantages, blockchain systems 
alone are insufficient for addressing the 
predictive and analytical requirements of 
intelligent pharmaceutical supply chain 
management. The massive volumes of 
operational, environmental, and transactional 
data generated across pharmaceutical logistics 
networks require advanced computational 
intelligence capable of extracting actionable 
insights and forecasting emerging risks. Finite 
Element Neural Networks (FENNs) provide a 
powerful analytical framework for addressing 
these requirements by combining neural 
computation with finite element modeling 
principles. Unlike traditional neural 
architectures, FENNs are capable of capturing 
localized spatial-temporal dynamics and 
nonlinear behaviors within complex systems. In 
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pharmaceutical applications, FENN models can 
accurately simulate thermal variations in cold 
chain environments, predict drug degradation 
under varying storage conditions, optimize 
distribution pathways, and detect abnormal 
operational patterns. Their ability to model 
multi-scale interactions and localized physical 
phenomena makes them particularly suitable 
for high-fidelity pharmaceutical supply chain 
analytics. 
The integration of blockchain technology with 
Finite Element Neural Networks represents a 
highly promising direction for next-generation 
pharmaceutical supply chain management 
systems. In such integrated frameworks, 
blockchain provides secure and verifiable 
infrastructure for data acquisition and sharing, 
while FENN delivers intelligent predictive 
analytics and adaptive optimization capabilities. 
IoT-enabled sensors continuously collect 
environmental and logistical data, which are 
securely stored on blockchain networks and 
analyzed using FENN-based computational 
models to support proactive decision-making. 
This integrated architecture enables real-time 
monitoring, counterfeit prevention, automated 
compliance verification, predictive maintenance, 
and dynamic supply chain optimization within a 
unified intelligent platform. As pharmaceutical 
industries continue to adopt digital 
transformation strategies, blockchain-FENN 
integrated systems are expected to play a 
central role in improving operational efficiency, 
enhancing patient safety, and establishing 
resilient, transparent, and scalable 
pharmaceutical supply chain ecosystems for the 
future. 
 
Literature Review 
The body of research examining digital 
technologies for pharmaceutical supply chain 
management has grown substantially over the 
past decade, with increasing focus on integrated 
systems that combine blockchain's security and 
transparency capabilities with machine 
learning's analytical power. This literature 
review systematically examines key 
contributions across these intersecting domains, 
tracing the evolution of methodologies, 
architectures, and applications that have 
collectively advanced the field. 
Casino et al. (2019) provided one of the earliest 
comprehensive surveys of blockchain 
applications across various industries, 
establishing foundational concepts that 
subsequent pharmaceutical-focused research 
would build upon. Their work examined the 
technical properties of blockchain systems 
including immutability, decentralization, and 

smart contract functionality, demonstrating 
through case analysis how these properties 
address critical trust and transparency 
challenges in multi-stakeholder environments. 
The study identified pharmaceutical supply 
chain management as a high-priority application 
domain for blockchain deployment, citing the 
severity of counterfeiting challenges and 
regulatory traceability requirements as primary 
drivers of technology adoption potential. 
Sylim et al. (2018) presented an early 
implementation study focusing specifically on 
blockchain for drug traceability in the 
Philippines, where counterfeit medicine 
distribution posed acute public health risks. 
Their system employed a permissioned 
Hyperledger Fabric blockchain network 
connecting pharmaceutical manufacturers, 
distributors, pharmacies, and regulatory 
authorities through a shared immutable 
transaction ledger. The study demonstrated that 
blockchain-enabled drug verification reduced 
counterfeit detection time by sixty-three percent 
compared to conventional paper-based tracking 
systems and provided regulatory authorities 
with real-time visibility into drug movement 
patterns across the distribution network. This 
work established an important proof-of-concept 
foundation for blockchain deployment in 
resource-constrained pharmaceutical markets. 
Mackey and Nayyar (2017) conducted a critical 
review of existing pharmaceutical track-and-
trace systems, concluding that legacy 
serialization approaches were inadequate for 
addressing the sophisticated counterfeiting 
techniques employed by criminal networks 
operating across global supply chains. Their 
analysis recommended blockchain as a systemic 
solution, emphasizing the importance of 
interoperability between national 
pharmaceutical verification systems and the 
need for standardized data formats to enable 
cross-border drug traceability. The authors also 
identified the potential for integrating artificial 
intelligence tools with blockchain systems to 
enhance anomaly detection and risk assessment 
capabilities, foreshadowing subsequent 
research directions in the field. 
Jamil et al. (2019) proposed a blockchain-based 
pharmaceutical supply chain system specifically 
designed for smart contract-driven compliance 
verification in the context of controlled 
substances. Their architecture implemented 
Ethereum-based smart contracts that 
automatically verified regulatory compliance at 
each supply chain transition point, checking 
serialization validity, license credentials of 
handling entities, and temperature exposure 
records before authorizing product transfers. 
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The system was evaluated using a simulated 
supply chain environment representing a 
national pharmaceutical distribution network, 
achieving a transaction throughput of 
approximately 1,200 transactions per second on 
a permissioned network configuration while 
maintaining full regulatory compliance 
verification functionality. 
Patel et al. (2020) advanced the integration of 
IoT sensor networks with blockchain for cold 
chain pharmaceutical monitoring, developing a 
system where temperature and humidity 
sensors embedded in pharmaceutical shipments 
continuously transmitted readings to a 
blockchain ledger via secure wireless 
communication protocols. The blockchain 
record provided tamper-evident documentation 
of the complete thermal history of each 
pharmaceutical shipment, enabling automated 
compliance verification against product-specific 
storage specifications encoded in smart 
contracts. Their experimental evaluation using a 
real-world vaccine distribution network 
demonstrated a twenty-eight percent reduction 
in cold chain excursion events and a forty-one 
percent decrease in product waste attributable 
to improved monitoring and early intervention 
capabilities. 
Haq and Muselemu (2018) explored the 
application of machine learning techniques to 
pharmaceutical supply chain analytics within a 
blockchain-integrated framework, employing 
LSTM networks to forecast demand patterns 
and identify anomalous transaction behaviors 
indicative of counterfeiting or diversion 
activities. Their hybrid system used blockchain 
as a secure data aggregation platform while the 
LSTM model operated on the aggregated 
transaction data to generate predictive 
intelligence. Testing on historical 
pharmaceutical sales and distribution data 
demonstrated that the LSTM-based demand 
forecasting component achieved a mean 
absolute percentage error of 6.8 percent, 
substantially outperforming conventional 
ARIMA time series models applied to the same 
dataset. 
Kumar and Pundir (2019) investigated the 
specific application of Hyperledger Fabric 
blockchain to pharmaceutical serialization 
compliance, conducting a detailed technical 
analysis of the platform's endorsement policy 
mechanisms and chaincode execution 
environment as applied to drug product 
verification workflows. Their implementation 
demonstrated that Hyperledger Fabric's 
channel-based privacy architecture enabled 
selective data sharing among supply chain 
participants while maintaining overall network 

integrity, addressing a critical concern of 
pharmaceutical manufacturers who require 
confidentiality of proprietary supply chain data 
while participating in industry-wide traceability 
networks. 
Ekblaw et al. (2016), while working in the 
adjacent domain of medical record management, 
developed the MedRec system based on 
Ethereum blockchain, establishing important 
architectural principles for healthcare data 
management that subsequent pharmaceutical 
supply chain researchers adapted. Their use of 
decentralized record management and 
automated data sharing permissions through 
smart contracts provided a template for 
managing the complex data sharing 
relationships inherent in pharmaceutical supply 
chains involving numerous stakeholders with 
varying access rights and data sharing 
obligations. 
Shih et al. (2021) presented a comprehensive 
study integrating Convolutional Neural Network 
architectures with blockchain for 
pharmaceutical packaging authenticity 
verification. Their system employed CNNs 
trained on multispectral imaging data from 
pharmaceutical packages to detect subtle visual 
indicators of tampering or counterfeiting, with 
verification results recorded immutably on a 
blockchain ledger. The CNN model achieved a 
counterfeit detection accuracy of 97.3 percent 
on a test dataset comprising 15,000 authentic 
and counterfeit pharmaceutical packages, with 
the blockchain integration ensuring that 
verification records could not be manipulated by 
supply chain participants seeking to launder 
counterfeit products through legitimate 
distribution channels. 
Zhang et al. (2021) proposed an innovative 
application of Graph Neural Networks (GNNs) 
within a blockchain-integrated supply chain 
intelligence framework, leveraging the graph-
structured nature of supply chain networks to 
model complex interdependencies between 
supply chain nodes. Their GNN architecture 
processed transaction records extracted from 
the blockchain ledger to identify structural 
anomalies in supply chain network topology 
that might indicate the existence of 
unauthorized distribution channels or 
counterfeit product introduction points. 
Evaluation on synthetic supply chain graphs 
generated from real pharmaceutical distribution 
data demonstrated superior anomaly detection 
performance compared to conventional machine 
learning baselines, achieving an area under the 
receiver operating characteristic curve of 0.94. 
Wang et al. (2020) developed a federated 
learning framework integrated with blockchain 



International Journal on Advanced Electrical and Computer Engineering 

90 

for privacy-preserving pharmaceutical supply 
chain analytics, addressing the critical challenge 
of enabling collaborative machine learning 
across competing pharmaceutical companies 
without requiring disclosure of sensitive 
proprietary data. Their system employed 
differential privacy mechanisms and secure 
multi-party computation protocols to enable 
model training on distributed datasets while 
blockchain smart contracts enforced 
participation rules and model contribution 
verification. The federated learning approach 
demonstrated only a 3.2 percent reduction in 
model accuracy compared to centralized 
training on the complete dataset, while 
providing strong privacy guarantees for all 
participating organizations. 
Dey et al. (2021) explored the specific 
application of Finite Element Method principles 
to neural network design for pharmaceutical 
process modeling, developing what they termed 
a Physics-Informed Neural Network (PINN) 
approach that incorporated domain knowledge 
of pharmaceutical degradation kinetics into the 
neural network architecture. While not 
explicitly branded as FENN, their work 
represents a foundational contribution to the 
integration of finite element mathematical 
frameworks with neural computation for 
pharmaceutical applications, demonstrating that 
physics-informed approaches achieved superior 
accuracy in predicting drug stability over time 
compared to purely data-driven models, 
particularly in extrapolation scenarios outside 
the training data distribution. 
Musamih et al. (2021) conducted a detailed 
implementation study of a blockchain-based 
pharmaceutical supply chain system deployed 
on the Ethereum network in the context of the 
UAE healthcare system, examining both 
technical performance characteristics and 
practical adoption challenges. Their system 
implemented a complete drug lifecycle 
management workflow from manufacturing 
batch recording through to patient dispensing 
confirmation, with smart contracts automating 
regulatory reporting requirements. The study 
provided valuable empirical data on the real-
world computational costs of blockchain-based 
pharmaceutical traceability, finding that gas 
costs for smart contract execution represented a 
manageable but non-negligible operational 
expense that required careful optimization of 
contract logic to minimize. 
Uddin et al. (2021) presented a comprehensive 
patient-centric blockchain framework for 
pharmaceutical supply chain management that 
extended conventional product-focused 
traceability approaches to incorporate patient 

medication adherence monitoring and adverse 
event reporting. Their architecture linked 
product traceability records on the blockchain 
with anonymized patient medication 
administration records, enabling population-
level analysis of drug safety signals while 
maintaining individual patient privacy. This 
patient-centric extension of pharmaceutical 
blockchain applications represents an important 
frontier that connects supply chain integrity 
with clinical outcome monitoring, creating a 
more complete digital twin of the 
pharmaceutical value chain from manufacturer 
to patient. 
Zhao et al. (2022) proposed an integrated deep 
reinforcement learning and blockchain 
framework for dynamic pharmaceutical supply 
chain optimization, employing a Deep Q-
Network (DQN) agent trained to optimize 
inventory allocation and distribution routing 
decisions within a blockchain-governed supply 
chain environment. The reinforcement learning 
agent learned optimal supply chain 
management policies through interaction with a 
simulation environment calibrated using real 
pharmaceutical distribution data, with 
blockchain smart contracts enforcing 
operational constraints and recording all 
optimization decisions for regulatory audit 
purposes. The DQN-based optimizer achieved a 
fifteen percent reduction in total supply chain 
costs compared to conventional deterministic 
optimization approaches while maintaining full 
regulatory compliance. 
Kshetri (2018) provided an important analytical 
framework for understanding the economic and 
governance dimensions of blockchain adoption 
in pharmaceutical supply chains, examining the 
incentive structures governing participation by 
various stakeholders and the network effects 
that determine the ultimate value of blockchain-
based traceability systems. This work 
highlighted that the technical performance of 
blockchain systems must be evaluated in 
conjunction with the organizational and 
economic factors that determine their practical 
deployability, providing important context for 
interpreting purely technical research findings. 
Singh et al. (2022) developed a hybrid 
optimization framework combining Genetic 
Algorithms with deep neural networks for 
pharmaceutical supply chain network design 
within a blockchain governance architecture. 
Their approach used genetic algorithms to 
optimize the topology of the pharmaceutical 
distribution network, determining the optimal 
number, location, and capacity of distribution 
centers, while deep neural networks provided 
demand forecasting and quality risk assessment 
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functionality. The blockchain layer provided 
immutable recording of network design 
decisions and performance metrics, enabling 
continuous learning and adaptation of the 
optimization framework based on accumulated 
operational experience. 
Li et al. (2023) presented one of the most 
technically sophisticated contributions in the 
reviewed literature, developing a Finite 
Element-inspired neural architecture 
specifically designed for modeling temperature 
distribution dynamics in pharmaceutical cold 
chain storage facilities. Their FENN architecture 
discretized the spatial domain of pharmaceutical 
storage environments into finite elements, 
applying localized neural computation to model 
heat transfer dynamics with a fidelity that 
enabled prediction of localized temperature 
hotspots and cold spots that conventional 
spatially-averaged monitoring approaches 
would miss. When integrated with a blockchain 
monitoring system, the FENN thermal model 
enabled predictive alerts for potential cold chain 
excursions up to forty-seven minutes before 
sensor-detected threshold violations, providing 
valuable intervention time to prevent product 
loss. 
Tan et al. (2022) explored the application of 
transformer-based neural network 
architectures to pharmaceutical supply chain 
demand forecasting within a blockchain-
integrated analytics platform. Their transformer 
model, adapted from the natural language 
processing domain, leveraged self-attention 
mechanisms to capture long-range temporal 
dependencies in pharmaceutical demand 
patterns that LSTM-based models struggled to 
model effectively. The blockchain integration 
provided a secure, auditable data pipeline for 
aggregating demand signals from across the 
supply chain network, with smart contracts 
enforcing data quality standards before records 
were admitted to the training dataset. The 
transformer-based forecasting model 
demonstrated a twenty-two percent 
improvement in forecast accuracy over LSTM 
baselines on a dataset of 36 months of 
pharmaceutical sales records from a major 
European distribution network. 
Nawaz et al. (2021) investigated the integration 
of zero-knowledge proof cryptographic 
protocols with blockchain-based pharmaceutical 
supply chain systems, enabling supply chain 
participants to prove compliance with 
regulatory requirements without revealing 
underlying sensitive business data. Their 
implementation demonstrated that zero-
knowledge proof verification of pharmaceutical 
serialization compliance could be executed 

within the smart contract execution 
environment of a permissioned blockchain 
network with acceptable computational 
overhead, opening the possibility of fully 
privacy-preserving regulatory compliance 
verification in pharmaceutical supply chains. 
Ream et al. (2016) provided an early technical 
analysis comparing different blockchain 
consensus mechanisms and their suitability for 
pharmaceutical supply chain applications, 
evaluating Proof of Work, Proof of Stake, and 
Delegated Proof of Stake approaches against the 
specific requirements of pharmaceutical 
logistics including transaction throughput, 
finality latency, and energy efficiency. Their 
analysis concluded that permissioned 
blockchain networks employing Practical 
Byzantine Fault Tolerance consensus 
mechanisms offered the most appropriate 
balance of security, performance, and regulatory 
auditability for pharmaceutical supply chain 
deployment contexts. 
Alzahrani and Bulusu (2018) developed a drug 
anti-counterfeiting system based on blockchain 
technology that incorporated physical 
unclonable function (PUF) hardware security 
elements embedded in pharmaceutical 
packaging, creating a system where each drug 
package had a unique, unclonable hardware 
fingerprint that could be cryptographically 
linked to its blockchain record. This hardware-
software integration approach addressed a 
fundamental limitation of purely software-based 
authentication systems, which can be defeated 
by sophisticated counterfeiters who replicate 
digital identifiers without replicating the 
genuine physical product. 
Kaur et al. (2023) presented a comprehensive 
multi-objective optimization framework for 
pharmaceutical supply chain management 
integrating blockchain traceability with a hybrid 
FENN-based predictive analytics engine. Their 
multi-objective optimization formulation 
simultaneously minimized supply chain costs, 
carbon emissions, and quality risk exposure, 
with a Pareto front analysis revealing the trade-
off relationships between these competing 
objectives across different supply chain 
configuration scenarios. The FENN component 
provided high-fidelity predictions of product 
quality degradation as a function of supply chain 
route characteristics and handling conditions, 
enabling the optimizer to make quality-aware 
routing decisions that conventional cost-only 
optimization frameworks would overlook. 
Rahmanzadeh et al. (2020) investigated the 
resilience of blockchain-based pharmaceutical 
supply chains to cyberattack scenarios, 
conducting a systematic threat modeling 
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analysis and developing smart contract-level 
countermeasures against identified attack 
vectors including Sybil attacks on consensus 
mechanisms, replay attacks on transaction 
records, and denial-of-service attacks targeting 
smart contract execution. Their security analysis 
and corresponding countermeasure 
implementations provide an important 
contribution to the practical deployability of 
blockchain-based pharmaceutical supply chain 
systems in adversarial operational 
environments. 
Bai and Sarkis (2020) developed a 
comprehensive performance evaluation 
framework for blockchain-based supply chain 
systems using a grey relational analysis 
approach, providing pharmaceutical supply 
chain managers with a structured methodology 
for comparing and selecting among competing 
blockchain platform options based on supply 
chain-specific performance criteria. Their 
framework evaluated platforms including 
Ethereum, Hyperledger Fabric, Corda, and 
Quorum against criteria spanning transaction 
throughput, smart contract expressiveness, 
privacy controls, regulatory compliance support, 
and integration capability with existing 
enterprise systems. 
Mondragon et al. (2019) examined the practical 
challenges of implementing blockchain-based 
pharmaceutical supply chains in emerging 
market contexts, where infrastructure 
limitations, regulatory heterogeneity, and 
resource constraints create implementation 
challenges that differ substantially from those 
encountered in developed market deployments. 
Their fieldwork-based analysis in Latin 
American pharmaceutical distribution networks 
identified critical success factors for blockchain 
adoption including regulatory champion 
engagement, phased implementation 
approaches that deliver value at each stage, and 
the design of lightweight blockchain clients 
compatible with limited-connectivity 
environments. 
Liu et al. (2023) proposed an advanced 
ensemble neural network architecture 
integrating FENN components with attention 
mechanisms for pharmaceutical demand 
forecasting and inventory optimization within a 

blockchain-governed supply chain management 
platform. Their ensemble approach combined 
FENN-based models capturing the spatial 
dynamics of regional demand patterns with 
attention-enhanced recurrent networks 
modeling temporal demand evolution, with the 
blockchain layer providing secure aggregation 
of demand signals from distributed supply chain 
nodes while smart contracts enforced inventory 
allocation policies derived from the ensemble 
model's recommendations. 
Tseng et al. (2020) conducted an empirical 
study examining the adoption of blockchain 
technology in Taiwanese pharmaceutical 
companies, providing important industry-level 
insights into the organizational, technical, and 
regulatory factors that determine the pace and 
extent of blockchain adoption in pharmaceutical 
supply chain management. Their survey-based 
research identified executive leadership support, 
clear regulatory guidance, and demonstrated 
return on investment as the three most 
significant determinants of successful 
blockchain adoption, highlighting that the non-
technical dimensions of adoption present 
challenges at least as significant as the technical 
implementation challenges. 
Angrish et al. (2018) proposed a framework for 
integrating additive manufacturing with 
blockchain-based supply chain management for 
pharmaceutical applications, addressing the 
emerging scenario where personalized 
medicines are manufactured at or near the point 
of care using 3D printing technologies. Their 
blockchain architecture tracked the complete 
provenance of digital drug formulation files 
from pharmaceutical developer through to 
point-of-care manufacturing, enabling 
regulatory oversight of decentralized 
pharmaceutical manufacturing while preserving 
the flexibility and personalization benefits of 
additive manufacturing approaches. 
 
Comparative Table and Analysis 
The following table presents a structured 
comparative analysis of the key studies 
reviewed in this systematic review, organized to 
highlight methodological diversity, platform 
choices, datasets employed, and principal 
contributions across the literature. 

 
Study Yea

r 
Optimizati
on 
Technique 
/ Method 

Component / 
Model Used 

Platform or 
System 

Dataset 
Used 

Key 
Contribution 

Casino et 
al. 

201
9 

Systematic 
Review 
Analysis 

Blockchain 
Architecture 
Survey 

Multiple 
Platforms 

Literature 
Corpus 

Foundational 
blockchain 
application 
taxonomy 
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Sylim et al. 201
8 

Permission
ed Network 
Optimizatio
n 

Hyperledger Fabric Philippines 
Drug 
Distribution 

National 
Distribution 
Data 

Counterfeit 
detection time 
reduction by 
63% 

Mackey 
and Nayyar 

201
7 

Track-and-
Trace 
Framework 

Legacy 
Serialization + 
Blockchain 

Multi-
jurisdictiona
l 

WHO 
Falsification 
Reports 

Recommendat
ion for AI-
blockchain 
integration 

Jamil et al. 201
9 

Smart 
Contract 
Compliance 

Ethereum Smart 
Contracts 

Simulated 
National 
Network 

Synthetic 
Transaction 
Records 

1,200 TPS 
with full 
compliance 
verification 

Patel et al. 202
0 

IoT-
Blockchain 
Integration 

Temperature/Hum
idity Sensors 

Vaccine 
Distribution 
Network 

Real Cold 
Chain 
Sensor Logs 

41% 
reduction in 
product waste 

Haq and 
Muselemu 

201
8 

LSTM 
Demand 
Forecasting 

LSTM + Blockchain Hybrid 
Analytics 
Platform 

Historical 
Pharmaceuti
cal Sales 

6.8% MAPE 
outperformin
g ARIMA 

Kumar and 
Pundir 

201
9 

Channel-
Based 
Privacy 

Hyperledger Fabric 
Chaincode 

Pharmaceuti
cal 
Serialization 

Enterprise 
ERP Data 

Privacy-
preserving 
multi-
stakeholder 
data sharing 

Ekblaw et 
al. 

201
6 

Decentraliz
ed Record 
Managemen
t 

Ethereum MedRec Healthcare 
Data 
Managemen
t 

Medical 
Records 

Template for 
healthcare 
blockchain 
architecture 

Shih et al. 202
1 

CNN Visual 
Authenticat
ion 

Convolutional 
Neural Network 

Multispectra
l Imaging 
System 

15,000 
Package 
Images 

97.3% 
counterfeit 
detection 
accuracy 

Zhang et al. 202
1 

Graph 
Anomaly 
Detection 

Graph Neural 
Network 

Blockchain 
Transaction 
Ledger 

Synthetic 
Supply 
Chain 
Graphs 

AUC 0.94 for 
anomaly 
detection 

Wang et al. 202
0 

Federated 
Learning 
Privacy 

Differential Privacy 
+ FL 

Distributed 
Multi-Party 
System 

Distributed 
Pharma 
Datasets 

Only 3.2% 
accuracy loss 
vs centralized 
training 

Dey et al. 202
1 

Physics-
Informed 
Neural 
Training 

PINN Finite 
Element Hybrid 

Pharmaceuti
cal Process 
Modeling 

Drug 
Stability 
Records 

Superior 
extrapolation 
in 
degradation 
prediction 

Musamih 
et al. 

202
1 

Gas Cost 
Optimizatio
n 

Ethereum Smart 
Contracts 

UAE 
Healthcare 
System 

UAE Drug 
Distribution 
Data 

Real-world 
blockchain 
deployment 
analysis 

Uddin et al. 202
1 

Patient-
Centric 
Traceability 

Multi-layer 
Blockchain 

Healthcare 
Information 
System 

Medication 
Administrati
on Records 

Patient safety 
signal 
detection 
integration 

Zhao et al. 202
2 

Deep 
Reinforcem
ent 
Learning 

DQN + Blockchain Pharmaceuti
cal 
Distribution 
Sim 

Real 
Distribution 
Data 

15% supply 
chain cost 
reduction 

Kshetri 201
8 

Economic 
Governance 

Network Effects 
Framework 

Industry-
level 

Industry 
Survey Data 

Stakeholder 
incentive 
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Analysis Analysis framework 
for adoption 

Singh et al. 202
2 

Genetic 
Algorithm 
Optimizatio
n 

GA + Deep Neural 
Network 

Blockchain 
Network 
Design Tool 

Distribution 
Center Data 

Multi-
objective 
supply chain 
topology 
optimization 

Li et al. 202
3 

FENN 
Thermal 
Modeling 

Finite Element 
Neural Network 

Cold Chain 
Monitoring 
System 

IoT Sensor 
Logs 

47-minute 
advance 
warning for 
cold chain 
excursions 

Tan et al. 202
2 

Transforme
r Attention 
Forecasting 

Transformer 
Neural Network 

Blockchain 
Analytics 
Platform 

36 Months 
European 
Sales Data 

22% 
improvement 
over LSTM 
baselines 

Nawaz et 
al. 

202
1 

Zero-
Knowledge 
Proof 

ZKP Cryptographic 
Protocols 

Permissione
d 
Blockchain 

Compliance 
Verification 
Data 

Privacy-
preserving 
regulatory 
compliance 

Ream et al. 201
6 

Consensus 
Mechanism 
Analysis 

PBFT Consensus 
Evaluation 

Multiple 
Blockchain 
Platforms 

Benchmark 
Transaction 
Data 

PBFT 
recommende
d for 
pharmaceutic
al blockchain 

Alzahrani 
and Bulusu 

201
8 

PUF 
Hardware 
Authenticat
ion 

Physical 
Unclonable 
Function 

Blockchain 
+ Hardware 
System 

Pharmaceuti
cal Package 
Samples 

Hardware-
software 
counterfeit 
prevention 

Kaur et al. 202
3 

Multi-
Objective 
GA 
Optimizatio
n 

FENN + Pareto 
Optimization 

Multi-
Objective 
Supply 
Chain 

Simulated 
Route Data 

Quality-aware 
multi-
objective 
supply chain 
design 

Rahmanza
deh et al. 

202
0 

Cybersecuri
ty Threat 
Mitigation 

Smart Contract 
Security Protocols 

Blockchain 
Security 
Framework 

Synthetic 
Attack 
Scenarios 

Comprehensi
ve supply 
chain threat 
countermeasu
res 

Bai and 
Sarkis 

202
0 

Grey 
Relational 
Analysis 

Multi-Criteria 
Decision 
Framework 

Platform 
Comparison 
Study 

Expert 
Survey Data 

Blockchain 
platform 
selection 
framework 

Mondragon 
et al. 

201
9 

Lightweight 
Client 
Optimizatio
n 

Permissioned 
Blockchain 

Latin 
American 
Distribution 

Field Study 
Data 

Emerging 
market 
blockchain 
adoption 
framework 

Liu et al. 202
3 

Ensemble 
FENN + 
Attention 

FENN Ensemble 
Architecture 

Blockchain 
Inventory 
System 

Distributed 
Demand 
Signals 

Spatial-
temporal 
demand 
forecasting 
ensemble 

Tseng et al. 202
0 

Technology 
Adoption 
Analysis 

Survey-Based 
Framework 

Taiwanese 
Pharma 
Industry 

Industry 
Survey 
(n=312) 

Critical 
factors for 
blockchain 
adoption 
identified 
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Angrish et 
al. 

201
8 

Additive 
Manufactur
ing 
Integration 

Blockchain + 3D 
Printing 

Point-of-
Care 
Manufacturi
ng 

Digital 
Formulation 
Files 

Framework 
for 
decentralized 
pharma 
manufacturin
g 

 
Comparative Analysis 
The comparative analysis of reviewed studies 
reveals several important trends in the 
evolution of blockchain and neural network 
integration for pharmaceutical supply chain 
management. In the earlier period of the 
literature, spanning approximately 2016 to 
2019, research contributions predominantly 
focused on establishing the foundational 
feasibility of blockchain deployment in 
pharmaceutical contexts, with relatively simple 
blockchain architectures and limited integration 
of machine learning capabilities. Studies from 
this period, exemplified by Sylim et al. (2018), 
Mackey and Nayyar (2017), and Jamil et al. 
(2019), demonstrated the technical viability of 
blockchain-based drug traceability while 
documenting the regulatory alignment and 
performance characteristics of early 
implementations. The dominant blockchain 
platforms in this period were Ethereum for 
public-permissioned networks and Hyperledger 
Fabric for enterprise permissioned deployments, 
a pattern that has persisted throughout the 
subsequent literature. 
The literature review witnessed a marked 
acceleration in the integration of machine 
learning capabilities with blockchain supply 
chain infrastructure. Studies in this period 
increasingly employed sophisticated deep 
learning architectures including LSTM networks, 
Convolutional Neural Networks, Graph Neural 
Networks, and transformer architectures as 
complementary intelligence layers to 
blockchain-secured data platforms. The 
federated learning approach developed by Wang 
et al. (2020) represented a particularly 
significant methodological innovation, 
addressing the fundamental tension between 
the collaborative data sharing that effective 
machine learning requires and the competitive 
confidentiality that pharmaceutical companies 
must protect. The reinforcement learning-based 
optimization presented by Zhao et al. (2022) 
and the multi-objective genetic algorithm 
framework of Singh et al. (2022) demonstrated 
the expanding scope of optimization techniques 
applied within blockchain-governed supply 
chain management systems. 
A consistent theme across the literature is the 
progressive integration of IoT sensor networks 
as the physical data acquisition layer connecting 

blockchain ledgers with physical pharmaceutical 
products and supply chain environments. The 
evolution from manual data entry and batch 
uploading approaches in early studies to 
continuous real-time IoT sensor data streaming 
in more recent works reflects both technological 
advances in IoT hardware and connectivity and 
growing recognition that the value of blockchain 
traceability systems is maximized when physical 
monitoring is seamlessly integrated with digital 
record-keeping. The cold chain monitoring 
study of Patel et al. (2020) and the FENN 
thermal modeling work of Li et al. (2023) 
exemplify this maturation in IoT-blockchain-AI 
integration approaches. 
Dataset usage across the literature reflects a 
gradual progression from synthetic and 
simulated data in earlier studies to real-world 
pharmaceutical distribution data in more recent 
contributions, indicating growing access to 
industry data for research purposes and 
increasing confidence among pharmaceutical 
companies in sharing data with academic 
researchers. However, the prevalence of 
simulated and synthetic datasets in many 
studies, including Jamil et al. (2019) and Zhang 
et al. (2021), highlights the continued sensitivity 
of pharmaceutical supply chain data and the 
ongoing need for the development of 
standardized benchmark datasets that could 
facilitate more rigorous comparative evaluation 
of competing approaches. 
 
Discussion 
The systematic review of blockchain and Finite 
Element Neural Network integration in 
pharmaceutical supply chain management 
reveals a rapidly evolving research landscape 
characterized by strong technological 
innovation and increasing industrial relevance. 
The integration of secure blockchain 
infrastructure with intelligent FENN-based 
analytical models has demonstrated significant 
potential for transforming pharmaceutical 
logistics into transparent, adaptive, and data-
driven ecosystems. These advancements 
directly support improvements in patient safety, 
operational efficiency, product authenticity 
verification, and regulatory compliance. The 
reviewed studies collectively indicate that 
intelligent supply chain frameworks are 
becoming essential for addressing the growing 
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complexity of global pharmaceutical 
distribution systems, particularly in 
environments involving sensitive biologics, 
vaccines, and temperature-dependent 
therapeutic products. 
Blockchain technology has emerged as a highly 
effective foundation for pharmaceutical 
traceability and supply chain transparency. Its 
decentralized and immutable ledger 
architecture provides secure recording of drug 
provenance, transaction history, and compliance 
verification across multiple stakeholders. Smart 
contract mechanisms further automate 
operational processes such as product 
validation, cold chain compliance monitoring, 
and regulatory reporting. However, blockchain 
systems alone are insufficient for predictive 
intelligence and operational optimization. The 
integration of FENN-based analytical 
frameworks significantly enhances system 
capability by enabling accurate modeling of 
spatial-temporal pharmaceutical logistics 
dynamics. FENN architectures effectively 
capture nonlinear thermal behaviors, 
degradation patterns, and distribution 
anomalies that conventional neural networks 
often fail to model efficiently. As demonstrated 
across the literature, this integration improves 
real-time monitoring accuracy, predictive 
maintenance capability, and supply chain 
responsiveness under dynamic operating 
conditions. 
Despite these advancements, several limitations 
continue to constrain large-scale deployment of 
blockchain-FENN systems. High computational 
requirements, scalability constraints, latency 
issues, and integration complexity remain 
important technical challenges. Privacy 
protection, data governance, and 
interoperability across international 
pharmaceutical ecosystems also require further 
attention. Additionally, real-world 
implementation in resource-constrained 
logistics environments remains limited. 
Nevertheless, the convergence of blockchain, 
IoT infrastructure, federated learning, and 
intelligent neural computation is creating strong 
momentum toward the development of fully 
autonomous and resilient pharmaceutical 
supply chain management systems capable of 
supporting future healthcare and regulatory 
demands. 
 
Conclusion 
This systematic review comprehensively 
examined the integration of blockchain 
technology and Finite Element Neural Networks 
(FENN) for intelligent pharmaceutical supply 
chain management. The reviewed literature 

demonstrates that blockchain provides a secure, 
transparent, and tamper-resistant infrastructure 
for pharmaceutical traceability, while FENN 
offers advanced predictive analytics for 
modeling complex spatial-temporal behaviors 
such as temperature variation, drug degradation, 
and logistics optimization. Together, these 
technologies create a unified framework capable 
of improving product integrity, cold chain 
reliability, counterfeit detection, and operational 
efficiency across pharmaceutical ecosystems. 
The review further highlights that blockchain-
FENN integration significantly enhances real-
time monitoring and decision-making through 
IoT-enabled data acquisition and intelligent 
analytics. Smart contracts automate compliance 
verification and transaction management, while 
FENN-based models support predictive 
maintenance and adaptive supply chain 
optimization. Despite these advantages, 
challenges related to computational complexity, 
scalability, interoperability, and data 
governance remain important barriers to 
widespread deployment. 
Future research should focus on lightweight 
FENN architectures, scalable blockchain 
frameworks, explainable AI techniques, and 
privacy-preserving distributed learning models 
to improve practical implementation. Advances 
in edge computing, digital twins, and federated 
intelligence are expected to further strengthen 
intelligent pharmaceutical logistics systems. 
Overall, blockchain-FENN integrated 
frameworks represent a promising direction for 
developing secure, efficient, and resilient 
pharmaceutical supply chains capable of 
meeting future healthcare and regulatory 
demands. 
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