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Abstract

The rapid growth of e-commerce has greatly boosted the frequency of
online payment fraud, and poses a great challenge to both financial
institutions and consumers. This paper proposes a machine learning-
based fraud detection system utilizing random forest and decision
structure algorithms, which are capable of detecting suspicious
transactions efficiently. This model is trained according to historical
transaction data and has characteristics such as steps, transaction
type, Amount, oldbanance(origin),
newbalance(origin),oldbanance(dest),newbanance(dest) and fraud
indicators. Comprehensive testing shows strong accuracy, accuracy,
recall and F1 scores for the model, which reduces both false positives
and false negatives.
This work also examines how selecting and adjusting characteristics
via hyperparameters affects and reports that fine-tuning of such
factors improves the effectiveness of identification. To compensate
for the lessons that characterize fraud perception, this study uses
class weighting techniques to improve model skills and recognize
fraudulent transactions. The results examine the potential for
machine learning to improve fraud prevention systems and provide a
scalable, customizable solution to improve the security of digital
financial transactions.

Introduction

The threat of payment fraud has grown
exponentially with the accelerated expansion of
online financial transactions, and this has posed
severe issues for both customers and financial
institutions. Deceptive actions will result in heavy
economic losses, impact the business operations
and erode confidence in electronic payment
systems. Traditional dominant fundamental scale
detection systems often stay behind the ever-
changing strategies used by fraudsters. Machine
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learning (ML) has proven to be an effective tool
for these problems thanks to its ability to address
large data records, capture undiscovered patterns,
and create accurate projections.

Numerous transaction attributes like procedure
(timestep), type (transaction type: Payment,Cash-
in,Debit, Transfer), amount (transaction amount),
target credits and isFraud (target label: fraud 1,
legal 0) are part of the Kaggle dataset used for
training the model. Data records are handled to
maintain consistency by addressing missing
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values, categorical variables, and normalization.
Accuracy is the primary evaluation measure, and
training and testing are done in a split of 80-20.
Joblib will be used in the future to save it to
maintain uniformity in applying and testing
trained models of new data. Assess the
performance of your model and present a detailed
performance check with metrics that incorporate
accuracy, accuracy, recall and F1 scores. In
addition, we use feature analysis to find out which
features have the largest predictions of fraudulent
transactions and offer valuable information
regarding causes of payment fraud.

By using strategies such as a class weighting to
prevent the model from being biased in majority
classes(legal submission), this study also
addresses class imbalance, common issues of
fraud detection. This improves fraud detection
accuracy.

By using random forest and decision-making
models, this study aims to develop a robust and
scalable fraud making systems that can classify
transaction a fraudulent or legal.

LITERATURE REVIEW

Online payment fraud detection is heavily based
on ML methods such as Decision Tree (DT),
Random Forest (RF), Logistics Regression (LR),
and SVM, providing greater accuracy. Functional
engineering (amount, location, device) provides
improved performance, and real-time detection
via streaming data increases fraud prevention.
Hybrid models using two or more algorithms
show higher accuracy and reliability, but have
difficulty with class failures and false positive
results [1].

This work identifies flaws in traditional fraud
detection systems and introduces ML-based
solutions with improved accuracy random forests.
Analyze transaction data (payment methods,
accounting, etc.) to mark transactions as
fraudulent or actual. The system implements a
flask to recognize real-time and is evaluated using
accuracy, accuracy, recall, and F1 scores. This
means that increasing online payment security
demonstrates benefits [2].

The literature highlights the shift to machine
learning models (ML) for conventionally based

systems to identify online payment fraud. Decision
Tree (DT) and Random Forest (RF) are common
algorithms, with RF improving accuracy and
having fewer numbers. The big challenges are
class, real-time detection, and data protection
protection. The model is tested using accuracy,
accuracy, recall, and F1 scores. Future trends
demonstrate hybrid approaches and deep learning
to improve fraud detection [3].

With the rapid growth of e-commerce, there is a
necessity to detect fraud in online payment.
Machine learning models such as Decision Trees
and Random Forest efficiently identify suspicious
transactions based on factors like amount,
location, and user behavior. Overcoming class
imbalance and using real-time detection can
improve the accuracy. Latest researches consider
hybrid models to enhance the efficiency of fraud
detection [4].

The literature highlights the use of algorithms in
machine learning, such as decision-making, to
identify online payment fraud. Key transaction
attributes, including amounts and locations, help
identify suspicious transactions. The assignment
is a real time processing to the class hungry. The
new development emphasizes ensemble models
and deep learning to improve accuracy and
efficiency [5].

With the rise in online transactions, fraud
detection has become essential. The literature
states that machine learning models such as
decision-making-random forests, deep learning,
etc. are recorded for fraudulent payment
detection. Some of the challenges are class
disorders and actual time detection. While Small
technology can help improve accuracy, research
focuses on future hybrid models to improve fraud
detection [6].

If online scams are growing, accurate recognition
is essential. Machine learning models such as
decision making, random forests and neural
networks are precision optionshighlighted in the
literature. Although RF is stable, deep learning
manages complex patterns. Data - Changes in echo
weights and fraud strategies are challenges.
Methods such as Small improve the output of the
model [7].
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Fig. 1: Flowchart of the working model
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Fig. 2: Sample transaction collected and stored in csv format
RESEARCHMETHODOLOGY DataPreprocessing:Problem prevention, the
CaptureDataset: Pandas is used to import isFraud field is quantified in numeric format to
transaction-checkpoint.csv dataset and is stored prevent data records with missing values. Data
in dataframe.This includes recordings of money cleaning improve performance by receiving
transaction and detail about the type, amount and accurate and constant information of the model.
effectiveness of the transaction. These raw data
are extremely important for training and testing Feature Selectionand Trans formation: Key
the model. attributes such as step, type, amount and balance
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etc selected for the training the model. Type
column are formatted and converted to numeric
format with machine learning algorithms.

Model Column Saving: The function column
names used for training are stored in the model
columns. pkl. if you provide a model for new data,
you will receive a consistency format.

Split Dataset: Using train_test_split, the training
data is split 80% and 20% for testing. The test set
determines the accuracy of the model for
unknown data, while the training set trains for
model for the pattern.

Model Training: Model trained into,
Random Forest: Anensem blemodel
reducesover fitting by

that

combining multiple

Accuracy of models:
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decision trees.

Decision Tree: A less complex model the employs
a tree-like model to categorize transactions.

Model Saving:

Both models decision tree and random forest are
stored in .pkl file, so young remains for future use
without retraining. This way you can reuse the
solution.

Model Evaluation: The model can evaluated with
accuracy_score() to see how differentiates
between invalid or regular transactions. The
evaluation includes accuracy, accuracy, precision,
recall and F1 scores to measure overall
performance.
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PS E:\OnlinePaymentFroudDetectoion> python train_model. py

Random Forest Metrics:
- OG0

Tree Metrics:

PS5 E:\OnlinePaymenmtFroudDetectoion> I

RESULT AND DISCUSSION
Random Forest Metrics:
Accuracy: 0.9960
Precision: 1.0000
Recall: 0.7143

F1-score: 0.8333
Decision Tree Metrics:
Accuracy: 0.9920
Precision: 0.7500
Recall: 0.6429
F1-score: 0.6923

CONCLUSION

The Online Payment Fraud Detection solution
accurately detects the fraud transactions utilizing
Random Forest and Decision Tree algorithms.
Through the data preprocessing and conversion,
the solution provides appropriate and consistent
inputs to train models. The models prove to have
high accuracy with consistent performance as
assured by testing metrics. Trained and saved
in.pkl format, the models easily allow reuse when
predicting in future instances, resulting in the
scalability and effectiveness of the solution to use
in actual fraud detection.
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