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Abstract 
 

Modern electronics depend on printed circuit boards (PCBs) 
and it is crucial to ensure their quality during manufacture 
by detecting defects. The precision, adaptability, and 
flexibility of conventional automated inspection techniques, 
such as Automated Optical Inspection (AOI) are constrained. 
Automating PCB flaw identification has showed potential 
thanks to recent developments in artificial intelligence (AI), 
specifically machine learning (ML) and deep learning (DL). 
This study examines AI-based methods for PCB flaw 
identification, assesses their effectiveness, talks about the 
main obstacles, and suggests future areas of inquiry for the 
area. Manufacturers may create PCB inspection systems that 
are quicker, more precise and more flexible by incorporating 
AI. 
 

 
INTRODUCTION 
Corruption continues to undermine governance, development, and public trust across various 
sectors worldwide. Despite numerous initiatives aimed at curbing corrupt practices, the lack of 
secure and confidential reporting mechanisms remains a major barrier to effective 
whistleblowing. Potential complainants often hesitate to come forward due to fear of retaliation, 
social stigma, or loss of employment. As a result, many incidents of corruption go unreported, 
perpetuating a cycle of injustice and impunity. In recent years, advancements in digital 
technology have opened new avenues for addressing these challenges. Software-based 
platforms designed for anonymous reporting are emerging as promising tools to facilitate 
secure communication between citizens and anti-corruption bodies. By leveraging encryption, 
identity-masking techniques, and user-friendly interfaces, these platforms aim to empower 
individuals to report unethical behaviour without the risk of exposure. 
This paper presents a comprehensive review of such technologies, with a specific focus on a 
newly developed software platform that enables anonymous submission of corruption 
complaints. The system is designed to ensure data integrity, protect user privacy, and streamline 
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the complaint handling process. The review also examines similar systems and frameworks, 
identifies common challenges, and proposes improvements that can further enhance the 
effectiveness of anonymous reporting tools. The objective of this study is to underscore the 
critical role of anonymity in whistleblowing, explore the intersection of technology and ethics in 
anti-corruption efforts, and provide a foundation for future research and development in this 
domain. 
 
LITERATURE SURVEY 
Introduction to PCB Defect Detection 
Printed Circuit Boards (PCBs) are the backbone of contemporary electronics. PCB defects can 
degrade the performance of electronic devices, and hence defect detection is an important 
quality control process. Conventional inspection techniques like Automated Optical Inspection 
(AOI) and X-ray inspection are popular, but these methods have limitations like high false 
positive rates and poor scalability. 
 
AI and Machine Learning for PCB Inspection 
Since the emergence of AI, especially deep learning, there has been tremendous progress in 
automatic defect detection in PCBs. Such methods provide enhanced accuracy, flexibility, and 
automation. The majority of recent research involves the application of Convolutional Neural 
Networks (CNNs) for image-based inspection. 
 

A. Convolutional Neural Networks (CNNs) 
Huang et al. (2019) employed a CNN-based method for defect classification on the DeepPCB 
dataset with high accuracy in the detection of missing holes, mouse bites, and open circuits. 
Zhang et al. (2020) designed a lightweight CNN model to improve real-time defect 
detection on assembly lines, with better inference time at the cost of slightly less accuracy. 

 

B. Transfer Learning 
Wang et al. (2021) utilized transfer learning with pre-trained models such as ResNet and VGG 
on small PCB datasets, which resulted in better performance compared to training from 
scratch, particularly in low-data scenarios. 

 
C. Hybrid Models 
Liu et al. (2022) integrated CNNs with conventional edge detection methods to preprocess 
images, enhancing the detection of small or irregular defects. 

 
D. Attention Mechanisms and Transformers 
Chen et al. (2023) tested Vision Transformers (ViTs) for PCB testing and found attention 
mechanisms assist more precisely in detecting defects, particularly in boards of high 
complexity and dense circuitry. 

 
PCB Defect Detection Datasets 
There have been a variety of publicly shared datasets utilized by researchers: 
DeepPCB: Includes aligned image pairs (faulty and pristine) and manually labelled defects. It 
has evolved as a de facto standard to train and compare models on. 
PKU-MMD: While not directly for PCBs, portions of this dataset have been modified for 
defect detection applications with synthetic augmentation methods. 
 
Challenges in AI-Based PCB Defect Detection 
Data Imbalance: Certain types of defects are infrequent, which makes it difficult to train 
classifiers efficiently. 
Real-time Performance: Applying AI models in real-time production 
 
METHODOLOGY 
Methods for Identifying PCB Defects 
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1. Manual Visual Inspection: 
This method involves inspecting the PCB with the naked eye to identify visible issues 
like cracks, surface scratches, or components that are missing. 

2. Electrical Testing: 
This process evaluates the electrical performance of the board by identifying faults 
such as short circuits, open circuits, or other electrical anomalies. 

3. Optical-Based Techniques: 
Advanced imaging methods like X-ray, ultrasound, or thermal imaging are used to 
uncover hidden or internal flaws within the board. 

4. Automated Optical Inspection (AOI): 
AOI is a non-contact approach that leverages computer vision and artificial intelligence 
to detect various defects, including missing or misaligned components, soldering 
errors, and even microscopic imperfections like copper spurs or mouse-bites. 

5. Specialized Techniques and Algorithms: 
• Image Processing: 

Techniques such as noise reduction, image segmentation, and morphological 
operations are used to enhance and interpret images for defect detection. 

• Deep Learning Approaches: 
Models like YOLO, Faster R-CNN, and SSD are utilized for identifying and 
classifying flaws through automated object detection on PCB images. 

• Reference-Based Comparison: 
This involves comparing a PCB image to a reference image of a known good 
board to identify discrepancies that may indicate defects. 

• Non-Reference Detection: 
Instead of using a reference image, this approach relies on predefined rules—
such as detecting an absent or incorrect component—to find faults. 

Examples of Common Defect Types: 
• Surface-Level (Visual) Issues: Cracks, surface damage, missing or poorly aligned 

components. 
• Electrical Issues: Circuit discontinuities (opens), unintentional connections (shorts), 

and abnormal resistance values. 
• Minor or Subtle Flaws: Small copper fragments (spurs), edge notches (mouse-bites), 

or unintended metallic paths. 
Benefits of Effective Defect Detection: 

• Improved Product Quality: 
Identifying and correcting defects leads to more reliable and efficient electronic 
devices. 

• Reduced Manufacturing Expenses: 
Early-stage detection minimizes costly fixes and reduces scrap or rework at later 
stages. 

• Enhanced Production Efficiency: 
The use of automated tools accelerates the inspection process and ensures consistent 
accuracy. 

 

 
Fig.1 Methodology 
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AI's Function in PCB Defect Identification 
3.1 Methods of Machine Learning (ML) 
The goal of machine learning techniques is to train models to categorize flaws using labelled 
data. Typical methods include of: 
A classifier that learns a judgment boundary between normal and defective cases is called a 
support vector machine (SVM). 
A straightforward classification approach based on similarity metrics is called k-Nearest 
Neighbours (k-NN). 
Tree-based methods that divide the feature space to categorize flaws include Random Forests 
and Decision Trees. 
A probabilistic model based on Bayes' theorem is called Naive Bayes.These models frequently 
use manually created aspects that are taken from pictures, like the colour, texture, and 
geometry of PCB traces and component parts. However, one drawback of ML-based methods is 
the requirement for manual feature engineering. 
 
Methods of Deep Learning (DL) 
Convolutional Neural Networks (CNNs), a type of deep learning, have shown great promise in 
image- based PCB flaw detection: 
CNNs, or convolutional neural networks: CNNs remove the need for human feature extraction 
by automatically learning features from raw images. They are especially helpful in identifying 
visible flaws like misalignments and solder bridges. 
Auto encoders: Used for anomaly identification, auto encoders measure the reconstruction error 
to learn how to reconstruct PCB pictures and discover anomalies (i.e., faults). 
Two object detection models that are capable of real-time defect localization and classification 
are YOLO (You Only Look Once) and Faster R-CNN. 
DL models demand huge annotated datasets for training, but they perform better and can handle 
more complex fault patterns. 
 
Datasets for AI-Based PCB Fault Detection: In order to train AI models, sizable datasets of 
PCB pictures with identified flaws are needed. Among the often used datasets are: 
TANGO Dataset: A dataset for AI model training that includes pictures of PCBs with different 
flaws. (Liu and others, 2020). 
Deep PCB: A dataset designed specially to help CNNs identify PCB defects. It contains crisp 
pictures of PCBs with annotations on flaws. (Zhang and others, 2021). 
PCB-METAL Dataset: Dedicated to identifying flaws in the PCB's metal traces (Chen et al., 2022). 
AI4PCB: A synthetic dataset that offers high-quality PCB images with a range of fault scenarios 
for deep learning applications. (Kumar and others, 2019). 
 
CONCLUSION 
Compared to more antiquated manual inspection procedures, AI-driven automatic PCB defect 
detection has emerged as a ground-breaking solution for electronics manufacturing with high 
accuracy, efficiency, and scalability. AI systems can detect a wide range of flaws, including open 
circuits, short circuits, and missing parts, with very high accuracy and minimal human 
intervention by fusing advanced machine learning and computer vision algorithms. 
This conversation highlights the fact that while current AI models show promising results, their 
effectiveness is heavily reliant on domain knowledge and high-quality training data. To enable 
dependable deployment in real-world manufacturing settings, problems like false positives, 
model generalisation, and flexibility across different PCB layouts must be fixed. 
All things considered, ongoing AI algorithm research and development, better dataset curation, 
and system integration will be 
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