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Peer Review Information Abstract
Submission: 21 Feb 2025 The increasing incidence of crimes against women has
Revision: 25 March 2025 highlighted the necessity for real- time safety solutions. This
Acceptance: 30 April 2025 paper presents the design and development of a mobile-
based Women Safety Application that enables users to send
Keywords instant emergency alerts with GPS location to pre- registered
contacts. Core features include SMS-based alerting, shake
Android Studio gesture detection using accelerometer sensors, and location
Kotlin tracking via the Fused Location Provider Client. The
Google Maps API application is developed using Android Studio with
Shake Detection Kotlin/Java, integrated with Firebase for backend services

and Google Maps API for geolocation. A Room Database or
Shared Preferences is used for local data storage. The UI/UX
is designed using tools like Figma, focusing on simplicity and
responsiveness. The Waterfall Model guides the project
lifecycle, ensuring systematic requirement analysis, modular
implementation, and thorough testing. The app supports
psychological and medical assistance through helpline
integration and offers environmental insights by identifying
unsafe zones. It also aids legal processes by collecting digital
evidence and enabling direct reporting. This review
emphasizes the multidisciplinary relevance of the solution
technologically, legally, medically, and socially making it a
robust tool for enhancing women's safety.

INTRODUCTION
In recent years, the safety of women has become a pressing global concern, especially in urban and
semi-urban areas where cases of harassment, assault, and stalking are increasingly reported.
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Traditional safety measures often fall short in providing timely help, highlighting the need for
smart, technology-based interventions. Mobile applications offer a powerful platform to bridge this
gap, enabling real-time assistance and empowering women through instant communication, location
sharing, and alert systems. The proposed Women Safety Application aims to provide immediate
emergency alerts using SMS and GPS technologies, triggered by simple actions like a shake gesture
or button press. The app is designed to be lightweight, responsive, and user- friendly, incorporating
essential services like medical support, psychological counseling, and legal assistance. It also uses
crowd- sourced data and Al integration to highlight unsafe zones and support better urban
planning. This paper reviews the development, features, and real- world impact of the application,
and emphasizes its relevance in enhancing safety and promoting women’s autonomy in public and
private spaces.

LITERATURE REVIEW

The integration of mobile technology into personal safety measures has been a focal point in recent
research. Applications like notOK have demonstrated the efficacy of panic- button functionalities,
enabling users to send immediate alerts to pre-selected contacts along with their GPS location
during emergencies. Such features are crucial in situations where individuals face mental or
physical distress and require swift assistance.

Legal frameworks have also been explored to enhance women's safety through technological
means. India's Tele-Law programme, for instance, connects individuals in need with legal advisors
via an e- interface platform, addressing cases related to domestic violence, sexual harassment, and
other gender- based issues. This initiative underscores the potential of technology in facilitating
access to legal aid for marginalized communities.

From a healthcare perspective, mobile applications have been instrumental in providing
psychological support and emergency medical assistance. Platforms like Crisis Text Line offer free,
confidential text- based mental health support, catering to individuals in crisis situations. The
availability of such services via mobile apps ensures that users can access help discreetly and
promptly, which is vital in mitigating the impact of traumatic experiences.

MOTIVATION AND OBJECTIVES

The increasing frequency of crimes against women, including harassment, stalking, and assault, has
created an urgent need for proactive safety mechanisms. Traditional systems such as helplines and
manual reporting often fall short in real-time scenarios, especially when immediate action is
required. This gap between risk and response time has inspired the development of smart,
responsive, and accessible safety solutions through mobile technology.

The widespread availability of smartphones and internet connectivity presents a powerful
opportunity to equip women with tools that can instantly communicate their location, alert
emergency contacts, and access support services. The motivation behind this project is to leverage
these technological advancements to create an application that is not only functional but also
empowering enabling women to feel safer in both public and private spaces. —

Additionally, integrating features like shake detection, live GPS tracking, and legal support modules
reflects a holistic approach to safety. The intent is not just to respond to emergencies, but to deter
threats, raise awareness, and contribute to a broader culture of safety. This application aspires to
be more than a utility it is envisioned as a companion in critical moments and a step toward
reclaiming freedom of movement and peace of mind for women.

The key motivations behind this project are:

1. Toenablereal-time emergency alerts through SMS and GPS for quick response.
2. To empower women with an easy-to-use, tech-based safety solution.
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3. Tobridge the gap between incident occurrence and help arrival.
4. Tointegrate legal, medical, and psychological support within one app.
5. To identify and reduce unsafe areas using data and Al-driven insights.

Objective

Develop a user-friendly app forimmediate emergency alerts and assistance.

Integrate real-time GPS tracking to share the user's location during emergencies.
Enable quick access to legal and medical support within the app.

Implement shake detection for effortless activation of safety features.

Utilize crowd-sourced data to identify and map high-risk areas for safety improvements.
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SECURITY PRACTICES

Data Encryption and Secure Communication:

All sensitive data, including location details, emergency contact information, and messages,
should be encrypted using industry-standard encryption protocols (e.g., AES-256). Secure
communication channels, such as HTTPS with SSL/TLS, must be used to ensure that all data
transmitted between the app and servers remains private and protected from unauthorized access.

User Authentication and Authorization:

Implementation of strong user authentication methods (e.g., two-factor authentication or
biometric login) to ensure that only authorized individuals can access personal information and
emergency features. Additionally, role-based access control (RBAC) should be used to manage and
restrict access to sensitive features, such as reporting, location tracking, and legal support..

Regular Security Audits and Testing:
Conduct regular security audits to identify and fix vulnerabilities in the applicati(m's

codebase, infrastructure, and third-party integrations. Security testing, such as penetration testing
and vulnerability assessments, should be performed periodically to ensure the app's defenses are
up-to-date against evolving threats. This helps in identifying and mitigating risks before they can be
exploited by attackers.

Input Validation and Sanitization:

Verify and sanitize all user inputs to defend against prevalent attacks like SQL injection and
cross- site scripting (XSS). Utilize prepared statements and parameterized queries for database
operations to avert injection attacks.

Session Management:

Implement strong session management practices to protect user sessions from hijacking and
unauthorized access. This includes setting secure session expiration times, using secure cookies
with HTTPOnly and
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SameSite flags, and employing token-based authentication (such as JWT).
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Feasibility:

The development of the Women Safety Application is highly feasible given the current
advancements in mobile technology, GPS, and cloud computing. The widespread use of
smartphones ensures that the app can be easily adopted by a large user base. With the use of
popular development tools like Android Studio and frameworks such as Kotlin and Firebase, the
technical infrastructure is readily available. Furthermore, integrating Google Maps API and SMS
services for emergency alerts ensures seamless, real-time communication. The project can be
completed within a reasonable timeframe and budget, relying on existing open-source tools and
technologies.

FUTURE SCOPE

safety through real-time emergency alerts, GPS tracking, and access to legal and medical support.
The app will integrate features such as shake detection to trigger alerts and provide users with a
platform to send distress signals to emergency contacts. The scope also extends to incorporating
crowd- sourced safety data, which can inform users about high-risk areas and contribute to
urban safety initiatives.

Future updates could involve expanding the app’s functionality to include multilingual
support,

integrating with wearable devices, or expanding to additional regions with tailored safety features.

CONCLUSION

The development of the Women Safety
Application represents a crucial step toward enhancing women’s security through technology.
By leveraging modern mobile technology, real-time GPS tracking,
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emergency alerts, and seamless communication with trusted contacts and authorities, the app
addresses critical gaps in existing safety measures. The integration of legal, medical, and
psychological support within the app not only provides immediate help in distressful situations but
also empowers women with the tools to take control of their safety. Furth
ermore, the app’s use of crowd-sourced data for identifying high-risk areas and its potential for
future expansion ensure that it can make a lasting impact on improving urban safety. As technology
continues to evolve, such applications will play an increasingly important role in protecting
individuals and fostering safer, more inclusive communities. This project, with its emphasis on real-
time support and user autonomy, has the potential to transform the landscape of personal safety,
ultimately contributing to a society where women feel secure and empowered in all space.
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