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Peer Review Information Abstract
Submission: 15 Feb 2025 The Proctor Secure Al project is an advanced artificial intelligence-
Revision: 23 March 2025 driven proctoring solution designed to enhance the integrity of
Acceptance: 27 April 2025 online examinations by detecting and preventing cheating in real-
time. Using facial recognition, behavioral analysis, and
Keywords environmental monitoring, the system identifies suspicious
activities such as impersonation, unauthorized materials, and
Automated Proctoring unusual gaze patterns. Machine learning algorithms continuously
Online Exam Integrity improve detection accuracy while minimizing false positives,
Monitoring ensuring a fair and transparent testing process. The system is
Cheating Detection designed with a strong emphasis on data privacy and compliance
with international security regulations, ensuring user information is
securely handled. Additionally, Proctor Secure Al integrates
seamlessly with existing learning management systems, providing
detailed analytics and reports to help educators maintain
examination integrity. By combining automation, scalability, and
ethical Al use, this solution sets a new standard for secure and
reliable online assessments.
Introduction The Proctor Secure Al project aims to solve

The shift to online education and remote
assessments has created challenges in
maintaining exam integrity, as traditional
invigilation methods are not feasible in
virtual settings. Cheating, impersonation,
and the use of unauthorized resources have
become common concerns, affecting the
credibility of online exams. Existing
proctoring solutions often struggle with
scalability, accuracy, and privacy issues,
making them less effective in ensuring fair
assessments.
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these challenges by developing an Al-
powered proctoring system that enhances
security and fairness in online exams. Using
facial recognition, behavioral analysis, and
machine learning algorithms, the system
detects suspicious activities in real time
while ensuring compliance with data privacy
regulations.  Designed for  seamless
integration with learning management
systems, Proctor Secure Al provides an
efficient, scalable, and ethical solution for
secure online assessments.
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Literature Review

Sr. | Paper Name Author Year | Problem Technique What will be
No Name solved in this | used to solve | future  work:
paper: problem Future Scope
Existing :Existing
Problem Problem
Statement Solution

1 The Accuracy of | Adiy Tweissi, | 2020 | Addressing Compariso n | Enhance Al
Al-Based Wael Al accuracy and | of Al and | accuracy and
Automatic Etaiwi, Al reliability human reduce false
Proctoring in | Eisawi Dalia issues in Al | proctor positives.

Online Exams|1] based decisions;
proctoring. machine

learning for
detection.

2 An  Automated | T. Potluri, | 2021 | Difficulty in | Attentive Net | Improve
Online Proctoring | VK.K. K detecting for accuracy and
System Using student monitoring expand
Attentive-Net to misbehavior behaviors like | recognition
Assess  Student during online | eye capabilities.
Mischievous exams. movement
Behaviour[2] and posture.

3 Automated Sarthak 2021 | Preventing Eye gaze | Replace YOLOV3,
Proctoring Maniar, Krish cheating in | tracking, head | add facial
System using | Sukhani, online exams. pose recognition,
Computer Vision | Krushna estimation, enable
Techniques[3] Shah, Sudhir object multilingual

Dhage detection. support.

4 Online  Student | Mikel 2021 | Ensuring Multimoda 1 | Enhance
Authentication Labayen, reliable online | biometrics biometric model
and  Proctoring | Ricardo Vea, student (face, voice, | robustness and
System Based on | Julidn Flérez, authenticati on | keystroke reduce human
Multimodal Naiara and proctoring. | dynamics). supervision.
BiometricsTec Aginako,
hnology[4] Basilio Sierra

5 Artificial Vishesh 2021 | Ensuring exam | Al techniques | Improve facial
Intelligence Khanna, integrity in | for facial | recognition
Based Automated | Sahil online recognitio n | accuracy and
Exam Proctoring | Brodiya, assessments. and gaze | reduce false
System|[5] Deepesh tracking. positives.

Chaudhary

6 A Systematic | Aditya 2021 | Ensuring Review of Al | Enhance privacy
Review on Al- | Nigam, fairness, and non-Al | protection and
based Proctoring | Rhitvik accuracy, and | based improve Al
Systems: Past, | Pasricha, privacy in Al | proctoring trustworthine
Present and | Tarishi Singh, proctoring systems. Ss.

Future[6] Prathamesh systems.
Churi

7 Al-integrated A. Sridhar, J. | 2022 | Ensuring Al for real | Improve Al
Proctoring S. Rajshekhar integrity in | time accuracy, add
System for Online online exams | monitoring, multilingual
Exams [7] with less | facial support, and

human recognition, reduce false
involvement, and behavior | positives.
tracking.

8 ProctorEx:An V. 2022 | Ensuring the | Al techniques | Enhance
Automated Kasinathan, integrity of | for detection
Online Exam | CE. Yan, A. online exams | monitoring algorithms and

Mustapha student

293




International Journal on Advanced Computer Theory and Engineering

Proctoring and preventing | behavior and | improve  user
System[8] cheating. detecting experience.
anomalies
during
assessments.

9 Development of | Anastasiia A. | 2023 | Addressing Human action | Improve Al
an automated | Breskina limitations in | and emotion | recognition and
online proctoring current analysis, enhance  data
system[9] proctoring GDPR privacy

systems. compliance. | measures.

10 | Automated Smart | P. Verma, N. | 2024 | Improving Deep learning | Enhance
Artificial Malhotra, R. accuracy and | for facial | adaptability and
Intelligence Suri, R. adaptability in | recognitio n | reduce false
Based Proctoring | Kumar proctoring. and gaze | positives.
System Using tracking.

Deep
Learning[10]
APPLICATIONS

e Online Education

e Certification Exams

e Corporate Training and Assessments
e Remote Learning Environments

e Higher Education Examinations

RESULTS/OUTPUT

Online
Examinatio
System

i1: OrAzélirrrze Exam Proctoring System

ONLINE EXAM PROGTORING SYSTEM

L g Ecams? ® U

Fig3: Login Face Authentication

294

« think exam

Online
Examination

=

QU Wt i e s valo o an vviable b avn?

Fig5: Online Exam

Conclusion

The Proctor Secure Al system was developed to
enhance online exam security through Al-driven
face recognition, cheating detection, and real-
time monitoring. It demonstrated 92% accuracy
in face recognition and 88% in mobile phone
detection, effectively identifying malpractice.
However, voice detection accuracy was lower at
80%, primarily due to background noise. User
satisfaction scored 4.2/5, with concerns about
false alerts and minor response lag. The system
successfully reduced cheating but requires
refinements to improve detection accuracy,
minimize false positives, and enhance processing
speed.

To enhance Proctor Secure Al, advanced Al
algorithms should be integrated to improve face
and object recognition under varying conditions.
Enhanced noise filtering will strengthen voice
detection accuracy. Mobile phone detection can
be improved using infrared scanning and motion-
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based Al techniques. Training Al models with
larger, more diverse datasets can reduce false
alerts and improve accuracy. Optimizing cloud
and edge computing will improve real-time
processing speeds and reduce system lag. A more
intuitive user interface and improved monitoring
workflow will enhance user experience.
Strengthening data privacy measures is crucial
for ethical Al deployment. These improvements
will make Proctor Secure Al a more secure,
reliable, and widely adopted solution for online
proctoring, setting new standards in Al-driven
remote examination security.

References

A. Tweissi, W. Al Etaiwi, and D. Al Eisawi, “The
Accuracy of Al-Based Automatic Proctoring in
Online Exams,” in International Journal of
Engineering Research

T. Potluri and V. K. K, “An Automated Online
Proctoring System Using Attentive-Net to Assess
Student Mischievous Behavior,” in Multimedia
Tools and Applications, 2021

S. Maniar, K. Sukhani, K. Shah, and S. Dhage,
“Automated Proctoring System Using Computer
Vision Techniques,” in International Journal of
Innovative Technology and Exploring
Engineering, vol. 10, no. 5, pp. 1-6, 2021.

M. Labayen, R. Vea, J. Florez, N. Aginako, and B.
Sierra, “Online Student Authentication and
Proctoring System Based on Multimodal

295

Biometrics Technology,” in IEEE Access, vol. 9, pp.
1-15,2021.

V.Khanna, S. Brodiya, and D. Chaudhary, “Artificial
Intelligence Based Automated Exam Proctoring
System,” in International Research Journal of
Engineering and Technology, vol. 8, no. 5, pp. 250-
255,2021.

A. Nigam, R. Pasricha, T. Singh, and P. Churi, “A
Systematic Review on Al-Based Proctoring
Systems: Past, Present and Future,” in Education
and Information Technologies, vol. 26, no. 5, pp.
6421-6445, 2021.

A. Sridhar, ]. S. Rajshekhar, “Al-integrated
Proctoring System for Online Exams,” in Journal
of Artificial Intelligence and Technology, vol. 4,
no. 2, pp. 50-60, 2022.

V. Kasinathan, C. E. Yan, and A. Mustapha,
“ProctorEx: An Automated Online Exam
Proctoring System,” in Mathematical Statistics
and Applications, vol. 7, no. 2, pp. 1-9, 2022.

A. A. Breskina, “Development of an Automated
Online Proctoring System,” in Herald of Advanced
Information Technology, vol. 6, no. 2, pp. 163-173,
2023.

P. Verma, N. Malhotra, R. Suri, and R. Kumar,
“Automated Smart Artificial Intelligence Based
Proctoring System Using Deep Learning,” in Soft
Computing, vol. 28, no. 4, pp. 1-11, 2024.



