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Abstract 

 

The increasing deployment of distributed computing systems, cloud platforms, edge networks, and 

interconnected digital services has significantly increased the complexity of network traffic 

monitoring and cybersecurity management. Conventional network traffic classification and 

anomaly detection techniques frequently encounter limitations associated with high-dimensional 

traffic data, evolving attack patterns, heterogeneous communication protocols, and strict real-time 

processing requirements. This study proposes a deep learning-based intelligent framework 

integrating a one-dimensional Convolutional Neural Network (1D-CNN), Bidirectional Gated 

Recurrent Unit (BiGRU), and temporal attention mechanism for network traffic classification and 

anomaly detection in distributed computing environments. The proposed architecture combines 

local feature extraction, sequential dependency modeling, and attention-based representation 

learning to distinguish legitimate network activity from suspicious traffic patterns. A distributed 

monitoring architecture is introduced in which network flow features are collected from 

geographically or logically separated computing nodes and processed using a centralized or edge-

assisted inference service. The framework incorporates preprocessing, normalization, class 

imbalance management, temporal window construction, supervised classification, and anomaly 

score estimation. A reproducible experimental methodology is proposed using the CICIDS2017 

and UNSW-NB15 datasets, with comparative evaluation against traditional machine learning and 

deep learning baselines. Performance measures include accuracy, precision, recall, macro-F1-

score, false-positive rate, inference latency, and processing throughput. The proposed 

methodology additionally examines the effect of feature extraction, temporal modeling, and 

attention through ablation experiments. The study establishes an architectural and experimental 

foundation for investigating scalable, intelligent network traffic monitoring, while empirical 

validation is required to determine its detection effectiveness and real-time suitability. 

 

Keywords: Deep Learning, Network Traffic Classification, Anomaly Detection, Distributed 

Computing, CNN-BiGRU, Real-Time Intrusion Detection. 
 

How to Cite This Article 

 

Mondal, D. (2026). A Deep Learning-Based Intelligent Framework for Real-Time Network Traffic Classification and Anomaly 

Detection in Distributed Computing Systems. International Journal on Advanced Computer Theory and Engineering 15(2), 157-

163 

 

 

 

 

 

 

   

 



International Journal on Advanced Computer Theory and Engineering 15(2) 2026 

 

158 

Introduction 

 

Distributed computing systems have become essential to modern digital infrastructure by enabling computational processes to 

operate across multiple interconnected devices, servers, cloud platforms, and geographically separated environments. Distributed 

architectures support scalable processing, improved service availability, resource sharing, and flexible application deployment. 

These capabilities have encouraged the adoption of distributed systems in enterprise networks, cloud computing, industrial 

automation, Internet of Things applications, and edge computing infrastructures. Despite these advantages, the expanding 

connectivity of distributed systems introduces significant challenges related to network monitoring, traffic classification, and 

cybersecurity. Communication between distributed nodes produces large volumes of heterogeneous traffic with varying protocols, 

transmission patterns, packet sizes, and communication frequencies. Identifying legitimate activities and distinguishing them from 

malicious or abnormal behavior becomes particularly difficult when traffic conditions change dynamically. Network traffic 

classification involves identifying or categorizing traffic according to characteristics such as application type, communication 

behavior, or security status. Anomaly detection focuses on recognizing patterns that deviate from expected network behavior. Both 

functions are important for maintaining system reliability, identifying potential attacks, and supporting network management 

decisions. 

 

Conventional traffic monitoring approaches frequently depend on packet signatures, protocol information, predefined rules, or 

manually configured thresholds. Although these approaches can provide efficient detection of known patterns, their effectiveness 

may decline when attacks evolve, traffic is encrypted, or legitimate workloads generate unusual communication behavior. In 

distributed systems, these challenges are intensified by dynamic node participation, workload migration, heterogeneous network 

conditions, and the possibility of attacks originating from multiple locations. Machine learning methods have been investigated as 

alternatives to purely rule-based traffic analysis. Algorithms such as Support Vector Machines, Decision Trees, Random Forest, 

and Gradient Boosting can learn statistical relationships between traffic features and observed network conditions. However, the 

effectiveness of conventional classifiers depends on the quality of feature engineering and their ability to represent complex 

dependencies within network traffic. Deep learning provides additional representation-learning capabilities through multiple 

computational layers. Convolutional Neural Networks can extract local patterns from structured feature sequences, while recurrent 

architecture such as Long Short-Term Memory and Gated Recurrent Unit networks can capture sequential dependencies. Attention 

mechanisms further support the selective weighting of relevant representations during classification. 

 

Imrana et al. (2024) examined CNN-GRU architecture with feature fusion for network intrusion detection. Their research 

demonstrated the relevance of combining convolutional and recurrent structures for learning complementary network traffic 

characteristics. Nikitenko and Bashkov (2024) investigated CNN-BiGRU-Attention architecture, providing particularly close prior 

work for the proposed model. Recent surveys have also emphasized the importance of evaluating intrusion detection systems under 

realistic network conditions. Ruffo et al. (2024) reviewed deep learning-based anomaly and intrusion detection in software-defined 

networks, identifying challenges involving datasets, preprocessing, algorithm configuration, and experimental evaluation. Kohli 

and Chhabra (2025) examined deep learning approaches for anomaly detection and highlighted the continued need for hybrid 

architectures, interpretability, and suitable evaluation measures.  

 

 Literature Review 

 

Imrana et al. (2024) proposed a CNN-GRU feature fusion intrusion detection model. Their research combined convolutional and 

recurrent learning to examine how complementary network traffic representations could improve classification. The study provides 

methodological support for hybrid architecture and highlights the importance of feature processing and class imbalance 

management. Nikitenko and Bashkov (2024) developed a network intrusion detection system combining CNN, BiGRU, and 

attention. Their work demonstrates that this specific architectural combination has already been explored. Accordingly, the present 

research must differentiate itself through its distributed monitoring design, latency-sensitive evaluation, and experimental protocol 

rather than claim novelty in the neural-network combination alone. 

 

Yang et al. (2024) investigated an intrusion detection architecture for the Industrial Internet of Things using attention mechanisms, 

BiGRU, and an Inception-CNN structure. Their research illustrates the applicability of hybrid sequential and convolutional learning 

in connected industrial environments. It also demonstrates the importance of evaluating model generalization across heterogeneous 

communication conditions. Ruffo et al. (2024) presented a survey of anomaly and intrusion detection using deep learning in 

software-defined networks. The study reviewed commonly used datasets, preprocessing strategies, architectures, hyperparameter 

selection, and evaluation practices. It identified methodological challenges that remain relevant to distributed network monitoring 

systems. 
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Kohli and Chhabra (2025) surveyed deep learning models for anomaly detection, examining existing techniques, performance 

measures, and research limitations. Their work reinforces the importance of balancing model complexity with application 

requirements and identifies interpretability and hybrid learning as significant directions for further investigation. Although hybrid 

deep learning methods have demonstrated promising benchmark performance, several unresolved deployment considerations 

remain. Distributed computing environments produce network traffic at different locations and rates, making centralized collection 

and analysis potentially expensive. Real-time monitoring must also account for data transfer overhead, buffering delays, memory 

consumption, and inference latency. Furthermore, classification models trained using historical attack labels may experience 

reduced effectiveness when encountering previously unseen or significantly modified attack patterns. 

 

Methodology 

 

 Research Design 

This research adopts a quantitative, design-oriented experimental methodology to develop and evaluate an intelligent network traffic 

monitoring framework. The system is designed around distributed traffic acquisition, preprocessing, temporal representation 

learning, supervised classification, and anomaly alert generation. 

Let a network traffic dataset be represented as: 

𝐷 = {(𝑋𝑖 , 𝑦𝑖)}𝑖=1
𝑁      --------(1) 

 

where (Xi) denotes the feature representation of the (i)-th observation, (yi) represents its corresponding traffic label, and (N) denotes 

the total number of observations. For binary classification, labels represent benign and malicious traffic. For multiclass 

classification, the labels correspond to the attack categories available in the dataset. 

 

Proposed Methodology Architecture 

The proposed framework begins by collecting network flow information from distributed monitoring agents. Each agent extracts 

relevant metadata and transmits structured records to an inference service or executes a lightweight version of the classification 

model locally. The preprocessing module validates the extracted traffic features and constructs temporally ordered input sequences. 

The CNN component extracts local representations from these sequences. The BiGRU module captures forward and backward 

temporal relationships within completed observation windows, while the attention layer aggregates information from relevant time 

steps. The final classification module generates traffic probabilities and supports alert generation using a configurable risk threshold. 

 

 
  Figure 1. Proposed Distributed Network Traffic Classification and Anomaly Detection Architecture Using CNN-BiGRU-

Attention 

 

Figure 1 illustrates the proposed distributed network traffic classification and anomaly detection architecture integrating 

Convolutional Neural Networks (CNN), Bidirectional Gated Recurrent Units (BiGRU), and an attention mechanism. The 

framework begins with network traffic data collection and preprocessing, followed by CNN-based feature extraction, BiGRU-based 

temporal dependency learning, and attention-based feature refinement. The extracted features are used for traffic classification and 

anomaly detection to distinguish normal network behavior from potential security threats. A continuous feedback mechanism 

supports model updates and adaptive learning, improving detection accuracy, classification efficiency, and responsiveness to 

evolving network traffic patterns in distributed environments. 

 

Data Preprocessing 
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The preprocessing stage is designed to improve data quality and ensure compatibility with deep learning architectures. Network 

flow records are examined for missing observations, duplicated entries, invalid values, inconsistent feature types, and incomplete 

labels. 

Numerical features are standardized using: 

𝑋′ =
𝑋−𝜇

𝜎
     ------(2) 

 

where (X) represents the original feature value, (mu) denotes the training-set mean, and (sigma) represents the corresponding 

standard deviation. Constant features are handled separately to prevent invalid transformations. Categorical attributes are encoded 

using appropriate representations. Class weighting or training-only resampling may be considered for imbalanced attack categories. 

Preprocessing parameters must be estimated from training data without using the final test observations. 

 

Temporal Sequence Construction 

Network traffic records are organized into chronologically ordered sequences based on capture time, monitoring node, or 

communication context. For each sequence, the model receives a tensor: 

𝑋 ∈ ℝ𝑇×𝐹     -------(3) 

 

where (T) represents the number of observations in the temporal window and (F) denotes the number of traffic features. 

Sequence construction is necessary because the BiGRU component is intended to model genuine temporal dependencies. Arbitrarily 

reshaping independent tabular records into sequences would not establish meaningful chronological structure. 

For real-time monitoring, a sliding-window mechanism is proposed in which new observations update the window and initiate 

classification when sufficient data are available. Window duration and stride influence both detection capability and alert latency. 

 

Convolutional Neural Network Layer 

The proposed model uses a one-dimensional CNN to learn local patterns from network traffic representations. A convolutional 

operation is formulated as: 

𝐶𝑡
(𝑘) = 𝜎(∑ 𝑊𝑗

(𝑘)𝑞−1
𝑗=0 𝑋𝑡+𝑗 + 𝑏(𝑘))     --------(4) 

 

where (Ct^{(k)}) denotes the output of filter (k), (Wj^{(k)}) represents its convolutional weights, (q) indicates the kernel size, and 

(sigma) denotes the activation function. 

The convolutional component is intended to extract short-range temporal patterns associated with traffic bursts, changes in 

connection characteristics, and other localized behavior. Its output is supplied to the recurrent modeling layer. 

 

 Network Traffic Classification 

The final classifier employs a dense neural layer followed by a softmax function: 

𝑃(𝑦 = 𝑐 ∣ 𝑋) =
exp(𝑠𝑐)

∑ exp(𝑠𝑗)
𝐾
𝑗=1

     -------(5) 

 

where (K) represents the number of traffic classes and (sc) denotes the corresponding output score. 

For multiclass classification, the model predicts the likelihood of each known traffic class. The predicted label is selected from the 

class with the highest probability, subject to an optional rejection or review policy for uncertain predictions. 

 

Proposed Experimental Setup  

Experimental Configuration 

Table 1. Proposed implementation parameters 

Parameter Proposed configuration 

Programming language Python 

Deep learning framework PyTorch or TensorFlow 

Data processing pandas, NumPy 

CNN filters 64 and 128 

Convolution kernel 3 

BiGRU hidden units 64 

Attention Additive temporal attention 

Dropout 0.30 

Optimizer Adam 

Learning rate 0.001 

Batch size 64 
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Training epochs Up to 100 

Early stopping Validation loss 

Loss function Weighted cross-entropy 

Main evaluation Macro-F1, recall, false-positive rate 

Operational evaluation Alert latency and throughput 

 

These values are initial experimental settings and may be adjusted through development-set validation. 

 

Results and Discussion 

Comparative Evaluation Framework 

The proposed experimental analysis compares CNN-BiGRU-Attention architecture with conventional machine learning models 

and individual deep learning approaches. 

 

Table 2. Proposed classification performance comparison 

Algorithm Accuracy (%) Macro-F1 FPR (%) 

Random Forest Pending Pending Pending 

XGBoost Pending Pending Pending 

1D-CNN Pending Pending Pending 

GRU Pending Pending Pending 

BiGRU Pending Pending Pending 

CNN-GRU Pending Pending Pending 

CNN-BiGRU Pending Pending Pending 

CNN-BiGRU-Attention Pending Pending Pending 

 

All entries are marked pending because numerical experiments have not been conducted for this manuscript. Actual measurements 

are required before claiming that the proposed architecture outperforms the alternatives. 

 

Analysis of Hybrid Deep Learning 

The proposed model integrates convolutional feature extraction with bidirectional sequential modeling. The CNN component is 

intended to recognize short-range traffic patterns, while BiGRU processes dependencies within chronological observation windows. 

Attention-based aggregation provides an additional mechanism for weighting learned temporal representations. These 

characteristics may be valuable for detecting traffic activities involving changes over time. However, the actual benefit depends on 

the information contained within the selected input windows. If individual records have limited temporal dependence, recurrent 

processing may introduce computational overhead without improving classification performance. The 2024 study by Imrana et al. 

and the 2025 study by Elshewey et al. provide relevant evidence that CNN-GRU combinations can perform effectively on intrusion 

detection benchmarks. Their findings motivate the proposed comparison but do not establish the performance of this framework.  

 

Anomaly Detection Performance 

The effectiveness of an anomaly alert mechanism depends on both its sensitivity to malicious traffic and its tendency to generate 

false alarms. A highly sensitive model may detect more attacks but also classify unusual legitimate behavior as suspicious. 

Conversely, a conservative threshold may reduce false alerts while overlooking lower-confidence attacks. The proposed framework 

addresses this trade-off through validation-based threshold selection and explicit false-positive reporting. Precision–recall curves 

and threshold-dependent detection measurements should be used to characterize the available operating points. Another important 

consideration is class imbalance. If the majority of observations are benign, a model may achieve high overall accuracy while 

performing poorly on rare attacks. Macro-F1, class-specific recall, and precision–recall analysis are therefore necessary to evaluate 

minority attack detection. 

 

Real-Time Distributed Performance 

The proposed architecture is designed to support distributed network monitoring, but real-time capability must be demonstrated 

through end-to-end measurements. The computational time required for neural inference represents only one component of total 

detection latency. Traffic collection, feature extraction, temporal window construction, communication between nodes, and alert 

delivery can collectively introduce substantial delays. A model with low inference time may therefore fail to satisfy an application-

specific alert deadline when deployed across distributed infrastructure. 

 

Table 3. Proposed operational evaluation 

Configuration Alert latency (ms) Throughput (flows/s) 
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Centralized CNN Pending Pending 

Centralized CNN-GRU Pending Pending 

Centralized proposed model Pending Pending 

Edge-assisted proposed model Pending Pending 

 

The comparison should use consistent hardware, identical traffic workloads, and explicitly defined collection and transport 

conditions. 

 

Ablation Analysis 

Ablation experiments are required to determine the contribution of individual components. The proposed evaluation compares CNN 

alone, BiGRU alone, CNN-BiGRU without attention, and the complete CNN-BiGRU-Attention model. If the full architecture 

improves predictive metrics, the result must be considered alongside additional parameters, inference latency, and memory 

requirements. An improvement in detection accuracy may not justify significantly greater processing overhead in latency-sensitive 

networks. The distributed preprocessing component should also be evaluated independently to determine whether local feature 

extraction reduces communication volume and how it affects overall monitoring performance. 

 

Conclusion  

 

This research proposes a deep learning-based intelligent framework for real-time network traffic classification and anomaly 

detection in distributed computing systems. The framework integrates 1D-CNN feature extraction, BiGRU temporal modeling, an 

attention mechanism, and distributed traffic monitoring to support the identification of legitimate and suspicious network activities. 

The proposed architecture addresses the need to connect intelligent traffic classification with operational monitoring requirements. 

Its distributed collection layer is intended to support traffic acquisition across multiple computing nodes, while the hybrid neural 

network performs classification using temporally ordered flow information. An anomaly scoring mechanism converts estimated 

attack probabilities into configurable security alerts. The literature published through 2025 demonstrates that CNN-GRU, CNN-

BiGRU, and attention-based intrusion detection models are established areas of research. Therefore, the intended contribution of 

the present study lies in the proposed deployment-oriented integration and systematic evaluation of classification performance, 

false-positive control, throughput, and end-to-end alert latency. The experimental methodology incorporates publicly available 

intrusion detection datasets, comparative baseline models, ablation analysis, and operational measurements. These procedures are 

designed to determine whether the proposed framework provides useful improvements under realistic network monitoring 

constraints. Future research may investigate lightweight neural network architectures, federated learning, online anomaly detection, 

model compression, concept-drift adaptation, and open-set attack recognition. Further work should also examine privacy-

preserving traffic analysis and secure communication between distributed monitoring agents. The proposed framework provides a 

foundation for evaluating intelligent traffic monitoring in distributed computing environments. However, actual performance 

improvements and real-time applicability must be established through reproducible experimentation and measured deployment 

results. 
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