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Abstract

Growing cyber security attacks, assuring secure transmission of data is
now indispensable. This work suggests an innovative method
incorporating image steganography with blockchain technology for
improving data confidentiality, security, and integrity. Steganography
hides secret data within an image, while blockchain provides
immutability and protects from unauthorized changes . Least Significant
Bit (LSB) steganography is applied by the proposed system for hiding
data and Ethereum blockchain for decentralized authentication.
Experimental results verify the effectiveness of this method of protection
against tampering and guaranteeing secure communication.

Introduction
Background

existence of the data, reducing the likelihood of
interception.

Data security is a major concern in digital
communication.  Traditional  encryption
methods secure data but can still be
intercepted.

Steganography provides an additional layer
of security by embedding information
within multimedia files, making it less
noticeable. However, traditional
steganography lacks a mechanism to ensure
data integrity and authenticity.

Blockchain, a decentralized and immutable
ledger, can address these limitations. By
integrating blockchain with steganography,
the hidden data’s integrity can be verified,
preventing tampering or unauthorized access.
Cyber threats such as data breaches, hacking,
and unauthorized modifications have
increased significantly, highlighting the need
for more secure data protection mechanisms.
Encryption alone does not prevent attackers
from detecting the presence of sensitive
information, whereas steganography hides the
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Traditional steganographic techniques are
vulnerable to steganalysis, where statistical
methods can detect hidden data; integrating
blockchain enhances security by ensuring that
any unauthorized modifications are instantly
identifiable.

Blockchain’s distributed nature eliminates the
risk of a single point of failure, making it more
resilient against attacks compared to
centralized security systems.

The combination of steganography and
blockchain provides a robust solution for
secure communication in sensitive
applications, such as military operations,
digital forensics, and confidential business
transactions.

Advancements in digital media processing and
artificial intelligence (Al) have made it easier
to detect and manipulate hidden data;
blockchain strengthens security by providing
an immutable verification layer.

The proposed approach not only enhances
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data confidentiality and integrity but also
ensures transparency and traceability, making
it a reliable method for secure information
exchange in modern digital systems.

Problem Statement

e Traditional steganography methods
susceptible to detection and modification.

o C(Centralized storage solutions pose a risk of
data tampering and unauthorized access.

e There is no existing framework combining
steganography and blockchain to ensure
secure and verifiable data transmission.

e Encryption alone does not hide the presence
of sensitive information, making it vulnerable
to interception by attackers.

e Most steganographic techniques lack a built-in
mechanism for verifying the integrity of
hidden data, leading to potential undetected
alterations.

e Traditional security mechanisms rely on
trusted third parties, which introduces a single
point of failure and increases the risk of data
compromise.

e Steganographic methods often fail against
advanced steganalysis techniques, which can
detect hidden data through statistical analysis.

e Existing blockchain-based security solutions
focus primarily on data integrity but do not
provide data concealment, making confidential
data visible to authorized parties.

e The absence of an integrated system results in
gaps where hidden data can be modified
without detection, compromising its reliability
in critical applications.

e A lack of a decentralized verification
mechanism makes it difficult to authenticate
hidden data, increasing risks in applications
like digital forensics and secure
communications.

e Current approaches do not offer a scalable and
efficient method for ensuring both
confidentiality and integrity, limiting their use

are

in real-world scenarios such as secure
healthcare data exchange, defense
communications, and intellectual property
protection.

Objective

e Implement image steganography to embed
confidential data securely.

e Integrate blockchain to provide tamper-proof
verification of hidden data.

e Develop a hybrid security framework that

combines steganography’s data-hiding
capabilities with blockchain’s immutable
verification.
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e Prevent unauthorized modifications by using
blockchain to detect any alterations to stego-
images.

e Improve the robustness of steganographic
techniques to resist steganalysis and statistical
detection.

e Enable decentralized verification of hidden
data without relying on a central authority.

e Optimize the system for minimal distortion of
the cover image, ensuring high-quality stego-
images.

e Design an efficient and scalable solution
suitable for applications such as secure
communication, digital watermarking, and
medical data protection

e Implement a secure retrieval mechanism to
extract hidden data while maintaining its
integrity.

e Enhance security against cyber threats such as
man-in-the-middle attacks, data breaches, and
unauthorized access.

e Provide a proof-of-concept implementation
demonstrating the effectiveness of the
proposed approach in real-world scenarios.

Related Work

Several studies have explored the use of Least
Significant Bit (LSB)-based steganography for
secure data hiding. LSB steganography is a widely
used technique where secret data is embedded
within the least significant bits of image pixels,
making it difficult to detect by unauthorized users.
Many researchers have enhanced LSB techniques
by introducing various modifications, such as
adaptive LSB, random LSB selection, and multi-
layered embedding, to improve security and
robustness against steganalysis.

On the other hand, blockchain technology has been
extensively applied in various fields to ensure data
integrity, transparency, and tamper resistance.
Blockchain’s decentralized and immutable nature
makes it an ideal solution for applications that
require high-security standards. Several studies
have proposed blockchain-based systems for
secure data storage, digital identity management,
supply chain tracking, and secure communications.
However, most of these implementations focus on
data integrity rather than data concealment
Despite the advancements in both fields, there has
been limited research integrating blockchain and
steganography for enhanced security. Traditional
blockchain-based security mechanisms ensure
data integrity but do not provide concealment,
making sensitive data visible to all authorized
parties. Conversely, steganography ensures data
concealmentbutlacksintegrity verification, making
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it susceptible to undetected modifications or data
loss.
This research aims to bridge this gap by combining
LSB steganography with blockchain technology. By
leveraging  blockchain’s  immutability = and
decentralized validation, the proposed system
ensures thathidden data remains unaltered and its
transmission remains verifiable. This approach
enhances security by preventing unauthorized
modifications while keeping the data concealed
within digital media. The integration of these two
techniques provides a novel framework for secure
and tamper-proof data hiding, making it suitable for
applications in secure communication, digital
forensics, and confidential data storage.

By combining these technologies, this study

contributes to the development of a more robust

security mechanism that enhances both data
concealment and integrity.

PROPOSED SYSTEM

System Overview

The proposed system consist of two main

components:

e Image Steganography Module - Uses LSB
technique to hide encrypted data within an
image.

o Blockchain Integration Module - Stores
metadata (hash of the embedded data) on
Ethereum blockchain to ensure integrity.

SYSTEM ARCHITECTURE

Step 1: The user inputs secret data and an image.

Step 2: Data is encrypted using AES/RSA.

Step 3: The encrypted data is embedded into the

image using LSB steganography.

Step 4: A hash of the hidden data is generated and

stored on the blockchain.

Step5: During extraction, the hash from blockchain

verifies the authenticity of the retrieved data

Backend server

(Frontend Layer)

User Interface ’

Blockchain

Encryption and
(Smart Contracts)

IFPS Database
(Optional Image Decryption logic

Storage)

Fig1. System Architecture Diagram

Implementation

Technologies Used

e Programming Languages: Python, Solidity

e Libraries: OpenCV, Pillow, Py Cryptodome,
Web3.py

e Blockchain Platform: Ethereum (Test net)

e Steganography Technique: Least Significant Bit
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(LSB)

Experimental Setup

e A dataset of images
steganographic embedding.

e Data was encrypted and hidden within the
images.

e A hash of the original encrypted data was
stored on Ethereum blockchain.

e The system was tested for data extraction
accuracy and blockchain verification.

was used for

Results And Analysis
The proposed system was evaluated based on its
steganography performance, blockchain

verification, and overall security improvement. The
results demonstrate that combining LSB-based
steganography with  blockchain technology
enhances both data concealment and integrity
protection.

Steganography Performance

The hidden data remained undetectable under
normal visual inspection, ensuring that the
presence of secret information was not noticeable
to human observers. The LSB substitution
technique embedded the data without introducing
visible distortions to the cover image, maintaining
its quality. Additionally, quantitative metrics such
as Peak Signal-to-Noise Ratio (PSNR) and
Structural Similarity Index (SSIM) were used to
evaluate the image quality. The PSNR values
remained high, indicating minimal perceptible
changes, while the SSIM values showed that the
stego-image closely resembled the original image.
This confirms the effectiveness of the
steganographic approach in maintaining visual
fidelity while securely embedding data.

Blockchain Verification

To ensure data integrity, each stego-image was
hashed and stored in the blockchain. If any
modification was made to the image—whether
intentional or accidental—the computed hash
would differ from the stored hash, resulting in a
verification failure. The blockchain's immutable
nature ensures that once a hash is recorded, it
cannot be altered or tampered with. This
mechanism effectively detects any unauthorized
modifications and prevents data corruption. The
verification process was tested with multiple
altered images, all of which resulted in a hash
mismatch, proving the system’s reliability in
identifying changes.
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Security Improvement

Unlike  traditional  steganography,  where
modifications to the stego-image might go
unnoticed, the addition of blockchain ensures that
any changes are immediately detectable.
Conventional LSB-based steganography is
vulnerable to attacks such as statistical analysis,
steganalysis, and unintentional distortions.
However, by integrating blockchain, this system
prevents undetected modifications and enhances
security by providing an additional verification
layer. Even if an attacker attempts to alter the
hidden data, the blockchain layer ensures that any
unauthorized changes are detected and flagged.
Overall, the results validate the effectiveness of
combining steganography with blockchain for
secure data hiding. The system successfully
preserves the cover image’s visual quality, ensures
data integrity through blockchain verification, and
enhances security by preventing unnoticed data
modifications. These findings suggest that the
proposed approach is a viable solution for
applications requiring secure, tamper-proof data
hiding, such as confidential communication,
watermarking, and digital forensics.

Applications

The integration of LSB-based steganography with
blockchain technology has various real-world
applications where secure data hiding and integrity
verification are crucial. Below are key application
areas where this approach can be effectively
utilized:

Secure Communication

Steganography is widely used to conceal
confidential messages within digital media,
ensuring that unauthorized parties cannot detect
the presence of hidden data. By adding blockchain
verification, the system enhances security by
preventing any unnoticed modifications. This
approach is beneficial for secure diplomatic
communications, military  operations, and
confidential corporate messaging, where secrecy
and authenticity are critical.

Digital Watermarking

Digital watermarking is essential for protecting
intellectual property in various domains, such as
media, photography, and research. By embedding

ownership details within images, videos, or
documents, this method helps in copyright
protection. Blockchain further strengthens

watermarking by providing an immutable record of
ownership, making it impossible for attackers to
alter or remove embedded information without
detection.
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Forensics & Cybersecurity

In digital forensics, preserving the authenticity of
evidence is vital for legal investigations.
Steganography allows secure storage of crucial
forensic data within digital images or files, while
blockchain ensures that the evidence remains
unaltered. Law enforcement agencies and
cybersecurity experts can use this technology to
securely transmit and verify digital evidence,
ensuring its credibility in legal proceedings.

Medical Data Security

Medical records often contain highly sensitive
information that must be securely stored and
transmitted. Embedding patient data within
medical images (such as X-rays or MRI scans) using
steganography ensures confidentiality while
reducing the risk of unauthorized access.
Blockchain verification further enhances security
by guaranteeing that the embedded data remains
unchanged. This application is particularly useful
for telemedicine, electronic health records (EHRs),
and secure medical research data management.

Conclusion

This research successfully integrates image
steganography with blockchain technology to
enhance data security. By leveraging the strengths
of both techniques, the proposed system addresses
the limitations of traditional security mechanisms.
Steganography ensures that confidential data
remains hidden within digital images, making it
difficult for unauthorized users to detect its
presence. Blockchain, on the other hand,
guarantees the integrity and authenticity of the
hidden data by providing an immutable
verification mechanism.

The system enhances data confidentiality by
embedding encrypted information within image
files. Unlike traditional encryption, which may
expose the presence of sensitive data to attackers,
steganography conceals the data, reducing the
likelihood of detection. This makes the approach
particularly suitable for secure communication,
digital watermarking, and other applications
where secrecy is crucial.

Data integrity is maintained through blockchain
verification. Once the stego-image is generated, its
cryptographic hash is stored on the blockchain. Any
unauthorized modification to the image results in a
hash mismatch,immediately flagging the alteration.
This ensures that the hidden data remains tamper-
proof, preventing attackers from modifying or
replacing information without detection. The
decentralized nature of blockchain eliminates
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reliance on a single authority, making the system
more secure and resilient against cyber threats.
The proposed system also enhances
undetectability, as the steganographic method
preserves the quality of the cover image. Visual
inspection does not reveal any noticeable artifacts,
and quantitative metrics such as Peak Signal-to-
Noise Ratio (PSNR) and Structural Similarity Index
(SSIM) confirm minimal distortion. This ensures
that the hidden data remains concealed from
steganalysis and  unauthorized  detection
techniques.

By integrating blockchain with steganography, this
research overcomes the challenges faced by
standalone  security = methods. Traditional
steganography lacks integrity verification, while
blockchain-based security systems do not provide
data concealment. The hybrid approach ensures
that hidden data is both secure and verifiable,
making it a robust solution for applications
requiring high levels of security.

Overall, this research demonstrates that combining
steganography and blockchain enhances data
protection by preventing unauthorized access,
detecting tampering, and ensuring the
confidentiality of sensitive information. The
findings suggest that this approach can be
effectively applied in fields such as secure digital
communication, forensic investigations,
intellectual property protection, and healthcare
data security. Future work can further improve
system efficiency, explore alternative
steganographic  techniques, and optimize
blockchain integration for large-scale applications.

FUTURE WORK

e Implementing deep
steganalysis resistance.

e Exploring other blockchain networks for
improved efficiency.

e Extending this system for video steganography

learning-based
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