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Abstract

Face recognition systems are getting a lot of attention in three main
areas: security, surveillance, and user authentication. This is because
they are very good at identifying people. Convolutional Neural Networks
(CNNs) make facial recognition systems much more efficient and
accurate. This is because they have a long history of being good at
classifying images. The study suggests using a convolutional neural
network (CNN) image face recognition system that uses deep learning to
find faces in pictures and compare them to templates that are already
there. We compare the proposed system to a number of existing face
recognition methods and test it on typical face datasets. These results
suggest that convolutional neural networks (CNNs) could be useful for
recognising faces in the real world since they can process information in
real time, are more accurate, and are more resistant to damage.

Introduction:

handling enormous datasets and telling people

Face recognition technology is a big part of
modern security systems since it can quickly
and quietly identify people. Traditional face
recognition algorithms use custom
characteristics like Eigenfaces or Local Binary
Patterns. These features not only need a lot of
preprocessing, but they also can't find complex
patterns in facial photos. Convolutional Neural
Networks (CNNs) and other deep learning
methods have showed a lot of promise for
automatically finding features and sorting
pictures into categories. Because they can learn
hierarchical representations of facial traits,
convolutional neural networks (CNNs) are great
at recognising faces in images with high quality,
illumination, and position changes.

This study describes a face recognition system
that uses a convolutional neural network (CNN)
and deep learning to find faces quickly and
accurately. This algorithm is much better at
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apart in real time than the ones that came before
it. We look at how CNNs are built, explain how to
train the model, and test how well it works using
publically available face datasets.

1. Challenges:

Even though Convolutional Neural Network
(CNN) facial recognition algorithms are accurate
and can be used on a large scale, they are hard to
use in the real world. These problems can up
because of technological and moral issues such
differences in appearance, settings that aren't
always the same, and privacy of data. To make
facial recognition systems that people can trust
and hold accountable, the problems outlined in
the table below need to be fixed.

e Variability in Face Appearances: One of the
hardest parts about recognising faces is that
everyone's facial features are different. Face
recognition algorithms can have trouble
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successfully identifying people because of things
like their age, facial expressions, and even small
changes in their looks. It can be hard to gather
the huge and varied datasets that convolutional
neural networks (CNNs) need to manage these
changes well.

e Occlusions and Masking: In real life, faces
aren't always clear because of things like
glasses, hair, and face masks, which are
becoming more common because of the COVID-
19 pandemic.

e Lighting and Environmental Conditions:
facial recognition systems are very sensitive to
light and the environment. Changes in ambient

surveillance usually need to be able to work in
real time. This leads us to our fourth point: the
need for processing in real time. CNNs might
have trouble providing both high accuracy and
speed at the same time, though, because they
need a lot of processing power.

e Presentation Attacks (Spoofing): An
attacker can use pictures, videos, or 3D models
to make a facial recognition system think they
are someone else.

e Data Privacy and Ethical Concerns: Facial
recognition technology raises a lot of privacy
concerns. To be used by a lot of people, CNN-
based systems need to be open and follow data

light, shadows, or reflections could make protection standards so that personal
recognition less accurate. information isn't misused or leaked.

e Real-time Processing Requirements: Face

recognition systems that are used for security or

Table 1: Challenges in CNN-Based Face Recognition

S. Challenge Area Description Implication for CNN-Based

No. Systems

1 Variability in Face | Differences in age, expressions, | CNNs need large, diverse datasets
Appearances and slight appearance changes | to generalize well across varying

reduce recognition consistency. | face types, which are often hard to
obtain.

2 Occlusions and | Real-world obstructions like | Systems must detect and recognize
Masking glasses, hair, or face masks | partially visible faces, demanding

conceal facial features. more robust model training and
design.

3 Lighting and | Variations in illumination, | CNNs must be trained on multi-
Environmental shadows, or reflections hinder | condition datasets and designed to
Conditions performance. adapt to dynamic environments.

4 Real-Time Real-time applications require | Optimizing CNNs for fast execution
Processing speed and accuracy on low- | with minimal hardware while
Requirements power devices. preserving accuracy is a core

challenge.

5 Presentation Attackers may use photos, | CNN models need enhanced spoof
Attacks (Spoofing) videos, or masks to bypass | detection techniques to distinguish

recognition. real from fake inputs.

6 Data Privacy and | Surveillance use raises issues of | Systems must ensure regulatory
Ethical Concerns consent, bias, and data misuse. compliance and include

transparent, ethical design
practices.

2. Motivation of Research

e Increasing Demand for Security: Facial

There are a few main reasons why many people
are interested in convolutional neural network
(CNN) facial recognition systems:

e Technological Advancements: Recent
advances in deep learning, especially
convolutional neural networks (CNNs), have
made face recognition algorithms much better.
CNNs are a useful way to solve complicated
image identification problems since they can
automatically extract hierarchical features from
raw picture data.
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recognition is becoming more popular since it's
easy to use and doesn't bother people, which is
great for fields like banking, healthcare, and law

enforcement where the demand for safe
authentication is growing.
e Wide Applications in Real-World

Scenarios: Facial recognition systems can be
used in many real-world situations, such
keeping track of school attendance and
managing access to smart homes.

e Addressing Global Health Challenges:
Wearing a face mask to protect your health and
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safety has become very important because of the
current epidemic. facial masks make it harder
for current facial recognition algorithms to work
since they hide important features.

e Advancements in Computational Power:
Computers are getting more powerful all the
time, which makes it possible to create more
complicated deep learning models like CNNs.
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Figure 1: CNN-based face recognition

3. Need for Study

There has been a lot of progress in using
Convolutional Neural Networks (CNNs) to
identify faces. But there are a lot of problems
that come up when you try to use it in real life,
so more research is needed. The table below
lists the main reasons why this study is so
important: accuracy, security, real-time
capabilities, application scalability, and moral
concerns. The goal of this study is to make facial
recognition systems that are safe, reliable, and
moral. Each of these points shows a different
part of that goal.

e Improved Accuracy in Complex Scenarios:
Real-world things like ambient light, facial
emotions, and partial occlusions can trick face
recognition systems. We need this study to
create CNN-based systems that can deal with
these problems without losing performance.

e Security and Privacy: As facial recognition
systems are used more and more for things like
surveillance, access control, and law
enforcement, it is very important to make them
more accurate and secure. There is a lot of need
for systems that can stop spoofing attacks and
confirm the identity of allowed users. The goal
of this study is to investigate ways to make CNN-
based systems more secure against presentation
assaults and other security issues.

Table 2: Motivation and Necessity of the Study

e Real-Time Deployment on Mobile and
Embedded Devices: There are numerous facial
recognition applications that need real-time
processing, such as automatic attendance
systems, mobile authentication, and
surveillance. This study is needed to make
models that are cheap and light enough to
operate in real time on embedded and mobile
devices since convolutional neural networks
(CNNs) can be expensive to compute.

e Wide Adoption in Everyday Applications:
Facial recognition is becoming more and more
common in our daily lives as it is used in smart
homes, online companies, and smartphones,
among other things. As these uses grow, the
need for CNN-based facial recognition systems
that work well and can be used in many ways is
growing. The main goal of the study is to make
these systems easier to use and more accurate.

o Ethical Considerations and Privacy
Protection: There are more and more worries
about the ethical issues surrounding facial
recognition technology, such as the potential for
data exploitation and lack of consent. This study
is very important for making sure that
convolutional neural network (CNN) systems
are built in a way that is ethical, with clear
answers and solutions that protect user privacy
without slowing down performance.

Necessity of Study

Real-world images often suffer from
occlusions, lighting variations, and

To develop robust CNN models
that can handle visual variability
without performance degradation.

Face recognition is widely used in
sensitive domains like access control

To strengthen CNNs against
spoofing and presentation attacks,
enhancing secure and reliable
recognition.

Applications demand real-time face

S.No. | Focus Area Motivation
1 Improved

Accuracy in

Complex Scenarios | facial expressions.
2 Security and

Privacy

and surveillance.

3 Real-Time

Deployment  on

recognition on resource-constrained

To design lightweight and efficient
CNNs suitable for deployment in

13
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Devices mobile/embedded platforms. real-time environments.

4 Scalability in | Integration into smart devices and | To ensure CNN systems are
Everyday online platforms requires wide | scalable and effective across
Applications adaptability. diverse, real-life use cases.

5 Ethical and | Concerns around consent, data | To integrate ethical design
Privacy Concerns misuse, and algorithmic bias are | principles and privacy-preserving

rising. mechanisms in CNN-based
systems.

Literature Review

Convolutional Neural Networks (CNNs) have
recently proven to be a very useful tool for
solving problems with face recognition. They
have made great strides in accuracy and
durability. Nemavhola et al. (2025) give a
complete history of applying deep learning
methods, such as convolutional neural networks
(CNNs), for face recognition. [1] Nemavhola et
al. (2025) also look at CNN architectures,
datasets, performance indicators, and
applications that are directly relevant to face
recognition in great detail. The authors looked at
how many CNN designs, like AlexNet, VGGNet,
and ResNet, have been changed to make CNNs
better at recognising faces. [2] in

Yo etal. (2025) provide a new way to use sparse
CNNs for masked face recognition to make face
identification more accurate in difficult
situations, as when people are wearing masks.
The authors combine sparse representations
with CNN-based architectures to make
performance better when facial features are
only partially visible, such when people wear
masks. Face presentation attacks are a big
problem for face recognition systems, as Khan et
al. (2025) talk about. Their paper talks about
spatio-temporal deep learning techniques that
make it easier to find face presentation attacks.
[4] Al Airaji et al. (2025) do a thorough
examination of facial recognition and point out
the problems with standard methods and the
benefits of deep learning. The authors talk about
the most important problems, like the likelihood
of modifications to facial characteristics,
changes to the environment, and the need to
work in real time. Khan et al. (2024) use the
Multi-task Cascaded Convolutional Networks
(MTCNN) architecture to build MTCNN++, an
upgraded CNN-based face recognition system.
MTCNN++ makes face recognition more
accurate and faster, especially in real-time
applications, by improving the MTCNN
architecture. [6]

Pandi et al. (2024) talk about how to use Al to
find fake activity in facial recognition systems.
Their new method uses Al to find fake activity,
which makes it harder for people to get around
facial recognition systems. [7]
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Shukla et al. (2024) look into whether it is
possible to make an automated attendance
system that uses facial recognition by combining
CNNs with Long Short-Term Memory (LSTM)
networks. The suggested system uses CNN for
facial recognition and LSTM for time-series
analysis to make it easier to track and verify
people. [8]

Al-Abboodi and Al-Ani (2024) suggest a new
way to recognise faces using the GSO-CNN deep
learning algorithm. The authors say that their
combination method, which uses both CNNs and
Grey Wolf Optimisation (GSO), makes face
recognition systems more accurate and faster.
Mishra et al. (2024) introduce LSCO, a method
that uses Light Spectrum Chimp Optimisation
and SpinalNet, a form of CNN, to find and
recognise faces. This new method tries to solve
problems like finding genuine people in messy
places. Chen et al. (2023) provide a lightweight
CNN-based method for real-time facial
recognition on embedded computers. The study
focusses on facial recognition systems that use
less energy and work with embedded devices
like smartphones and Internet of Things (IoT)
devices. the 11th Rajeshkumar et al. (2023) look
into how faster R-CNN can be used for facial
recognition in smart office automation systems.
The authors' combination of face recognition
and the Internet of Things (IoT) can make the
workplace more automated and safe. [12]
Budiman et al. (2023) go into great detail about
two well-known facial recognition algorithms:
CNN and Local Binary Pattern Histogram
(LBPH). They look at the benefits and downsides
of each strategy with an eye towards how well
and reliably CNN-based systems work. in [13]
Maheswaran et al. (2023) talk about ways to
make smart systems that can verify users'
identities using facial detection and recognition
technology. They found that Al-powered facial

recognition systems could improve
authentication and security in a number of ways.
[14]

Lee et al. (2023) talk about this when they talk
about how ResNet50 and CNN could be used in
systems that recognise blind faces and
expressions. The results of this study imply that
convolutional neural networks (CNNs) could aid
people with disabilities by making facial
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recognition systems. For people who can't see
well, the fact that the technology can read facial
expressions makes it much easier to talk to
other people. [15]

Kocacinar et al. (2022) provide a mobile facial
recognition system based on CNN that is both
light and can mask in real time. Given the
problems that come with wearing masks, the
study suggests a method that uses mobile
devices, especially because of the COVID-19
pandemic. [16]

Zamir et al. (2022) combine convolutional
neural networks (CNNs) and Raspberry Pi to
look into how to recognise faces in pictures and
videos. Their method shows that cheap
embedded electronics can be used to do facial
recognition well. Because of this, it may be used
in a lot of real-world situations, such attendance
and security systems, without needing
expensive hardware. Kaur et al. (2022) use a
convolutional neural network (CNN) model in
their work on a system for recognising face
masks. This study adds to the expanding body of
research on employing masks for facial
recognition. It shows how to teach convolutional
neural networks (CNNs) to tell the difference
between faces that are covered and those that
aren't. An sophisticated, situation-agnostic face
recognition method based on HRPSM_CNN
Tamilselvi and Karthikeyan (2022) suggest this.
The technique still works great even when the
illumination changes, the position changes, or
anything blocks the face. This makes it a great
choice for real face recognition systems. Li
(2022) looks into how deep learning could be
able to help with picture recognition, focussing
on convolutional neural networks (CNNs) and
how well they work for different computer
vision tasks. The author talks about one of the
numerous possible uses for convolutional neural

Table 3: Literature Review

networks (CNNs): recognising faces. They also
talk about the improvements that have made
CNNs the best way to recognise images today. In
[20], Ben Fredj et al. (2021) look into using
convolutional neural networks (CNNs) to
recognise faces in situations when there are no
rules. The study looks into how to tune CNNs for
occlusions, lighting, and changes in position,
showing that they could be useful in the real
world, where things aren't always perfect. [21]
Elngar et al. (2021) talk about how CNNs can be
used for picture categorisation, especially when
it comes to recognising faces. There are different
ways to make CNNs better at classifying things
and faster at doing so. This survey has further
information about how CNNs can be used for
photo recognition. [22]

Christa et al. (2021) show how to use
MobileNetV2 and CNNs to make a mask
identification system. During the COVID-19
pandemic, one of the most important things the
device can perform is check to see if people are
wearing face masks. The article shows that
CNNs can be used for more than just face
recognition. They may also assist you find face
masks and other things. [23]

Lu et al. (2021) look at CNNs for facial
recognition by using extra datasets. They show
that data augmentation strategies can make
training better by making the model less
sensitive to changes in the input photographs,
like changes in location, lighting, and mood. [24]
Sanchez-Moreno et al. (2021) talk about how to
make facial recognition work better in places
where there are no rules. The paper talks about
the problems with employing facial recognition
systems in the real world and suggests ways to
make them more accurate and reliable, which
will make them more useful in the end. [25]

Ref | Author / | Objectives Methodology Findings Limitation
Year
1 Nemavhola To provide a | Reviewed Identified major | Lacked
etal. (2025) | comprehensive diverse DL | trends and | performance
scoping review of | models used in | research gaps in | comparison and
deep learning | face DL-based face | experimental
techniques in | recognition. recognition. validation.
face recognition.
2 Nemavhola Systematically Comparative Detailed insight | Did not include
etal. (2025) | review CNN | review of CNN | into CNN variants | experimental
architectures, models, and their | benchmarks or
datasets, and | datasets, and | comparative real-world
performance metrics. performances. application tests.
metrics for face
recognition.
3 Yo et al |To improve | Combined Enhanced Evaluation limited
(2025) masked face | sparse performance on | to small and

15
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recognition using | representation | masked face | specific =~ masked
Sparse CNN. with deep CNN. | datasets. datasets.

4 Khan et al. | Improve face | Designed a | Achieved superior | High

(2025) spoofing spatio-temporal | detection computational
detection using | CNN accuracy for | complexity; limited
spatio-temporal framework. presentation edge deployment
deep learning. attacks. feasibility.

5 Al_Airaji et | Review Analytical Highlighted state- | No experimental
al. (2025) challenges and | review of | of-the-art analysis or novel

solutions in face | existing methods and | model proposed.
recognition. literature. practical issues.

6 Khan et al. | Improve face | Enhanced Better detection | Focused only on
(2024) detection using | MTCNN accuracy and | detection, not

MTCNN++ architecture. efficiency. recognition.
framework.

7 Pandi et al. | Propose Al-based | Novel CNN | Effective in | Not tested under
(2024) face fraud | model for fraud | detecting fake | varying lighting or

detection system. | detection. faces. occlusion.

8 Shukla et al. | Develop CNN-LSTM Improved Performance drops
(2024) automatic hybrid for face | attendance with occluded

attendance using | recognition. accuracy and | faces.
CNN-LSTM. automation.

9 Al-Abboodi Facial Hybrid GSO- | Achieved high | Generalization not
& Al-Ani | recognition using | CNN model. accuracy. tested across
(2024) GSO-CNN datasets.

algorithm.

10 | Mishra et al. | Live face | LSCO with | High accuracy in | Computationally
(2024) detection using | SpinalNet for | live detection. intensive.

LSCO-SpinalNet. | feature
extraction.

11 | Chen et al. | Real-time Lightweight Achieved low- | Limited testing on
(2023) recognition  on | CNN latency, real-time | complex facial

embedded implementation. | recognition. variations.
systems.

12 | Rajeshkumar | Office Faster = R-CNN | Enabled smart | Application-
etal. (2023) | automation using | integrated with | office specific; not

Faster R-CNN | IoT. functionalities. generalized.
and IoT.

13 | Budiman et | Review CNN vs | Systematic CNN Did not test on
al. (2023) LBPH for | literature outperformed real-world

attendance. review. LBPH in accuracy. | systems.

14 | Maheswaran | Intelligent Al-based Improved Conceptual model
etal. (2023) | system design | recognition authentication with limited

with Al  face | system design. performance. implementation.
detection.

15 | Lee et al. | Recognition ResNet50 and | Recognized faces | System usability in
(2023) system for blind | CNN and expressions | real-world not

people. integration. effectively. explored.

16 | Kocacinar et | Mobile masked | Real-time Worked well on | Accuracy reduced
al. (2022) face recognition | lightweight mobile devices. under heavy

system. CNN. occlusions.

17 | Zamir et al. | Face recognition | CNN on | Effective low-cost | Limited scalability.
(2022) using Raspberry | Raspberry  Pi | solution.

Pi. setup.

18 | Kaur et al. | CNN-based face | Trained CNN on | Detected mask | Not focused on
(2022) mask mask datasets. presence with | identity

recognition. high precision. recognition.

19 | Tamilselvi & | HRPSM-CNN for | Custom CNN | Performed well in | Model complexity

16
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Karthikeyan | uncontrolled under varying | unconstrained was high.
(2022) environments. conditions. settings.

20 | Li(2022) DL in image | Survey on DL | Highlighted Lacked specific
recognition applications. potential in image | focus on face
applications. tasks. recognition.

21 | Ben Fredj et | CNN in | CNN tested in | High recognition | Limited diversity

al. (2021) unconstrained open settings. rates achieved. in test samples.
face recognition.

22 | Elngar et al. | Survey on image | Literature Summarized No experimental
(2021) classification via | survey. major CNN | validation.

CNN. classifiers.

23 | Christa et al. | Mask detection | CNN + OpenCV | Accurately Did not handle

(2021) using on detected face | recognition or
MobileNetV2. MobileNetV2. masks. spoofing.

24 | Lu et al.|CNN with | Data Improved Augmentation

(2021) augmented augmentation recognition impact not
dataset for face | with CNN. accuracy. quantified.
recognition.

25 | Sanchez- Efficient face | Optimized CNN | Achieved robust | Performance
Moreno et al. | recognition in | framework. recognition in | under low light not
(2021) unconstrained real-world tested.

environments. settings.

Problem Statement

Even while face recognition technology has
come a long way, current systems still have
trouble with accuracy, speed, and reliability
when conditions vary, as when illumination,
facial expressions, or orientations shift.
Traditional facial recognition systems don't
work well in the real world because they are
sensitive to noise and need a lot of
preprocessing. These methods might not work
well when used on massive datasets in real time,
which is a big problem for security and
surveillance applications where speed and
accuracy are very important.

The main purpose of this study is to create and
apply a convolutional neural network (CNN)
based facial recognition system that is more
accurate, more resistant to changes in the
environment, and faster at processing data than
earlier methods.

Objective

e To explore the effectiveness of CNNs in
face recognition tasks, highlighting their
ability to automatically extract discriminative
features from facial images without relying on
manual feature extraction techniques.

e To design and implement a CNN-based
architecture that is robust and capable of
handling various challenges in face recognition,
such as variations in lighting, facial expressions,
pose, and occlusions like masks or glasses.

e To evaluate the performance of the
proposed CNN-based face recognition system
using publicly available face datasets, such as
LFW (Labeled Faces in the Wild) and VGGFace2,
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and compare its performance to traditional face
recognition methods, such as PCA (Principal
Component Analysis) or Local Binary Patterns
(LBP).

e To optimize the CNN model for real-time
face recognition, ensuring that it can perform
fast and efficiently in practical applications, such
as surveillance systems or  biometric

authentication systems, by focusing on
minimizing latency while maintaining high
accuracy.

e To investigate the impact of using

transfer learning from pre-trained CNN models
(e.g, VGG16, ResNet) on the performance of face
recognition, particularly in terms of improving
accuracy with limited training data.

e To identify future enhancements and
challenges related to deploying CNN-based face
recognition systems in dynamic real-world
environments, including improving robustness
against presentation attacks (e.g., spoofing) and
cross-domain  generalization for different
lighting conditions or camera quality.

Proposed Research Methodology:

Here are the main parts of the recommended
CNN-based technique for recognising faces:

1. Data Collection and Preprocessing:
You may find a lot of tagged pictures of people's
faces in public databases like LFW (Labelled
Faces in the Wild) or AT&T Faces. The dataset is
cleaned up so that all the pixels have the same
value and all the images are the same size. Data
augmentation techniques like flipping and
rotating are also used to make the model
stronger.
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2. Model Architecture:
A Convolutional Neural Network (CNN) uses
both convolutional and pooling layers to find
hierarchical facial features. The levels of the
architecture that link the recovered features to
the identifying labels might all be related to each
other. You can use pretrained models like VGG-
Face and ResNet to improve the performance of
your own model using transfer learning.
3. Model Training:
The CNN is trained using supervised learning,
and the last layer uses a softmax classifier to
guess the class (or identity). We use a loss
function like categorical cross-entropy to train
the model and optimisation methods like Adam
or SGD to lower the loss.
4. Evaluation and Testing:
we check and test the learnt model on a dataset
that it didn't see during training. We use
performance metrics like recall, accuracy,
precision, and Fl-score to see how well the
system works. We also test the system's ability
to recognise faces in real time to see if it can be
used in the real world.
5. Comparison with Traditional Methods:
we examine at how the proposed CNN-based
system compares to existing face recognition
approaches like Principal Component Analysis
(PCA) and Local Binary Patterns (LBP) in terms
of speed, accuracy, and reliability.
Algorithm for CNN-based Face
Recognition System
The following algorithm describes the steps for
implementing a  Convolutional Neural
Network (CNN)-based Image Face
Recognition System. This algorithm includes
steps for data collection, pre-processing, model
training, face recognition, and evaluation.
1. Data Collection
e Collect a large and diverse dataset of
face images. The dataset should include
images of individuals with varying
poses, lighting conditions, facial
expressions, and occlusions (e.g,
glasses, masks). Examples of widely-
used datasets include LFW (Labeled
Faces in the Wild), VGGFace2, or
custom datasets collected for specific
applications.
2. Data Pre-processing
o Resize Images: Resize all images to a
fixed size, such as 224x224 or 256x256
pixels, to ensure uniform input
dimensions for the CNN.
e Normalize Images: Normalize pixel
values to the range [0, 1] or [-1, 1] by
dividing by 255 (for values in [0, 255]).

Image
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e Data Augmentation (Optional): To
increase the diversity of the training
dataset and avoid overfitting, perform
data augmentation techniques, such as
random rotations, flipping, cropping, or
adding noise to images.

e Label Encoding: Encode the labels
(names of individuals) as numerical
values if they are in string format.

3. Model Architecture (CNN Design)

e InputLayer: The input layer of the CNN
should accept face images with a fixed
size (e.g., 224x224x3 for color images).

e 3Convolutional Layers: Use multiple
convolutional layers to extract features
from images. Typically, the first layers
will extract low-level features like edges
and textures, while deeper layers will
capture high-level patterns, such as
facial landmarks and identity-related
features. The key operations are:

o Convolutional filters (kernels)
applied to the input image.

o Activation functions like ReLU
(Rectified Linear Unit) to
introduce non-linearity.

o Pooling layers (Max Pooling or
Average Pooling) to reduce the
spatial dimension and retain the
most important features.

o Flattening Layer: After the
convolutional and pooling layers, flatten
the feature maps into a one-dimensional
vector to feed into the fully connected
layers.

e Fully Connected (Dense) Layers: The
fully connected layers help learn
complex relationships between
features. These layers consist of
neurons fully connected to the output of
the previous layer. The output layer
should have a number of neurons equal
to the number of classes (individual
identities) in the dataset.

e Output Layer: The output layer should
use a softmax activation function to
output probabilities for each class
(person).

4. Model Compilation
e Loss Function: Use Categorical Cross-

Entropy loss for multi-class
classification (if there are multiple
individuals).

e Optimizer: Use Adam optimizer (or
any other gradient descent-based
optimizer) for training the network.

e Metrics: Track metrics like accuracy
and precision during training to
monitor model performance.
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5. Training the CNN

e Train-Test Split: Split the dataset into
training and testing sets (e.g, 80%
training, 20% testing).

e Model Training: Train the CNN on the
training dataset for a fixed number of
epochs (e.g., 30-50 epochs) using the
training images. Use validation data to
avoid overfitting and  monitor
performance during training.

e Batch Size: Set the batch size (e.g., 32
or 64) for training the model.

o Early Stopping (Optional): Implement
early stopping to halt training if the
model’s performance on the validation
set begins to degrade.

6. Model Evaluation

o Test Accuracy: After training, evaluate
the performance of the CNN on the test
dataset using accuracy or other relevant
metrics.

e Confusion Matrix: Generate a
confusion matrix to analyze which
individuals are often misidentified.

e Precision and Recall: Calculate
precision, recall, and F1 score to
evaluate how well the model is
identifying individuals correctly,
particularly in cases where class
imbalance exists.

7. Face Recognition (Inference)

e Face Detection: For real-time
recognition, first apply a face detection
algorithm (e.g, Haar Cascades,

MTCNN, or SSD) to detect faces in input
images or video frames. This step is
critical for cropping the face region and
feeding it into the trained CNN.

e Pre-process Input Image: The
detected face region should be pre-
processed just like the training data
(resize, normalize, etc.).

o Inference: Feed the pre-processed face
image into the trained CNN to get the
predicted identity (class) as an output.
The output will be a probability
distribution for each individual in the
model’s class.

o Post-processing: Assign the identity to
the face based on the class with the
highest probability. If the highest
probability is below a threshold (e.g,
0.8), the recognition system may return
"Unknown."

8. Deployment

e Optimization: After training the model,
the CNN can be optimized for inference
on devices with limited resources (e.g.,
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mobile phones or embedded systems)
using techniques like quantization,
pruning, or knowledge distillation.

e Real-time Recognition: Integrate the
trained model into a real-time face
recognition system, such as a security
camera, attendance system, or personal
device.

9. Continuous Improvement

e Retraining: Regularly retrain the
model with new data to improve its
generalization to new faces and
scenarios.

e Fine-tuning: If performance drops in
certain conditions (e.g., mask-wearing
faces), fine-tune the model with more
specific data or new augmentation

techniques.
Conclusion
Face  recognition  systems based on

Convolutional Neural Networks (CNNs) have
changed the way biometric authentication and
monitoring function because they are so
accurate, flexible, and scalable. After successful
tests in controlled settings, these technologies
are being used more and more in mobile
authentication, smart security systems, and law
enforcement. Still, it seems like it's simpler to
say than to accomplish in the real world. Current
models have problems with things like dealing
with changes in face features, occlusions,
lighting, real-time processing needs,
presentation attacks, and moral issues with data
abuse and privacy.

To solve these problems, research in the future
should focus on making CNN designs that are
lighter, more stable, and follow ethical
standards. This includes making spoof detection
systems stronger, teaching models to work
better on low-resource devices in real time, and
training them on a wide range of datasets. It's
important that these technologies be open,
accountable, and follow privacy laws so that
they can be utilised safely. Find a balance
between current technology and moral integrity
to make CNN-based facial recognition systems
that people can trust and that are socially
acceptable.

Future Scope

There are a number of ways that the suggested
CNN-based facial recognition system could be
improved in the future: The suggested CNN-
based facial recognition system looks good, but
it could yet be better in the future. Live
monitoring and mobile identification are two
examples of applications that show how
important it is to improve real-time
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performance. You can leverage hardware
acceleration (such GPUs and TPUs) and model
compression to speed up processing and lower
latency. Another big problem is dealing with
changes in posture and facial expression.
Researchers might try to make pose-invariant
feature extraction methods or use 3D face
recognition algorithms in the future to make the
system better at dealing with things like glasses
or face masks.

Cross-dataset generalisation is another key
thing to think about. The current method works
well on a certain dataset, however in the actual
world, there are many other places where you
can find photographs. Looking into how to make
the model more adaptable to different domains
and how to reduce bias in the dataset will make
it more generalisable. Combining face
recognition with additional biometric
technologies, like iris or fingerprint recognition,
can potentially make future systems even more
safe and accurate for authentication.

Lastly, when this technology becomes more
common, people will surely start to worry about
privacy and ethics. Federated learning and
differential privacy are two examples of privacy-
preserving technologies that should be studied
more in the future. This will make sure that
systems are built in accordance with rules and
regulations and help keep user data safe. These
lines of questioning can help build CNN-based
facial recognition systems that are better, safer,
and more useful in the real world. By looking at
the CNN-based facial recognition system, we can
make these areas better and apply them in more
real-life situations.

Reference

Nemavhola, A., Viriri, S., & Chibaya, C. (2025). A
Scoping Review of Literature on Deep Learning
Techniques for Face Recognition. Human
Behavior and Emerging Technologies, 2025(1),
5979728.

Nemavhola, A., Chibaya, C., & Viriri, S. (2025). A

Systematic Review of CNN Architectures,
Databases, Performance Metrics, and
Applications in Face

Recognition. Information, 16(2), 107.

Yo, M. C, Chong, S. C, & Chong, L. Y. (2025).
Sparse CNN: leveraging deep learning and
sparse representation for masked face
recognition. International Journal of Information
Technology, 1-16.

Khan, S., Siddique, T. H. M, Ibrahim, M. S,
Siddiqui, A. ], & Huang, K. (2025). Spatio-
temporal deep learning for improved face

20

presentation attack detection. Knowledge-Based
Systems, 113059.

Al_Airaji, R. A. M., Aljazaery, I. A., & ALRikabi, H.
T. (2025, February). Challenges and approaches
of face recognition: A review. In AIP Conference
Proceedings (Vol. 3169, No. 1). AIP Publishing.

Khan, S. S., Sengupta, D., Ghosh, A., & Chaudhuri,
A. (2024). MTCNN++: A CNN-based face
detection algorithm inspired by MTCNN. The
Visual Computer, 40(2), 899-917.

Pandi, S. S., Monesh, M. S., & Lingesh, B. (2024,
February). A Novel Approach to Detect Face
Fraud Detection Using Artificial Intelligence.
In 2024 Second International Conference on
Emerging Trends in Information Technology and
Engineering (ICETITE) (pp. 1-6). IEEE.

Shukla, A. K, Shukla, A, & Singh, R. (2024).
Automatic attendance system based on CNN-
LSTM and face recognition. International Journal
of Information Technology, 16(3), 1293-1301.

Al-Abboodj, R. H., & Al-Ani, A. A. (2024). A Novel
Technique for Facial Recognition Based on the
GSO-CNN Deep Learning Algorithm. Journal of
Electrical and Computer Engineering, 2024(1),
3443028.

Mishra, S., Thamaraiselvi, D., Dhariwal, S.,
Aggarwal, D., & Ramesh, ]. V. N. (2024). LSCO:

Light spectrum chimp optimization based
spinalnet for live face detection and
recognition. Expert Systems with

Applications, 250, 123585.

Chen, Z., Chen, ], Ding, G., & Huang, H. (2023). A
lightweight =~ CNN-based  algorithm  and
implementation on embedded system for real-
time face recognition. Multimedia systems, 29(1),
129-138.

Rajeshkumar, G., Braveen, M. Venkatesh, R,
Shermila, P. ], Prabu, B. G., Veerasamy, B,, .. &
Jeyam, A. (2023). Smart office automation via
faster R-CNN based face recognition and
internet of things. Measurement: Sensors,27,
1007109.

Budiman, A. Yaputera, R. A, Achmad, S, &
Kurniawan, A. (2023). Student attendance with
face recognition (LBPH or CNN): Systematic
literature review. Procedia Computer
Science, 216, 31-38.

Maheswaran, S., Gomathi, R. D., Rithikhaa, D.,
Praveen, B. Prathiksha, T. Murugesan, G. &
Nandita, S. (2023, July). A Perspective way of



International Journal on Advanced Computer Theory and Engineering

designing Intelligent systems with Face
Detection and Recognition using Artificial
Intelligence for Authentication. In 2023 14th
International ~ Conference on  Computing
Communication and Networking Technologies
(ICCCNT) (pp. 1-6). IEEE.

Lee, ]J. R, Ng, K. W,, & Yoong, Y. ]. (2023). Face
and facial expressions recognition system for
blind people using ResNet50 architecture and
CNN. Journal of Informatics and Web
Engineering, 2(2), 284-298.

Kocacinar, B., Tas, B., Akbulut, F. P., Catal, C., &
Mishra, D. (2022). A real-time cnn-based
lightweight mobile masked face recognition
system. leee Access, 10, 63496-63507.

Zamir, M., Ali, N., Naseem, A., Ahmed Frasteen,
A., Zafar, B, Assam, M, ... & Attia, E. A. (2022).
Face detection & recognition from images &
videos based on CNN & Raspberry
Pi. Computation, 10(9), 148.

Kaur, G., Sinha, R, Tiwari, P. K, Yadav, S. K,
Pandey, P., Raj, R, ... & Rakhra, M. (2022). Face
mask recognition system using CNN
model. Neuroscience Informatics, 2(3), 100035.

Tamilselvi, M., & Karthikeyan, S. (2022). An
ingenious face recognition system based on
HRPSM_CNN under unrestrained environmental
condition. Alexandria Engineering Journal, 61(6),
4307-4321.

Li, Y. (2022, January). Research and application
of deep learning in image recognition. In 2022
IEEE 2nd international conference on power,
electronics and computer applications
(ICPECA) (pp. 994-999). IEEE.

Ben Fredj, H., Bouguezzi, S., & Souani, C. (2021).
Face recognition in unconstrained environment
with CNN. The Visual Computer, 37(2), 217-226.

Elngar, A. A., Arafa, M., Fathy, A., Moustafa, B,
Mahmoud, O., Shaban, M., & Fawzy, N. (2021).
Image classification based on CNN: a
survey. Journal of Cybersecurity and Information
Management, 6(1), 18-50.

Christa, G. H,, Jesica, J., Anisha, K., & Sagayam, K.
M. (2021, May). CNN-based mask detection
system using openCV and MobileNetV2. In 2021
3rd International Conference on  Signal
Processing and Communication (ICPSC) (pp- 115-
119). IEEE.

Lu, P, Song, B, & Xu, L. (2021). Human face
recognition based on convolutional neural

21

network and augmented dataset. Systems
Science & Control Engineering, 9(sup2), 29-37.

Sanchez-Moreno, A. S., Olivares-Mercado, ]J.,
Hernandez-Suarez, A. Toscano-Medina, K,
Sanchez-Perez, G., & Benitez-Garcia, G. (2021).
Efficient face recognition system for operating in
unconstrained environments. Journal of
Imaging, 7(9), 161.



