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Abstract

Wireless Sensor Networks (WSNs) have become essential for
surveillance, border monitoring, and other security-critical applications,
but their distributed nature, limited resources, and exposure to hostile
environments make them highly wvulnerable to intrusions and
cyberattacks. Intrusion Detection Systems (IDS) play a vital role in
maintaining network reliability and ensuring real-time threat
mitigation. In recent years, artificial intelligence techniques, particularly
deep learning and optimization-based models, have significantly
enhanced IDS performance in WSNs. A key concept in this domain is K-
barrier prediction, which determines the number of disjoint sensing
barriers required to detect intrusions effectively, thereby improving
coverage reliability. Advanced models such as Artificial Neural
Networks (ANNs), Convolutional Neural Networks (CNNs), Long Short-
Term Memory (LSTM), and hybrid approaches have been widely used
for accurate prediction. The integration of Dynamic Path-Controllable
Deep Unfolding Networks further improves performance by combining
optimization with neural learning for adaptive and efficient inference.
This review highlights recent advancements, compares methodologies,
and identifies challenges such as energy efficiency, scalability, and real-
time deployment, while suggesting future directions like edge
intelligence and explainable Al.

Introduction

resources, and open wireless communication

Wireless Sensor Networks (WSNs) have become
an integral part of modern intelligent systems,
enabling applications such as environmental
monitoring, military surveillance, healthcare
systems, and industrial automation. These
networks consist of spatially distributed sensor
nodes that collaboratively monitor physical or
environmental conditions and transmit collected
data to a central base station. Despite their
advantages, WSNs are inherently vulnerable to
various security threats due to their
decentralized architecture, limited energy
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channels. Intrusion detection in WSNs is a critical
challenge, especially in  mission-critical
applications such as border surveillance and
defence systems. Traditional security
mechanisms, such as encryption and
authentication, are often insufficient to address
dynamic and sophisticated cyber-attacks. As a
result, Intrusion Detection Systems (IDS) have
been widely adopted to monitor network
behaviour and identify malicious activities.
Machine learning and deep learning techniques
have significantly enhanced IDS capabilities by
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enabling adaptive learning and high detection
accuracy.

A crucial concept in WSN-based intrusion
detection is K-barrier coverage, which ensures
that an intruder crossing a monitored region is
detected by at least K independent sensing paths.
The accurate prediction of K-barriers plays a vital
role in improving detection reliability and
minimizing false negatives. Recent research has
demonstrated that deep learning models can
effectively predict K-barrier values using
features such as sensor deployment density,
sensing range, and communication topology.
These models outperform traditional analytical
approaches by handling nonlinear relationships
and complex spatial distributions. In parallel, the
emergence of deep unfolding networks has
introduced a new dimension to Al-based
optimization. Deep unfolding transforms
iterative optimization algorithms into neural
network architectures, allowing end-to-end
learning while preserving interpretability. When
applied to WSN intrusion detection, dynamic
path-controllable deep unfolding networks

enable adaptive routing, efficient barrier
prediction, and enhanced intrusion detection
accuracy.

Moreover, hybrid Al approaches combining CNN,
LSTM, and optimization algorithms have shown
promising results in improving detection
performance. For instance, CNN-based IDS
models have achieved high accuracy rates while
reducing false alarm rates in WSN environments.
Similarly, optimization-enhanced deep learning
models have been proposed to improve feature
selection and classification efficiency, achieving
near-optimal detection performance. Despite
these advancements, several challenges remain.
These include energy constraints of sensor
nodes, scalability issues in large-scale
deployments, data imbalance in intrusion
datasets, and the need for real-time processing.

Additionally, integrating Al models into
resource-constrained WSN environments
requires lightweight and energy-efficient

architectures. This paper aims to provide a
detailed review of Al-based techniques for K-
barrier prediction and intrusion detection using
dynamic path-controllable deep unfolding
networks. It focuses on recent trends (2020-
2023), identifies research gaps, and outlines
future directions for developing robust and
efficient IDS solutions in WSNs.

Literature Review

Singh et al. (2022) proposed an Artificial Neural
Network (ANN)-based model to predict K-barrier
coverage by utilizing parameters such as sensing
range, transmission range, and node density.
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Their model demonstrated strong predictive
accuracy and effectively handled nonlinear
spatial relationships in WSN deployments.
Muruganandam et al. (2023) extended this work
by introducing a feedforward deep learning
model for barrier prediction. Their approach
improved computational efficiency and
prediction precision, highlighting the importance
of feature engineering in achieving optimal
performance. Similarly, Nguyen et al. (2023)
integrated deep learning with optimization
techniques to enhance intrusion detection
systems (IDS) using K-barrier concepts. Their
model significantly reduced false positives while
improving detection accuracy. Sultan et al.
(2023) focused on ANN-based intrusion
detection specifically for identifying Denial-of-
Service (DoS) attacks in WSNs. Their approach
achieved high classification accuracy and
demonstrated robustness in dynamic network
conditions.

In addition, Delwar et al. (2024) provided a
comprehensive review of machine learning
techniques for WSN security, emphasizing
challenges such as anomaly detection, quality of
service, and sensor deployment strategies.
Alharbi et al. (2021) proposed a hybrid CNN-
LSTM-based intrusion detection system that
combines spatial feature extraction with
temporal sequence learning. Their model
achieved high detection accuracy (above 97%)
and demonstrated effectiveness in identifying
complex attack patterns in  dynamic
environments. Kim et al. (2020) introduced an
autoencoder-based anomaly detection
framework, leveraging unsupervised learning to
identify deviations from normal network
behaviour. This approach proved particularly
useful in detecting unknown or zero-day attacks,
addressing the limitation of labelled dataset
scarcity in WSNs.

Similarly, Zhang et al. (2022) integrated Particle
Swarm Optimization (PSO) with Convolutional
Neural Networks (CNN) to enhance feature
selection and classification performance. Their
hybrid model improved detection accuracy while
reducing redundant features. Rahman et al.
(2021) focused on energy-efficient intrusion
detection by proposing a lightweight deep neural
network model tailored for resource-constrained
WSN nodes. Their approach significantly reduced
computational overhead and energy
consumption while maintaining acceptable
detection performance. Furthermore, Chen et al.
(2023) introduced a deep unfolding network
framework that maps iterative optimization
algorithms into neural network architectures.
This approach improved convergence speed and
adaptability, making it suitable for dynamic path-
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controllable intrusion detection and K-barrier
prediction in WSNs.

Lietal. (2021) proposed a Graph Neural Network
(GNN)-based intrusion detection system that
models WSNs as graph structures, capturing
node relationships and communication patterns
effectively. Their approach demonstrated
improved performance in detecting coordinated
and distributed attacks compared to traditional
models. Kaur et al. (2022) introduced a hybrid
model combining Genetic Algorithms (GA) with
Deep Neural Networks (DNN) to optimize feature
selection and network parameters. The
integration of evolutionary optimization
enhanced classification accuracy and reduced
redundant features, achieving performance
levels close to 96%. Hassan et al. (2020)
explored reinforcement learning-based intrusion
detection, where the system dynamically adapts
to changing network conditions and attack
patterns. This approach improved adaptability
and decision-making in real-time environments.
Wang et al. (2022) proposed a Deep Belief
Network (DBN) integrated with Ant Colony
Optimization (ACO) for intrusion detection. The
hybrid model improved feature extraction and
minimized false positives, demonstrating strong
performance in large-scale WSN deployments.
Additionally, Ahmed et al. (2023) introduced a
federated learning-based intrusion detection
system that enables distributed training across
sensor nodes without sharing raw data. This
approach enhances privacy preservation and
reduces communication overhead while
maintaining high detection accuracy. Zhou et al.
(2021) introduced a  Transformer-based
intrusion detection model that leverages
attention mechanisms to capture long-range
dependencies in network traffic. Their approach
outperformed traditional recurrent models in
terms of scalability and detection accuracy.
Reddy et al. (2022) proposed a hybrid CNN-GRU
model that combines convolutional feature
extraction with efficient temporal learning.
Compared to LSTM-based models, their
approach reduced computational complexity
while maintaining high detection performance.
Kumar etal. (2020) developed a hybrid intrusion
detection system integrating Support Vector
Machines (SVM) with deep feature extraction
techniques. This model achieved high precision
and recall, particularly for known attack
patterns, while requiring less training data. Patel
et al. (2023) focused on energy-aware deep
learning models that incorporate energy
consumption metrics into the training process.
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Their approach effectively balances detection
accuracy with network lifetime, addressing a key
limitation of WSNs. Furthermore, Alotaibi et al.
(2021) proposed a deep reinforcement learning
(DRL)-based framework that dynamically adapts
routing and intrusion detection strategies based
on network conditions, improving resilience and
reducing packet loss. Sharma et al. (2022)
proposed a lightweight CNN-based intrusion
detection system designed for low-power sensor
nodes. Their model achieved approximately 95%
detection accuracy while minimizing
computational overhead, making it suitable for
real-time deployment.

Gupta et al. (2021) introduced a hybrid approach
combining K-means clustering with deep neural
networks to improve feature grouping and
classification  performance. This method
enhanced detection accuracy by reducing data
redundancy. Park et al. (2020) utilized stacked
autoencoders for dimensionality reduction and
anomaly detection, effectively handling high-
dimensional WSN data and improving detection
efficiency. El-Sayed et al. (2022) developed an
ensemble-based intrusion detection system that
integrates multiple classifiers, including Random
Forest, CNN, and SVM. This approach improved
robustness and achieved higher detection
accuracy compared to single-model systems.
Banerjee et al. (2023) applied transfer learning
techniques to intrusion detection, enabling
models to leverage pre-trained knowledge and
perform effectively even with limited training
data. Mehta et al. (2021) proposed a bio-inspired
optimization-based model using the Firefly
algorithm combined with deep neural networks
for feature selection and classification. This
approach enhanced accuracy but introduced
additional computational overhead.

Torres et al. (2022) introduced an edge
computing-based intrusion detection
framework, allowing data processing at the
network edge to reduce latency and improve
real-time response. Singh et al. (2023) proposed
an attention-based deep learning model that
dynamically focuses on important features in
network traffic, improving the detection of
complex and stealthy attacks. Luo et al. (2021)
developed a deep neural network with dropout
regularization to prevent overfitting and
improve generalization performance across
datasets. Finally, Verma et al. (2022) integrated
fuzzy logic with deep learning techniques to
handle uncertainty and noisy data in WSN
environments, enhancing detection accuracy in
real-world scenarios.
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Comparative Table

No | Author (Year) | Technique/Mo | Application Key Performan | Limitation
. del Contribution | ce
1 Singh et al. | ANN K-barrier Accurate High Data
(2022) prediction barrier (R%0.78) dependency
estimation
2 Murugananda | Feedforward Barrier Reduced High Feature
m et al | DL prediction complexity sensitivity
(2023)
3 Nguyen et al. | DL IDS + K-barrier | Improved High Complexity
(2023) Optimization detection
4 Sultan et al. | ANN IDS (DoS | High High Limited
(2023) detection) classification attack types
accuracy
5 Delwar et al. | ML Review WSN security Identified Moderate No
(2024) challenges implementati
on
6 | Alharbi et al. | CNN-LSTM IDS Spatial- ~97% High
(2021) temporal computation
detection
7 Kim et al. | Autoencoder Anomaly Unsupervise | High Reconstructio
(2020) detection d IDS n error
8 Zhang et al. | PSO +CNN IDS Optimized High Optimization
(2022) feature overhead
selection
9 Rahman et al. | Lightweight IDS Energy- Good Slight
(2021) DNN efficient accuracy drop
model
10 | Chen et al. | Deep Unfolding | IDS/Optimizati | Fast High Complex
(2023) Network on convergence design
11 | Li et al.| GNN IDS Graph-based | High Scalability
(2021) detection
12 | Kaur et al. | GA+DNN IDS Feature ~96% Convergence
(2022) optimization time
13 | Hassan et al. | Reinforcement | IDS Adaptive High Training
(2020) Learning learning complexity
14 | Wang et al. | DBN + ACO IDS Swarm High Resource
(2022) optimization usage
15 | Ahmed et al. | Federated IDS Privacy High Communicati
(2023) Learning preservation on cost
16 | Zhou et al. | Transformer IDS Long High Memory
(2021) dependency intensive
modeling
17 | Reddy et al. | CNN-GRU IDS Efficient High Parameter
(2022) temporal tuning
modeling
18 | Kumar et al. | SVM + DL IDS Hybrid Good Limited
(2020) model adaptability
19 | Patel et al. | Energy-aware IDS Energy- Balanced Trade-offs
(2023) DL performance
balance
20 | Alotaibi et al. | DRL IDS + Routing Adaptive High Training time
(2021) routing
21 | Sharma et al. | Lightweight IDS Low-power ~95% Limited
(2022) CNN deployment complexity
22 | Gupta et al. | K-means+ DNN | IDS Feature High Cluster
(2021) grouping dependency
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23 | Park et al. | Autoencoder IDS Dimensionali | High Data
(2020) ty reduction imbalance
24 | El-Sayed et al. | Ensemble IDS Robust Very High Complexity
(2022) Learning classification
25 | Banerjee etal. | Transfer IDS Low-data High Domain
(2023) Learning learning mismatch
26 | Mehta et al. | Firefly + DNN IDS Optimization | High Slow
(2021) -based IDS convergence
27 | Torres et al. | Edge IDS Low latency | High Edge
(2022) Computing IDS limitations
28 | Singh et al. | Attention DL IDS Feature High Computation
(2023) importance cost
29 | Luo et al. | DNN + Dropout | IDS Overfitting Stable Training time
(2021) reduction
30 | Verma et al. | Fuzzy + DL IDS Handles High Model
(2022) uncertainty complexity

Comparative Analysis

The comparative analysis of the selected studies
reveals a clear progression in Intrusion Detection
Systems (IDS) and K-barrier prediction for
Wireless Sensor Networks (WSNs), moving from
traditional machine learning approaches to
advanced deep learning and hybrid intelligent
frameworks.  These  studies  collectively
emphasize improving detection accuracy, energy

efficiency, adaptability, and real-time
performance in resource-constrained WSN
environments. Early approaches based on

Artificial Neural Networks (ANNs) and basic
deep learning models demonstrated strong
performance in K-barrier prediction and
intrusion detection tasks. For instance, Singh et
al. (2022) achieved a relatively high correlation
(R=0.78) in barrier prediction, while Sultan et al.
(2023) reported high classification accuracy for
DoS attack detection. However, these models
heavily depend on large datasets and are
sensitive to input feature selection, limiting their

generalization capability in dynamic
environments.
The integration of deep Ilearning with

optimization techniques marks a significant
improvementin IDS performance. Hybrid models
such as PSO + CNN, GA + DNN, and ACO-based
approaches enhance feature selection and
classification accuracy. These models achieve
high detection rates (often above 95%), but
introduce additional computational overhead
and longer convergence times, making them less
suitable for real-time deployment in large-scale
WSNs. A notable advancement is observed in
temporal and spatial modelling techniques,
including CNN-LSTM, CNN-GRU, and
Transformer-based models. These models
effectively capture both spatial correlations and
temporal dependencies in network traffic,
leading to improved anomaly detection and
intrusion classification.  Transformer-based
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approaches, in particular, excel in modelling
long-range dependencies, but their high memory
consumption and computational requirements
pose challenges for deployment in energy-
constrained sensor networks.

The emergence of unsupervised and semi-
supervised learning models, such as
Autoencoders provides an alternative approach
for anomaly detection without requiring labelled
data. These methods are effective in identifying
unknown attacks; however, their performance is
affected by reconstruction errors and data
imbalance issues. Recent studies have
increasingly focused on lightweight and energy-
efficient deep learning models, which aim to
balance detection accuracy with resource
constraints. Lightweight DNNs and CNNs achieve
acceptable accuracy (x95%) while reducing
computational cost, making them suitable for
edge deployment. However, these models often
sacrifice some accuracy and struggle with
complex attack patterns.

Another important trend is the adoption of
Reinforcement Learning (RL) and Deep
Reinforcement Learning (DRL), enabling
adaptive and dynamic intrusion detection and
routing decisions. These approaches allow
systems to learn optimal policies over time,
improving adaptability. Nevertheless, they suffer
from long training times and convergence issues,
especially in large-scale networks. Advanced
paradigms such as Federated Learning and Edge
Computing-based IDS address privacy and
latency concerns, respectively. Federated
learning enhances data privacy by decentralizing
model training, while edge-based IDS reduces
detection latency. However, these approaches
introduce challenges such as communication
overhead and limited edge resources.
Additionally, attention-based deep learning
models and ensemble learning techniques
demonstrate superior performance by focusing
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on important features and combining multiple
classifiers. These methods achieve very high
detection accuracy but are computationally
expensive.

Overall, the analysis indicates that hybrid and
attention-based deep learning models, combined
with optimization and reinforcement learning,
provide the most effective solutions for IDS and
K-barrier prediction in WSNs. However, key
challenges remain, including high computational
complexity, scalability issues, data dependency,
and energy constraints. Future research should
focus on developing lightweight, adaptive, and

scalable models, integrating transformers,
attention mechanisms, and edge intelligence, to
achieve efficient and real-time intrusion

detection in next-generation WSNs.

Conclusion

The rapid evolution of Wireless Sensor Networks
(WSNs) has necessitated the development of
robust and intelligent intrusion detection
systems (IDS) to ensure secure and reliable
communication. This study presented a
comprehensive review of Artificial Intelligence
(AI)-based techniques for predicting K-barriers
and detecting intrusions using dynamic path-
controllable deep unfolding networks. The
analysis of 30 studies from 2020 to 2023 reveals
that  Al-driven  approaches significantly
outperform traditional methods in terms of
detection accuracy, adaptability, and scalability.
Deep learning models such as Convolutional
Neural Networks (CNN), Recurrent Neural
Networks (RNN), Long Short-Term Memory
(LSTM), and Transformer architectures have
demonstrated  exceptional capability in
extracting complex spatial and temporal features
from WSN data. Hybrid approaches that integrate
optimization techniques, such as Genetic
Algorithms (GA), Particle Swarm Optimization
(PSO), and Ant Colony Optimization (ACO),
further enhance model performance by
improving feature selection and parameter
tuning.

The concept of K-barrier coverage has emerged
as a crucial metric for ensuring robust intrusion
detection. Al-based prediction models effectively
estimate  K-barriers, enabling improved
monitoring and reducing the probability of
undetected intrusions. Additionally, deep
unfolding networks provide a promising
framework by  combining  optimization
algorithms with neural network architectures,
offering faster convergence and improved
interpretability. Despite these advancements,
several challenges persist. Energy efficiency
remains a critical concern due to the limited
battery capacity of sensor nodes. Lightweight
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and energy-aware models have been proposed,
but achieving a balance between accuracy and
resource consumption continues to be a
challenge. Scalability is another issue,
particularly in large-scale WSN deployments
where computational complexity increases
significantly.

Moreover, data-related challenges such as
imbalance, lack of labelled datasets, and real-
time processing constraints hinder the
effectiveness of Al-based IDS. Emerging
techniques such as federated learning and edge
computing address some of these issues by
enabling distributed learning and reducing
latency. However, these approaches introduce
new challenges, including communication
overhead and system complexity. Future
research should focus on developing energy-
efficient, lightweight, and scalable Al models
tailored for WSN environments. The integration
of explainable Al (XAI) can improve model
transparency and trustworthiness, which is
essential for critical applications. Additionally,
combining deep unfolding networks with edge
intelligence and federated learning can further
enhance system performance and security.
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