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Abstract 

Concerningly, traffic accidents have been on the rise globally, resulting in 
significant human and material losses. This highlights the critical need for 
creative and effective solutions to address this issue. A new wireless com-
munication technology called Vehicular Ad Hoc Networks (VANETs) has 
recently gained a lot of attention from researchers because of its potential 
to improve traffic management and road safety. Nevertheless, in spite of 
these advantages, VANETs have considerable security concerns. Their es-
sentially open and dynamic traits make them especially susceptible to nu-
merous harmful threats, endangering the network's reliability and the us-
ers' safety. Establishing robust security mechanisms is essential for de-
veloping resilient and reliable VANET systems that can effectively miti-
gate threats and safeguard network integrity. An overview of vehicle ad 
hoc networks (VANETs), together including its design and salient fea-
tures, is given in this study. It explores the primary security issues 
VANETs face and underlines the essential need of a safe network environ-
ment. The study investigates important security concerns and how they 
impact VANET integrity in order to underline the shortcomings threaten-
ing this integrity. Viewing these hazards, this work looks at and assesses 
some possible countermeasures. Organizing several security solutions 
into groups and carefully evaluating them helps one to determine which 
ones are most appropriate for particular security issues. 

 
 
Introduction 
Rapid advancements in wireless communication 
have piqued interest in exploring potential new 
areas of use. Since more and more manufacturers 
are installing wireless communication devices 
into their automobiles, this trend has had a dis-
proportionate impact on the automotive sector. 
Since this is happening, the idea of "smart cars" is 
moving closer to becoming a reality. With the 
proliferation of smart, connected vehicles, we can 
anticipate an improvement in connectivity and an 
expansion of intelligent transportation systems 
[1]. Vehicular Ad Hoc Networks (VANETs), a 
unique network paradigm, are set to transform 
transportation by facilitating seamless communi-
cation among themselves. By enabling real-time 

data transmission between vehicles, this cutting-
edge technology has the potential to revolution-
ize traffic systems by enhancing traffic flow and 
lowering congestion. We expect VANETs to sig-
nificantly improve road safety because they ena-
ble sophisticated warning systems, accident pre-
vention techniques, and effective route planning. 
Further development of this technology will re-
define the future of transportation, ushering in a 
new era of safer, smarter, and more effective 
roads [2].  
Vehicular Ad Hoc Network is an amazing techno-
logical evolution of the network which might 
prove to change the course of transportation. 
VANETs can communicate in real time with the 
car so as to increase the chances for improved 
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traffic circulation and reduce tailbacks on busy 
roads. They will do so by introducing advanced 
security features such as early warning systems, 
accident prevention strategies, and intelligent 
routing, and will eventually transform the future 
of VANET's development, rehabilitating the 
transport domain for improved safety, smarter 
connectivity, and more effectiveness to envision 
a new way road can be used for vehicular move-
ments. [3]. As road safety directly and indirectly 
affects lives, that is, more than one million deaths 
and over 50 million injuries - as reported by 
alarming facts - it continues to be high on the 
agenda of traffic management. Alarmingly, sev-
eral reports have stated that unless prompt and 
effective measures are taken, road accidents are 
expected to rise by about 60% in the next couple 
of years. The gruesome reality thus highlights the 
urgent need for comprehensive plans and crea-
tive solutions to address the underlying causes of 
traffic crashes and to improve safety for all road 
users. Besides the horrific toll on human life, traf-
fic congestion entails a huge wastage of time and 
an economic cost. The annual losses due to loss of 
time, productivity, and wastage of fuel run into 
several hundreds of millions. These inefficiencies 
affect the quality of life of people and communi-
ties as well as place a drain on the economy: 
hence, innovative approaches need to be devised 
to tackle these problems of optimizing road 
transportation, reducing congestion, and dealing 
with its attendant social economic problems [4].  
Vehicular Ad hoc networks (VANETs) offer a suit-
able way to improve the traffic environment and 
lessen road-related problems. By means of inte-
grated wireless and processing technologies, 
VANETs-a specific and special subset of the Mo-
bile Ad-hoc Network (MANETs)-enable vehicles 
to communicate with infrastructure and with 
other vehicles. These new advancements allow 
information exchange between different units of 
a road and vehicles. The possibilities for synergis-
tic, sophisticated transportation systems are ex-
travagant in providing a safer way of commuta-
tion. Such a system can open a new age for road 
transport with reduced congestion and accidents 
to allow smarter mobility platforms. [2]. VANETs 
come from a different school of thought than 
other types of MANETs with nature that assigns 
operating constraints to vehicles on a predeter-
mined road infrastructure and traffic laws like 
signs and signals. VANET nodes exclusively oper-
ate on controlled movement patterns within the 
bounds of road networks, unlike free-moving net-
works. They are vehicles capable of wirelessly 
communicating with one another and sharing in-
formation on real-time traffic and roads. Under 

this overarching context, VANETs intend to pro-
mote road safety, efficient traffic management, 
and improved driver experiences [5] [6]. 
With vehicle technology becoming more com-
plex, a great number of applications in the sphere 
of VANET can be outlined on the cline of 
safety/non-safety. While safety applications 
mainly prioritize human lives and danger avoid-
ance, they include emergency alarms and warn-
ings of hazardous road conditions. In this respect, 
they provide timely, life-saving information, 
which reduces the possibilities of road accidents. 
Non-safety applications, however, involve the 
transfer of infotainment, navigation aid, and real-
time traffic information in favour of user comfort 
and productivity. Over the whole picture, these 
applications indicate what VANETs can do in 
terms of revolutionizing present-day transporta-
tion [7] [8]. Safety applications in VANETs are 
aimed at putting road safety first by reducing the 
chances of collision and immediately responding 
to any possible threats. This software includes a 
wide range of utilities, from traffic management 
tools, collision avoidance systems, to alerts on 
emergency vehicles, signal infractions, sharp 
curves, work zones, and adverse road conditions. 
The ultimate goal, however, is to reduce fatal ac-
cidents by informing drivers quickly and reliably, 
thus saving lives. Meanwhile, non-safety applica-
tions focus on the overall experience of a journey 
by adding convenience and enjoyment. They fa-
cilitate things such as online gaming, audio and 
video sharing, internet access, and weather up-
dates, in addition to providing useful features like 
payment systems, parking aids, and guidance to 
nearby venues. Together, these two groups of ap-
plications will work toward changing the way 
transportation systems work on the rating scale 
in the near future [4] [7] [8]. 
The ability to convey messages easily among the 
nodes of the VANETs is pertinent for both safety 
and non-safety applications. These applications 
are based on the exchange of messages which rely 
on two important factors: validity of the message 
contents and security of the transmitters. Any 
degradation of the integrity of information or au-
thenticated identity of senders would cause fail-
ure of the network, causing inefficiencies and po-
tentially creating safety hazards. Thus, it is vitally 
important for the roles of communication to be 
established reliably and to share validated data 
safely so as to ensure uninterrupted and safe 
functioning of the applications [9]. Due to their 
special features, namely great mobility and open 
communication routes, VANETs are especially 
subject to a range of cyber-attacks. A successful 
breach of the network may incur catastrophic 
consequences, ranging from costly traffic snarls 
or fraudulent activities to the loss of human lives 
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due to safety applications being compromised. 
Therefore, one top priority in VANET develop-
ment is ensuring that preventive measures are 
robust. By remedying any weak spots or vulnera-
bilities and putting into place robust protections, 
VANETs will provide a reliable and trusted plat-
form to develop secure and efficient transporta-
tion systems [10]. 
This study mainly intends to supply readers and 
researchers much fond of the security aspects of 
VANETs with a refined foundational source. In 
looking at issues like general architecture of 
VANETs, specific problems they face, basic secu-
rity requirements for reliable operation, and dif-
ferent types of possible attack that could strike at 
the network level, it aims to provide foundational 
background knowledge. By covering such topics, 
the paper serves as a springboard for more re-
search and development in this area and provides 
a guide for enhancing understanding and resolu-
tion of the intricacies of VANET security. 
 
Table 1. Section wise Content Covered 

Section 
No. 

Content Covered 

2 
Gives information about the compo-
nents and operational layout of 
VANET's structural framework. 

3 

Outlines the main obstacles that 
VANET must overcome, including as 
security, environmental, and tech-
nical problems. 

4 
Describes the fundamental security 
needs to create a dependable and 
safe VANET. 

5 
Explains and evaluates the main as-
sault types that target VANET and 
the possible consequences of each. 

6 

Explains possible defences against 
the aforementioned attacks, includ-
ing how to categorize and compare 
them. 

7 
Ends the paper by summarizing the 
outcomes and offering some con-
cluding remarks on VANET security. 

 
VANETs Structure 
Multiple wireless communication technologies 
are used to ensure reliable and efficient data 
sharing within vehicular networks. An important 
technology specifically designed to accommodate 
extreme dynamicity in vehicular situations is 
Dedicated Short-Range Communications (DSRC), 
which operates within the 5.9-GHz band. DSRC al-
lows for fast data transfer; thus, infrastructure 
and vehicles can communicate in case of emer-
gency. DSRC supports signal ranges extending to 
1000 m, allowing the timely dissemination of crit-
ical information such as traffic updates and safety 

warnings, thus boosting network reliability and 
performance with a keen eye toward safety [2] 
[11]. 
Vehicular networks exploit DSRC combined with 
several other wireless communication technolo-
gies overall in order to give an efficient and 
adaptable connectivity. Wi-MAX can let people 
get very high internet speeds over the long dis-
tance which means the service is very wide-
spread. Using fast and unbroken cellular net-
works like 4G and 5G, users may continue to stay 
connected and share data while they are on the 
go. Wireless Fidelity (Wi-Fi) enables uninter-
rupted internet access for leisure and conven-
ience applications, whilst Wireless Local Area 
Network (WLAN) provides localized connectiv-
ity, suitable for short-range interactions. These 
technologies work together to establish a unified 
environment that improves the functionality and 
performance of vehicle networks [7]. 
Any vehicle form that is part of the VANET has 
specialized device hardware that enables radio 
communication with the rest of the nodes to de-
liver data efficiently within the network. The 
node may be a host or a router, depending on 
which specific task it performs. The host's action 
is to send data requests while the router's action 
is to move data to other nodes. Even if the net-
work has a decentralized structure, this feature 
allows the network to be adaptable and capable 
of taking dynamic data and consequently every-
where around the network will get access to it. 
The mobile node is usually of two types, one is 
more to master the data request and the other is 
the one that distances the data [12]. 
 
Vehicles: 
VANETs are wireless networks that involve mo-
bile nodes representing dynamic vehicles con-
nected to the network. An On-Board Unit (OBU) 
is a technical tool that nodes have to make com-
munication more effective. To enable a proper 
data exchange with the network nodes, the OBU 
is processed with wireless transmitter and re-
ceiver modules. The OBU is designed to be a facil-
itating factor for uninterrupted and real-time 
communication among the vehicles on the net-
work by letting a vehicle communicate with the 
rest of the network and receive necessary data, 
including traffic updates, road condition, and 
safety alarms. The operation and effectiveness of 
VANETs totally rely on this technology [13].   

   Nowadays, the vehicles in VANET are in-
strumented with a wide number of other devices 
in addition to the On-Board Unit (OBU) for safety 
improvement and data acquired. Among the de-
vices is an Event Data Recorder (EDR), which acts 
like the black box in an airplane. The EDR records 
key vehicle data, namely speed, position, time 
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and transmission parameters, as well as travel 
data and incoming messages. This stored info 
plays a key role in analyzing accidents after they 
happen. It gives a full picture of what occurred 
before during, and after a crash helping to pin-
point the cause. Cars also have a Tamper Proof 
Device (TPD) in addition to the EDR. The TPD 
guards private data, including encryption keys 
and driver details. It helps keep communications 
secure by processing, signing, and checking mes-
sages between network nodes. To make sure the 
network runs well and, cars also have various 
sensors to collect data. This data then gets pro-
cessed and shared based on how important it is 
[4]. 
 
RSU: 
Roadside units (RSUs) are fixed infrastructure 
nodes in a VANET, and are crucial to support 
communication between automobiles and the 
outside world such as the internet. RSUs are gate-
ways or routers, extending the reach of the net-
work, and aid in bridging the communication gap 
between vehicles. In this manner, RSUs help over-
come the limitations of short-range ad hoc net-

works by dispersing information to carry it to fur-
ther On-Board Units (OBUs) so that there is con-
tinuous data flow. These RSUs are placed appro-
priately on roads, are often attached to backbone 
networks, and, in turn, deliver a plethora of net-
work services and applications for things like 
emergency alerts, traffic management, and real-
time navigation-all of which work to make the ve-
hicular network perform well overall [7] [13]. 
The two primary communication channels Vehic-
ular Ad Hoc Networks (VANETs) use are Vehicu-
lar to Infrastructure (V2I) and Vehicular to Vehic-
ular (V2V)—which also covers Infrastructure to 
Vehicle (I2V) communication. V2V communica-
tion allows direct information sharing between 
vehicles and makes possible technologies includ-
ing cooperative driving, real-time traffic updates, 
and collision avoidance. Roadside units (RSU), 
traffic signals, and through road signals, V2I com-
munication - it is communication between cars 
and roadside features - access to outer networks, 
direction aid and traffic control. Together, these 
two channels of communication provide a 
smooth and efficient automotive network de-
signed to promote road safety and driving bliss 
[14] [15]. 

 
Fig. 1. VANETS ARCHITECTURE [37] 

 
VANET Challenges 
Due to their high dynamics, dynamic topology, 
and vehicle-to-vehicle and vehicle-to-infrastruc-
ture dependence on communication, waves are 
according to a separate definition from the tradi-
tional network. These specific features especially 
create difficulties that need to be removed to 
guarantee the development of a reliable and effi-

cient network. The complexity of VANETS re-
quires a constructive solution for everything 
from addressing problems with network scalabil-
ity and delay to ensure safe communication in 
constraints constantly changing environments. 
The main issues to be solved to be effective of 
vent deployment and operation will be discussed 
and this will be investigated in this part. [16]. 
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Table 2. Challenges in VANET 
Challenges Description 
Volatility Because of their great mobility, vehicles in VANETs frequently have er-

ratic and transient connectivity with other vehicles. The connection be-
tween automobiles is short-lived since they travel quickly and can 
change directions, like in separate lanes. Because there is no long-lived 
context, it is challenging to safeguard communications using password-
based methods. Furthermore, the short length of connections makes 
multi-phase or collaboration-heavy procedures like voting impracticable 
[4 17 18]. 

Scalability VANETs have to handle millions of nodes that connect to the network 
sporadically, given that there are more than a billion cars on the road 
globally. Due to regional variations in vehicle equipment and protocols 
such as the different DSRC standards in North America and Europe the 
absence of a global regulatory organization for network standards makes 
issues more difficult. Additionally, only a tiny subset of vehicles can com-
municate with VANETs because many automobiles do not currently have 
the required technology [2 19]. 

Time Constraints Safety and emergency alerts are among the communications in VANETs 
that must be delivered right away since they are time-sensitive. Delays in 
these messages could have catastrophic results. High priority, quick pro-
cessing, and fast transmission are required for these messages. Efficient 
methods such as quick cryptography, quick message verification, and au-
thentication algorithms must be used to overcome this difficulty and 
guarantee prompt communication [9 20]. 

Mobility High-speed vehicle movement in VANETs produces extremely dynamic 
network topologies. Network stability is a problem since cars frequently 
establish fleeting connections with nodes they might never see again. It 
is difficult to secure communications in such dynamic circumstances, ne-
cessitating effective algorithms that maximize bandwidth and route 
management. Furthermore, the network density varies by region; for ex-
ample, freeways with faster-moving vehicles may have sparser connec-
tions, while locations with low vehicle speeds or substantial traffic will 
have a larger density. It becomes even more difficult to establish con-
sistent communication because of this fluctuation [2 5 21] 

Liability Especially when it comes to post-accident analysis, vehicle communica-
tions provide useful information that can support legal investigations. 
This calls for the ability to track the origin of communications in addition 
to other information like the driver's identification and trip specifics. But 
it's important to strike a balance between this requirement and privacy 
issues. Ensuring message traceability aids in preventing attackers from 
posing as cars, but protecting the message originator's anonymity and 
drivers' private data is just as crucial. Sensitive information, such as bio-
metric data, which could be used to regulate and grant access to vehicles, 
should be kept extremely private and safe. Thus, it is crucial to find a bal-
ance between the necessity to protect privacy and anonymity and the le-
gal requirements of culpability [4 18]. 

 
Security Requirements 
Strict security guidelines are followed in the 
building process of such a network. Such specifi-
cations lay the foundation for the protection of 
privacy, integrity of data, and the general stability 
of the network. Without giving importance to 
these security guidelines, it may also damage the 
dependability of the network and create vulnera-
bilities that could be exploited by the wrong indi-
viduals. Since users and companies want secure 

settings for their communications, such weak-
nesses not only jeopardize the functioning of the 
network but also limit its potential for wide-
spread deployment. Thus, successful operation 
and expansion of the network depend on adher-
ing to and implementing these security principles 
[9]. 
It is essential to ensure the integrity and authen-
ticity of network communications, especially 
with safety messages. Nodes should only receive 
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messages created by authorized parties and ma-
licious actors must not be able to tamper with or 
censor them. It will, therefore, be correct infor-
mation about things like traffic updates or safety 
alerts that may prove disastrous if wrong. The 
system has to maintain its safety and trust while 
at the same time creating a balance between pri-
vacy and accountability, so the nodes are not only 
accountable for their network activities but also 
are protected from access to their private infor-
mation [20]. 
Basic requirements for security, needed for 
VANETs to function, will be discussed in the fol-
lowing sections. These are privacy, non-repudia-
tion, integrity, availability, and authentication; all 

of these are essential for safety aspects and to en-
sure that the network remains secure. Availabil-
ity ensures that the network keeps functioning, 
even when disturbed by unfavorable conditions, 
while authentication approves the nodes' au-
thenticity and stops unauthorized access. Integ-
rity does not allow manipulation of data; hence, 
the data will always be correct. Non-repudiation 
ensures that no party is capable of withdrawing 
their acts. As a result, the element of privacy 
avoids access to private information. As a whole, 
these requirements form the basis for evaluating 
and maintaining VANET security, and they are 
designed to be secure, dependable, and trustwor-
thy in operation. 

 
Table 3. Security Concern in VANET 

Security  
Requirement 

Description Advantages 

Authentication By confirming their identity be-
fore allowing access, authentica-
tion makes guarantee that only 
valid nodes are permitted to take 
part in the network 

1] Keeps malevolent entities 
and illegal access at bay. 
2] Increases the network's de-
pendability and confidence. 
3] Keeps identity faking at bay. 

Availability Through constant access to vital 
services and data, availability 
guarantees that the network will 
continue to function even in the 
face of difficult circumstances. 

1] Ensures continuous contact, 
which is essential for messages 
pertaining to safety. 
2] Strengthens the network's 
resistance against failure or 
denial-of-service attacks. 
3] Guarantees dependability in 
urgent circumstances. 

Integrity Integrity prevents information 
from being tampered with or cor-
rupted during transmission by en-
suring that the data transferred 
inside the network stays un-
changed. 

1] Guarantees the consistency 
and correctness of the data. 
2] Prevents data modification, 
which is crucial for applica-
tions that depend on safety. 
3] Increases the communica-
tion's believability. 

Non-repudiation By ensuring that the sender can-
not retract their involvement once 
a message has been sent, non-re-
pudiation serves as evidence of 
the activity committed. 

1] Increases accountability by 
holding nodes accountable for 
their deeds. 
2] Minimizes disagreements 
over decisions or activities 
taken inside the network. 
3] Makes precise post-event 
analysis easier. 

Privacy Sensitive information, including a 
driver's name or car specifica-
tions, is shielded from illegal ac-
cess and surveillance thanks to 
privacy. 

1] Prevents the exposure of us-
ers' personal information. 
2] Keeps tracking and illegal 
profiling at bay. 
3] Guarantees adherence to 
data protection laws. 

 
Attacks on VANET 
Though still in the developing stages, vehicular ad 
hoc networks, or VANETs, are projected to en-
counter quite a number of security challenges. 

VANETs are vulnerable to potential attacks be-
cause of the inherent flaws in wireless transmis-
sion that can be exploited by malicious actors to 
weaken the network's security [9]. This section 
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elaborates on significant security threats encoun-
tered by VANETs, covers hypothetical scenarios 

indicating these threats, and lists important secu-
rity countermeasures that have to be executed to 
address those attacks. 

 
Table 4. Attacks on VANET with Impact and Solution 

Attack  
Type 

Description Scenarios Impact Solution 

Denial of  
Service (DoS) 

By flooding or 
obstructing 
communica-
tion channels 
with dummy 
messages, it 
stops valid 
nodes from us-
ing network re-
sources or ser-
vices. 

1] The network 
is overloaded 
by an attacker, 
which uses 
bandwidth and 
decreases ef-
fectiveness. 
2] Access to 
other nodes is 
blocked when 
one node has 
exclusive con-
trol over its re-
sources. 

1] The availa-
bility of the 
network is 
jeopardized. 
2] Effective 
communica-
tion is impossi-
ble for nodes. 

1] Put in place 
reliable intru-
sion detection 
(IDS) systems. 
2] To avoid too 
much traffic, 
use rate-limit-
ing devices. 

Sybil Attacks In order to in-
fluence net-
work behavior 
and dissemi-
nate mislead-
ing infor-
mation, an at-
tacker creates 
many fictitious 
identities and 
poses as vari-
ous nodes. 

1] Using ficti-
tious conges-
tion alerts to 
maliciously re-
route traffic. 
2] Posing as 
several nodes 
in order to 
compromise 
the integrity of 
data. 

1] There are is-
sues with avail-
ability and au-
thentication. 
2] Inefficiency 
is caused by 
congestion or 
inaccurate 
routing infor-
mation. 

1] Make use of 
identity verifi-
cation tools, 
such digital 
signatures. 
2] Install certif-
icate authori-
ties so that 
nodes may be 
verified. 

Information 
Disclosure 

This includes 
employing ne-
farious meth-
ods, including 
spreading vi-
ruses or mali-
cious code to 
neighboring 
nodes, to get 
private infor-
mation about a 
target node. 

1] By infecting 
nearby nodes, 
a virus gathers 
data such as 
geo-location 
and individual-
ity. 
2] Systems for 
tracking vehi-
cles are used 
maliciously. 

1] This com-
promises the 
node owner's 
privacy. 
2] Private in-
formation, like 
location or per-
sonal infor-
mation, is 
made public. 

1] Use encryp-
tion tech-
niques for pri-
vate infor-
mation. 
2] Make use of 
safe authenti-
cation proce-
dures. 
3] Update soft-
ware fre-
quently to 
avoid vulnera-
bilities. 

Message Sup-
pression/Al-

teration 

Attacks that re-
use, alter, dis-
tort, or conceal 
the contents of 
messages in or-
der to obtain a 
competitive 
edge or inter-
fere with com-
munication. 

1] Ignoring 
congestion 
alerts, which 
causes delays 
in transporta-
tion. 
2] To confuse 
nodes, crucial 
signals are de-
layed or re-
played. 

1] There is a 
compromise in 
the communi-
cations' integ-
rity. 
2] Missing or 
changed mes-
sages impair 
network avail-
ability. 

1] For content 
verification, 
use message 
authentication 
codes (MACs). 
2] Implement 
redundancy 
measures for 
important 
communica-
tions. 
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3] To stop mes-
sages from re-
playing, use 
time-stamping. 

Impersona-
tion/Masquer-

ading 

To interfere 
with network 
operations or 
obtain unau-
thorized access 
to resources, 
an attacker im-
personates or 
steals a lawful 
node. 

1] Posing as an 
ambulance in 
order to com-
mand other 
cars to yield 
and obtain lane 
priority. 
2] Asking RSUs 
to change traf-
fic signals. 

1] There is a 
breach in the 
network's trust 
and authenti-
cation. 
2] Traffic flow 
disruption and 
possible mis-
use of re-
sources. 

1] Use strong 
identity verifi-
cation tech-
niques, such as 
digital certifi-
cates. 
2] To keep an 
eye out for ir-
regularities, 
use intrusion 
detection sys-
tems. 

 
Analyzing And Comparing Defensive 
Techniques For Vanet Security 
Several solutions have been developed in recent 
years to address the security issues that VANETs 
face. This section provides a comprehensive re-
view and discussion of several countermeasures 

that have recently been presented in the litera-
ture. The discussion is particularly more on solu-
tions that are appropriate to the previously iden-
tified security threats, offering data on their effec-
tiveness and applicability in order to stay coher-
ent and concentrated. 

 
Sophisticated Defenses Against DoS Attacks 
Table 5. Defenses against DoS Attacks 

Proposed  
Approach 

Description Mechanism Advantages Limitations 

OBU-Based 
Switching 
Options [29] 

Four switching 
techniques are 
used to mitigate 
DoS attacks: nu-
merous radio 
transceivers, fre-
quency hopping 
spread spectrum, 
technology switch-
ing, and channel 
switching. 

1] After evalu-
ating harmful 
messages, 
OBUs choose a 
switching op-
tion. 
2] The selected 
option spreads 
to nearby 
OBUs. 

1] Enhances 
network acces-
sibility in the 
event of an as-
sault. 
2] Gives you 
options when 
dealing with 
malicious activ-
ities. 

1] Perhaps sophis-
ticated hardware 
is needed. 
2] In certain situa-
tions, switching 
may result in 
higher latency. 

Attacked 
Packet Detec-
tion Algo-
rithm (APDA) 
[26] 

Uses an algorithm 
that integrates 
with RSUs to evalu-
ate and validate 
messages based on 
velocity (rate of po-
sitional change) 
and frequency 
(packets per sec-
ond) in order to de-
tect DoS attempts. 

1] A database of 
verified nodes 
is kept up to 
date by RSUs. 
2] Early detec-
tion of attacked 
packets and 
tracking of hos-
tile nodes. 

1] Filters inval-
idate requests 
to cut down on 
overhead de-
lays. 
2] Increases the 
precision of de-
tection and se-
curity. 

1] Depends on 
RSUs, which re-
duces efficacy in 
regions where RSU 
deployment is 
sparse. 

Request Re-
sponse De-
tection Algo-
rithm 
(RRDA) [30] 

An APDA extension 
that grants or de-
nies node access by 
comparing new 
network requests 
to a validated data-
base. 

1] Checks re-
quests against 
the validated 
database that is 
currently in 
place. 

1] Improves se-
curity and re-
sponse speed. 
2] Guarantees 
that only veri-
fied nodes are 

1] Reliance on the 
APDA database 
may cause delays if 
it is huge or not up-
dated in a timely 
manner. 
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2] Rejects re-
quests that 
aren't verified 
or handles 
those that are. 

added to the 
network. 

Bloom Filter-
Based IP-
Chock Detec-
tion [31] 

Uses Bloom filters 
to monitor and fil-
ter IP addresses us-
ing both proactive 
and reactive tech-
niques in order to 
detect DoS as-
saults. 

1] Collects and 
analyses traffic 
and IP data in 
stages. 
2] Raises warn-
ings and uses 
hash functions 
to find rogue IP 
addresses. 
 

1] Economical 
in terms of 
compute, stor-
age, and detec-
tion time. 
2] Blends pro-
active and reac-
tive tactics. 

1] Only IP-based 
attack detection is 
available; other 
possible DoS at-
tack vectors are 
not addressed. 

 
Sophisticated Defenses Against Sybil Attacks: 
Table 6. Defenses against Sybil Attack 

Proposed Approach Description Mechanism Advantages Limitations 
Signal Strength-
Based Sybil Attack 
Detection [27] 

This method confirms a 
node's location in 
VANETs by using the re-
ceived signal strength 
(RSS). Nodes alternately 
act as witnesses, claimers, 
and verifiers. While the 
verifier gathers signal 
strength measurements 
from witnesses to deter-
mine the claimer's posi-
tion, the claimer broad-
casts its position.  

1] Using the in-
tensity of the 
received signal, 
nodes verify 
positions by 
acting as claim-
ers, verifiers, or 
witnesses. To 
find suspicious 
nodes, the veri-
fier compares 
the estimated 
position with 
the declared 
position. 

1] Economi-
cal, effective 
in preventing 
Sybil attacks, 
and efficient 
in terms of 
detection 
time. 

1] Exposes pri-
vate information 
such node posi-
tion and identifi-
cation, which is a 
violation of pri-
vacy. 

Footprint-Based 
Sybil Attack Detec-
tion [32] 

This approach involves 
nodes gathering permit-
ted communications from 
Road-Side Units (RSUs) at 
various points along the 
way. Each node's trajec-
tory is formed by these 
messages. The method 
makes the assumption 
that each node's trajec-
tory is distinct. Similar 
trajectories are identified 
as Sybil assaults if they 
are found. By not disclos-
ing node identities, this 
technique prioritizes pri-
vacy. 

1] In order to 
create a trajec-
tory, nodes 
gather permit-
ted messages 
from RSUs 
while traveling. 
Given that 
there is little 
chance of iden-
tical pathways 
for distinct 
nodes, similar 
trajectories are 
identified as 
Sybil attacks. 

1] Effectively 
detects Sybil 
attacks while 
protecting 
node privacy. 

1] The assump-
tion that all RSUs 
are reliable can 
be exploited by 
attackers in the 
event that single 
RSU is compro-
mised. 

Neighbor Resem-
blance-Based Sybil 
Attack Detection 
[33] 

Every so often, nodes 
send out beacon signals 
with information about 
their nearby nodes. 
Within communication 
range, nodes share these 
records with one another. 
Nodes are flagged as Sybil 

1] To exchange 
information 
with nearby 
nodes, nodes 
send out bea-
con messages. 
By using com-

1] Communi-
cation over-
head is de-
creased by 
the high de-
tection rate, 
cheap compu-
ting cost, and 

1] Needs more 
research to de-
termine how 
successful it is in 
high-density sit-
uations like traf-
fic bottlenecks. 
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attackers if they identify 
identical groupings of 
surrounding nodes for 
longer than a predeter-
mined threshold. This 
method takes advantage 
of an attacker's fictitious 
identities' shared neigh-
bors. 

mon fake iden-
tities among at-
tackers, nodes 
that have iden-
tical nearby 
sets after a 
threshold pe-
riod are identi-
fied as Sybil 
nodes. 
 

lack of RSU in-
frastructure. 

 
Sophisticated Defenses Against Suppression/Alteration Attacks: 
Table 7. Sophisticated Defences against Suppression/Alteration Attacks 

Proposed  
Approach 

Description Mechanism Advantages Limitations 

Protecting  
Location  
Privacy with 
Clustering 
Anonymization 
(PLPCA) [34] 

In order to protect nodes' 
location privacy in 
VANETs from location-
based services, the PLPCA 
technique turns vehicular 
networks into edge clus-
ter graphs. Road and traf-
fic information is ob-
scured using a cloaking 
method, making location 
data indistinguishable 
within clusters. 

1] Converts car 
networks into 
edge cluster 
graphs and 
uses cloaking 
algorithms us-
ing privacy 
metrics like l-
diversity and K-
Anonymity. 

1] Maintains a 
high degree of 
location pri-
vacy by suc-
cessfully con-
cealing traffic 
and road in-
formation. 

1] The cloak-
ing and graph 
transfor-
mation opera-
tions could 
result in addi-
tional compu-
ting over-
head. 

Lightweight 
and Efficient 
Strong Privacy  
Preserving 
(LESPP) [35] 

The purpose of the pri-
vacy-preserving LESPP 
method is to protect vehi-
cle communications on 
VANETs. It is effective for 
real-time applications be-
cause it uses lightweight 
cryptographic algorithms 
for message signing and 
verification, generates 
pseudo identities, and en-
sures conditional tracea-
bility and privacy preser-
vation. 

1] Makes use of 
lightweight 
message au-
thentication 
code (MAC) re-
generation for 
verification, 
symmetric en-
cryption for 
message sign-
ing, and pseudo 
identities. 

1] Minimizes 
communica-
tion over-
head, lowers 
computing 
costs, and 
protects pri-
vacy by limit-
ing identity 
exposure to 
those who are 
permitted. 

1] Depends 
on reliable 
authorities; 
the privacy 
and traceabil-
ity features 
may be com-
promised if 
these organi-
zations are 
compro-
mised. 

 
Conclusion 
At the forefront of innovative research, VANETs 
promise safer and more intelligent mobility in the 
future. VANETs can completely transform current 
transportation systems by increasing passenger 
comfort, road safety, and traffic efficiency. However, 
these networks face several obstacles and are sus-
ceptible to various security risks, which prevents 
their widespread adoption despite their vital role in 
protecting lives. This essay delves into the basics of 
VANET technology, including its structure, major 
obstacles, and security requirements. In addition to 
a detailed summary of the many attacks that target 
VANETs, an analysis of how these risks compromise 
essential security requirements is presented. The 
study further looks into several remedies that try to 

mitigate such risks, hence giving insight on how to 
build stronger VANETs against future threats. This 
research paper would serve as a great tool for read-
ers and researchers who are interested in the secu-
rity of VANET and opens a door to even more dura-
ble and resilient vehicular networks by letting light 
into all important factors of security as well as mak-
ing helpful recommendations. Through this contri-
bution, the work stimulates innovation within the 
domain of intelligent transportation systems and 
brings forward a giant step toward developing ro-
bust and secure architectures for VANETs. 
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