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Abstract

Users are often unaware of how applications on their computers
access or manipulate their data. Existing tools like Google My Activity
or Data Selfie track only online behavior, leaving local system
activities unmonitored. Local Selfie is a web-based desktop
application that addresses this gap by monitoring and visualizing
local system activities in real-time. It tracks running applications, file
access, and network connections entirely on the user’s device,
ensuring complete privacy. Through real-time monitoring, privacy-
preserving analysis, and intuitive visualizations, Local Selfie

Awareness; Local System | empowers users to understand their digital footprint, identify
Monitoring; Privacy | potential risks, and develop privacy-conscious habits using
Visualization; ~ Web-Based | interactive dashboards and privacy scores.

Application; Real-Time

Monitoring

Introduction transparency, local system activities often

In today’s digital ecosystem, users interact
with numerous applications on their personal
devices, gen- erating extensive digital
footprints through system-level activities.
While online privacy tools such as Google My
Activity and Data Selfie track web-based
behaviors, there is a significant gap in
monitoring and visualizing local system
activities. Users are often unaware of how
applications access their files, utilize system
resources, or establish network connections
from their own devices.

The proliferation of desktop applications,
background services, and system processes
has created an environment where users lack
visibility into their local digital behavior. This
opacity poses privacy risks and limits users’
ability to make informed decisions about their
digital habits. Unlike centralized web services,
where privacy policies provide some
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occur without explicit user awareness or
consent.

Digital footprint awareness is increasingly
important as users spend more time on digital
devices for work, education, and
entertainment. Research indicates that
college students, despite being digital natives,
often lack awareness of their privacy
practices and data sharing behaviors. This
disconnect between digital engagement and
privacy awareness extends to local system
activities, where users may be unaware of
application behaviors that could compromise
their privacy or security.

The challenge of local system monitoring is
further compounded by the need for privacy-
preserving approaches that do not expose
sensitive  data to  external entities.
Traditional monitoring solutions often
require data transmission to remote servers,
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creating additional privacy concerns and
limiting user trust. Therefore, there is a
critical need for solutions that provide

comprehensive local system monitoring while
maintaining complete data privacy through
local processing.

Literature Survey
The following table summarizes key research papers related to digital footprint monitoring and
privacy awareness.

No. [Paper Title Author(s) &Problem Solved Technique Future Scope
Year Used

1 Privacy-Preserving [Mistry et al,/Local monitor- [Federated learn- [Broader  activity
On-Screen Ac- tivity[2023 ing for  activitying on-device classification  pri-
Tracking and classification, full vacy applications
Classification in E- privacy
Learning Using
Federated Learning

2 User Privacy and |Aquino et al,/User privacy and (Social media [Better privacy
Data Protection:2021 policy  comprehen- privacy  policy [feedback for users
lAnalysis of Social sion gaps analysis
Media Platform|
Policies and User
IAwareness

3 Digital Privacy |[Schreiber et al, |Real-time  privacy |[Real-time dash- |[Enhanced pri-
Awareness  and (2021 monitoring and user |board monitor- [vacy dashboard
Behavior Modi- awareness ing development
fication Through
Real-Time Moni-
toring Systems

4 A Study on Ex- |Padmavathi & |Gap in privacy pol- |Awareness sur- [Privacy education,
tent of AwarenessMohanlal, 2021 |icy awarenessincol- ey research local monitoring
IAmong College lege students importance
Students in Secu-
rity and Privacy|
[ssues in  Social
Media

5 The BigFoot Koidl et  al,Perception vs. real- [Mobile app |Local footprint
[nitiative: An 2018 ity of online behav- [tracking digital [monitoring and
[nvestigation of iors footprints user awareness
Digital Footprint
\Awareness in
Social Media

6 Conceptual Model [Bushuyev etal, [Active vs passive [Model formula- [Refine activity cat-
of Project Digital (2021 digital footprints {tion egorization
Footprint conceptualization

7 Privacy in So- [Marwick & Elli- [Privacy perception [Privacy percep- [Usein system-level
cial Networks:json, 2012 in social networks (tion surveys privacy warnings
Research Op-
portunities and|
Challenges in Un-
derstanding Pri-
vacy Perceptions
and Behaviors

3 Information reve- [Young & Quan- [Facebook usage and |Case study [Applying findings
lation and inter- netHaase, 2009 privacy risk analysis to local context
privacy con- cerns
on social net- work]
sites: a case study of]
Facebook
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No. [Paper Title Author(s) & [Problem Solved Technique Future Scope
Year Used

9 The 'Privacy Para- [Taddicken, 2014 Disclosure  behav- [Survey and be- [Modeling in
dox’ in the Social iors vs  privacy fhavioral analy- |system-level dash-
Web: The Impact concerns sis boards
of Privacy Con-
cerns, Individual
Characteristics, and
the Perceived Social

Relevance

on Different Forms
of Self Disclosure

10 |Differential Pri- |Dwork, 2008 Differential privacy [Privacy models |Integration  with
vacy: A Survey of techniques for data local monitoring
Results rotection apps

11 |Communication- McMahan et al, |Federated learn- [Federated deep [Scaling to desktop
Efficient Learning off2017 ing for privacy- [learning privacy systems
Deep Networks preserving analytics
from Decentralized
Data

12 [Tracking the Dig- |Lambiotte & [Behavioral patterns |Personality/footp [iltformed personal-
ital Footprints of [Kosinski, 2014 [link to privacy r ized privacy scor-
Personality scores analytics ing

13  |Desktop Monitor- |Aquino et al, [Visual analytics for [Dashboard an- [Broader privacy
ing and Visual An-2025 desktop monitoring |alytics, engage- |dashboard applica-
alytics Dashboards ment tracking  [tions
for Workplace En-
gagement

14 |Localized Sustain- |Porto de Albu- [Real-time, local- Mobile/sensor |Applying  models
ability Monitoringquerque & Ul- fized monitoring [analytics to system-level ac-
Using Mobile andprich, 2024 approaches tivity monitoring
Sensor Data

Research Gap

1. Gap in Local System Monitoring: Most
digital footprint tools focus on online
activities via web browsers and social media.
Tools like Google My Activity and Data Selfie
provide insights into web-based behavior but
fail to capture local system activities, such as
application usage, system processes, and file
operations. These local behaviors often
involve more sensitive data and remain
largely invisible to users.

2. Absence of Privacy-Preserving Local
Analysis:  Existing monitoring solutions
often send data to external servers, creating
privacy risks and reducing user trust. While
federated learning demonstrates privacy-
preserving analysis for certain tasks, its
application to comprehensive local system
monitoring is limited. Current frameworks do
not provide meaningful behavioral insights
while maintaining complete data locality.

3. Limited User Agency and Control: Existing
solutions provide minimal mechanisms for
users to understand or control their digital
footprints. Privacy dashboards are often
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static, lacking real- time, actionable feedback
that empowers users to modify behavior
based on privacy implications. Users
frequently misperceive their own behaviors,
and current tools do not correct these gaps
effectively.

4. Integration of Multiple Activity
Dimensions: Most research examines digital
behaviors in isolation (e.g., social media, web
browsing, or application usage). A
complete digital footprint arises from
integrating multiple dimensions—application
usage, file interactions, network activity, and
system resources. Existing tools fail to provide
a holistic, privacy-preserving framework for
unified analysis and visualization of these
integrated activities.

Problem Statement

Users are largely unaware of how applications
on their personal devices access and
manipulate their data, creating significant
privacy risks. Existing tools track online
activities but fail to monitor local system
behaviors such as application usage, file



Local Selfie: A Web Based Application For Digital Footprint Visualization And Privacy Awareness

access, and network communications, which
often involve sensitive information. Current
local monitoring solutions either expose data
to external servers or lack real-time,
actionable insights. There is a need for a
privacy-preserving solution that provides
real-time local system monitoring, clear
visualizations, and empowers users to take
control of their digital footprint.

Conclusion

Local Selfie fills a critical gap in digital privacy
awareness by providing real-time monitoring
of local system activities while keeping all
data on the user’s device. It tracks application
usage, file access, and network activity,
offering privacy scores and intuitive
visualizations that help users understand
and control their digital footprint.

The system combines privacy-preserving
local analysis, multiple activity integration,
and real-time feedback to empower users to

make informed decisions about their
computing behaviors. Local Selfie
demonstrates that meaningful behavioral

insights and privacy protection can coexist,
providing a foun- dation for future research in
advanced analysis, privacy benchmarking, and
long-term behavioral im- pact.
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