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Abstract

In the banking industry, security is a top priority, particularly when
it comes to protecting personal lockers. Conventional techniques
that use keys or PINs are becoming more and more susceptible to
hacking and theft. This study examines the use of biometric
fingerprint identification as a reliable substitute, examining current
systems, their architectures, benefits, and drawbacks. Banks are
implementing biometric authentication systems in response to the
increase in security breaches. The distinctiveness and simplicity of
fingerprint recognition make it stand out. The use of fingerprint-
based methods to improve locker security is examined in this
research .The conventional key-based bank locker system has been
improved with the fingerprint-based method .Nowadays, security is
crucial everywhere. Security is the top priority, particularly in banks.
Conventional keys are easily copied. We have so many smart lockers
available in market, but all they are very expensive. Here we are
providing system to solve this. The name the system is bank locker
system using finger print security.

INTRODUCTION

Safe deposit boxes are the safest place to store
valuables like jewelry, cash, vital documents, etc.
since in the real world, people are more worried
about their safety. Users can now operate high
security systems with electronic identification
alternatives thanks to the introduction of quickly
expanding technology.These identity
technologies, which are unfortunately not secure
against hacker attacks, theft, and forgotten
passwords, include safe deposit boxes, automated
teller machines, other smart cards, user IDs, and
password-based systems, among others. These
systems still have all of these flaws, failures,
malfunctions, and breakdowns, but the most
effective and dependable way to ensure stringent
security is through biometric or fingerprint
verification. Biometrics measures a person's
unique physical characteristics to recognize or
authenticate their. Raghu Ram.Gangi (2013) and
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others have given a proposal for fingerprint
verification of the security system of automatic
teller machines using biometrics with
hybridization. The fingerprint function was
selected because to its great precision,
dependability, and availability. The

identification of the fingerprint. Physical traits
include signatures, voice keystroke patterns, and
fingerprints of the hand, face, iris, etc. Both
identification and verification modes are used by
biometric systems. In verification mode, the
system compares the biometric template that was
collected and previously stored in the system
database to confirm an individual's identity. In
the conventional locker security identification
mode, the system identifies a user by looking
through the whole template database for
matches. It then makes one of several
comparisons to ascertain the user's identity, or it
fails if the user is not the one registered with the
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system. Therefore, in order to increase the
security of traditional lockers, our project uses a
fingerprint security method.

LITERATURE SURVEY

Gender classification using the same iris code
used for identification (J. Tapia, C. Perez). The
initial step in this investigation was to reliably
establish gender using the binary iris code that
could be utilized for identification. The author
claims that rather than being concentrated in
discrete concentric rings, the data used to predict
gender is distributed throughout the iris. They
discovered that utilizing features that only
represent a section of the iris region improves
accuracy when compared to using features that
represent the entire iris region. The author 3
chose iris code bits to be used as gender
characteristics by employing mutual information
measures as a guiding prediction. This technique,
along with person-disjoint training and testing
evaluation, can accurately predict gender by
combining the best elements of the iris codes
from the left and right eyes.

A. Verma: A Bank Security System with
Multiple Layers One way to verify, monitor, and
control the security at bank storage rooms is with
a multi-layer bank security system. Nowadays, a
lot of banks employ the approved access control
strategy to prevent unwanted entry to the
changing area. The most dependable, multi-level,
and efficient locker room security system has
been created thanks to this effort. The system
includes a biometric component that controls the
security of the front door to the locker room using
devices like an iris scanner and a fingerprint
reader. It also features an RFID system that
restricts access to the dressing room area to
approved individuals only. Unauthorized visits
are monitored in the locker room area using a
stationary passive infrared monitor.

In the event of any unauthorized motion, the
camera's picture will be mailed to security
authorities, and the alarms will sound to notify
local security.

"Using Face Recognition, Iris Scanner, and Palm
Vein Technology to Enhance Bank Security
System," by R. Gusain, H. Jain, and S. Pratap.
This article's goal is to create a bank locker
security system that protects valuables by
utilizing facial recognition, iris scanning, and
palm vein technology (PVR). Facial recognition
systems employ MATLAB software to recognize
and verify the authorized user's image. The
camera captures images of anyone entering an
unrestricted area, and a computer program
compares those images to a database of approved
individuals. The iris detecting technology utilizes
the unique physical characteristics of humans.
This technique is used for biometric
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authentication in a number of locations, such as
ATMs, immigration and border control, public
safety, hospitality, and tourism. A method known
as palm vein recognition (PVR) analyses a user's
palm vein pattern and compares it to information
kept in a database in order to confirm their
identity.

Based on quadrature discriminant analysis, D.
AKkila, S. Jayalakshmi, R. Jaya Karthik, S.
Mathivilasini, and G. Suseendran conducted a
study on biometric authentication using finger
vein images. Biometric authentication has long
been utilized in high-security applications such as
private places and bank lockers. Here, analysis of
a person's iris, finger print, etc, can provide
information about their physiological traits. The
innovative = method for four biometric
recognitions includes finger vein identification.
Here, a user can be authenticated for access to
high-security apps using the vein patterns on
their fingers. The purpose of this study is to use
quadrature discriminant analysis to locate veins
in the fingers. Pretreatment techniques are
applied to finger vein pictures in order to improve
the image's stability for subsequent processing.
The Minimal Distance Classifier was used after
the QDA procedure.

A. Natarajan and N. Shanthi: An Overview of
Template Protection and Multimodal Biometric
Authentication. The market for security systems
is dominated by biometric systems. The majority
of applications, including as attendance and
locker restrictions at establishments like banks
and hospitals, utilize biometric technology. In
addition to the authentication that these
biometric systems offer, the templates that are
kept there also need to be secured. This paper
gives an overview of many biometrics, including
fingerprints, faces, hand veins, iris, and
signatures, as well as authentication, fusion, and
template  protection techniques. Several
characteristics and behaviours are examined in
order to determine the most unique and useful
approaches for biometric identification and
template protection. This study also includes a
comparison of the unimodal and multimodal
biometric systems.

Secure biometric-based access to the bank
safety lockers was verified by S. Sridharan. The
main goal of this paper is to provide a safe,
reliable, and easy-to-use system for bank
customers who own lockers as well as the branch
head's participation in all activities related to the
safety lockers. This paper's main objective is to
offer a solution for a comprehensive biometric-
based authentication system for safety locker
operation. With the use of two separate keys—
one belonging to the branch head and the other to
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the user—all lockers currently operate. This
solution aims to improve that situation. It is
suggested that the present paradigm, which
mostly depends on the user's key, be improved in
order to support the locker's operation using
biometrics and a secret code (password). The
two-level authentication—one by the branch
head and one by the user for their identities—

METHODOLOGY

Register Locker

secure individual authentication using their
biometrics, and granting access to their safety
lockers exclusively to the relevant individuals are
the primary aspects of the new system. The
central regional office of that bank assigns the
branch head in charge of managing the safety
deposits on a daily basis.

A

Bank Admin

A

Validate Customer

» Add Personal Info

A4

Customer Fingerprint

|

Store in DB

» Input Fingerprint

A 4

Connect Firebase to
set on/off flag

Open Door <

Fig 1. Methodology Diagram

We will implement

Module 1: User Registration and Login will be
implemented. Module 2: View or update the
record Module 3: Fingerprint Matching. Set a flag
on Firebase if it matches.

Module 4: If a fingerprint matches, the user's door
will open.

The bank administrator will register the user and
fill out personal data. We'll use your fingerprint
as input. The user's fingerprint will be inserted
whenever they wish to access a door.

A minute-based technique will be used; if the
fingerprints match, a firebase flag will be set to
open. Every time the status is set to open, the
hardware will sense the firebase continually and
open the door.

Only those with permission can use their
fingerprints to enter the bank locker door in these
projects.

- BankLoc
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First, we must click the enroll button to save our
finger prints in the module. The user must hold
down their finger while accessing the module and
then hit the identification button. The door will
be open for authorized finger prints. The door
will be closed if the same fingerprint is found
there again.

EXPERIMENTAL RESULTS

The purpose of this project In order to address
the security issues that arise from using a single
security system, the goal of this project is to
provide a high-level security system that uses a
fingerprint sensor in the locker. Additionally, the
system will be designed to be more costeffective,
efficient, and secure.

Welcome to BanklLoc
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CONCLUSION
A very safe and practical

replacement to
traditional key-based systems are biometric bank
lockers. They offer quicker access and improved
fraud prevention while removing the dangers of
misplaced keys and forgotten PINs. To guarantee

dependability and consumer confidence,
however, issues like exorbitant prices, privacy
issues, and technological malfunctions must be
resolved.

The future of biometric lockers is bright despite
these limitations, particularly with developments
in multi-factor authentication, Al-driven security,
and encrypted biometric storage. Biometric
technology has the potential to transform bank
security and improve consumer satisfaction with
the correct protections.
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