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Abstract

The pharmaceutical supply chain is a complex ecosystem involving
manufacturers, distributors, pharmacies, healthcare providers, and
regulatory authorities. Ensuring transparency, drug authenticity, and
secure distribution within this system is critical for patient safety and
public health. However, traditional pharmaceutical supply chain
systems face numerous challenges, including counterfeit drugs, lack of
traceability, inefficient data sharing, and fragmented logistics
management. Recent technological advancements such as blockchain
and artificial intelligence have emerged as promising solutions to
address these challenges and improve supply chain transparency,
security, and operational efficiency.This systematic review explores
recent advances in blockchain technology combined with intelligent
recommendation systems such as the Contextual White Shark Attention
Network for drug supply chain management in the smart
pharmaceutical industry. Blockchain technology enables secure and
tamper-proof records, improving traceability, transparency, and trust
among stakeholders in pharmaceutical supply chains. Meanwhile, Al-
based attention networks and optimization algorithms provide
intelligent drug recommendation mechanisms by analyzing patient
reviews, clinical data, and medication effectiveness. This review
analyzes recent research developments, identifies current challenges,
and highlights future research directions for integrating blockchain with
advanced Al models to build secure and intelligent pharmaceutical
supply chain systems.

Introduction

medicines, limited transparency, inefficient

The pharmaceutical industry is essential for
ensuring the safe production, distribution, and
delivery of medicines to healthcare systems
worldwide. Pharmaceutical supply chains involve
manufacturers, distributors, wholesalers,
pharmacies, hospitals, and regulatory authorities
working together to maintain drug quality,
availability, and patient safety. However, these
supply chains are highly complex and face
numerous challenges, including counterfeit
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tracking mechanisms, and strict regulatory
compliance requirements. Conventional
centralized supply chain systems often lack
secure traceability and are vulnerable to data
manipulation, making it difficult to verify drug
authenticity throughout the distribution process.
These limitations have increased the demand for
secure and transparent digital technologies
capable of improving pharmaceutical supply
chain management.
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Blockchain technology has emerged as a
promising solution by providing a decentralized,
immutable, and transparent digital ledger for
recording supply chain transactions. Every
transaction is  securely stored using
cryptographic techniques, enabling stakeholders
to trace pharmaceutical products from
manufacturing to final delivery. Blockchain

enhances supply chain transparency, prevents
counterfeit drugs, supports real-time monitoring
of transportation conditions, and facilitates
secure information sharing through smart
contracts. Its immutable records also simplify
regulatory auditing and strengthen compliance
with pharmaceutical safety and quality standards
while reducing dependency on intermediaries.
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Figure 1. Blockchain-Enabled Drug Supply Chain Architecture.

Alongside blockchain, artificial intelligence and
machine learning have significantly advanced
intelligent drug recommendation systems. These
systems analyze patient health records, clinical

information, prescription history, and user
feedback  to recommend personalized
medications that improve treatment

effectiveness. Deep learning models equipped
with attention mechanisms enhance prediction
accuracy by focusing on the most relevant
medical features, while optimization algorithms
such as the White Shark Optimization algorithm
improve neural network performance. The
Contextual White Shark Attention Network
combines attention mechanisms with
optimization techniques to generate accurate
and interpretable drug recommendations.

Recent research has increasingly focused on
integrating blockchain technology with Al-driven

drug recommendation systems to create
intelligent  pharmaceutical supply chain
frameworks.  These  integrated  systems

simultaneously provide secure drug traceability
and personalized medication recommendations,
enabling healthcare providers to verify product
authenticity while supporting evidence-based
clinical decisions. Such approaches strengthen
patient safety, improve operational efficiency,
and enhance trust among manufacturers,
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healthcare professionals, regulatory agencies,
and consumers through secure and transparent
information management.

Despite these advances, several challenges
remain before widespread implementation can
be achieved. Scalability, interoperability with
existing healthcare infrastructure,
implementation costs, computational complexity,
and data privacy continue to hinder practical
adoption. Future research should emphasize
scalable blockchain architectures, lightweight Al
models, improved interoperability, and ethical
data governance to support secure, efficient, and
intelligent pharmaceutical supply chain systems.
This review highlights current technological
developments, identifies existing research gaps,
and discusses future directions for blockchain-
enabled pharmaceutical supply chain
management integrated with Al-based drug
recommendation systems.

Literature Review

The integration of blockchain technology and
artificial intelligence in pharmaceutical supply
chain management has received significant
attention in recent years. Researchers have
explored various frameworks to enhance
transparency, traceability, and security in drug
distribution systems while also developing
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intelligent recommendation systems to improve
medication management and patient outcomes.
This section reviews recent research
contributions between 2020 and 2024 related to
blockchain-enabled  pharmaceutical  supply
chains and Al-based drug recommendation
models.

Tseng et al. (2020) examined the role of
blockchain technology in improving
transparency and traceability in pharmaceutical
supply chains. Their study proposed a
blockchain-based architecture that allows
stakeholders such as manufacturers,
distributors, pharmacies, and regulatory
authorities to securely record and verify drug
transactions. The research demonstrated that
blockchain can significantly reduce the risk of
counterfeit drugs by enabling real-time product
verification and providing immutable transaction
records across the supply chain network.
Mackey and Nayyar (2020) conducted a
comprehensive analysis of  blockchain
applications in healthcare and pharmaceutical
supply chains. The study highlighted how
decentralized ledger technologies can improve
drug traceability and prevent counterfeit
medications. The authors emphasized that
blockchain systems provide end-to-end visibility
across supply chains and enable secure data
sharing among healthcare stakeholders without
relying on centralized authorities.

Casino et al. (2020) investigated blockchain-
based solutions for healthcare supply chains and
analyzed their potential to improve operational
efficlency and data integrity. Their study
emphasized the advantages of distributed ledger
systems in maintaining tamper-proof transaction
records, which are essential for ensuring the
authenticity of pharmaceutical products
throughout the distribution process.

Jamil et al. (2021) proposed a blockchain-
enabled framework for pharmaceutical supply
chain management that integrates Internet of
Things (IoT) technologies. The system uses 10T
sensors to monitor environmental conditions
such as temperature and humidity during drug
transportation. Blockchain technology records
these sensor readings in a secure ledger, ensuring
that pharmaceutical products are stored and
transported under appropriate conditions.
Zhang et al. (2021) explored the use of
blockchain technology combined with smart
contracts to automate supply chain processes in
the pharmaceutical industry. Smart contracts
allow automated execution of transactions based
on predefined conditions, which reduces
administrative overhead and enhances supply
chain efficiency. The research demonstrated that
blockchain-based smart contracts can streamline
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regulatory compliance and improve coordination
between supply chain stakeholders.

Khezr et al. (2021) conducted a systematic
review of blockchain applications in healthcare
supply chains and identified key benefits such as
improved traceability, enhanced data security,
and increased transparency. The study also
highlighted several challenges associated with
blockchain adoption, including scalability issues
and the need for standardized regulatory
frameworks.

In addition to blockchain technologies, artificial
intelligence has been increasingly used to
develop intelligent drug recommendation
systems. Al algorithms analyze large datasets
including patient records, clinical trial results,
and pharmaceutical databases to generate
personalized drug recommendations.

Zhang and Jiang (2022) proposed a deep
learning-based recommendation system that
analyzes electronic health records and patient
feedback to recommend appropriate
medications. The system uses neural network
models to identify relationships between patient

symptoms, medical history, and drug
effectiveness.

Chen et al. (2022) introduced an attention-based
neural network architecture for drug
recommendation systems. Attention

mechanisms enable the model to focus on the
most relevant patient attributes when generating
recommendations. Experimental results
demonstrated that attention-based models
significantly improve recommendation accuracy
compared with traditional collaborative filtering
methods.

Li et al. (2022) developed a hybrid
recommendation framework combining deep
learning techniques with knowledge graph
models for pharmaceutical recommendation
systems. The knowledge graph represents
relationships between drugs, diseases, and
patient conditions, enabling the system to
provide context-aware recommendations.

In recent years, optimization algorithms inspired
by natural phenomena have been used to
enhance Al-based recommendation systems.
White Shark Optimization is a metaheuristic
algorithm inspired by the hunting behavior of
white sharks. The algorithm has been applied to
optimize neural network training and improve
model performance.

Abdel-Basset et al. (2023) applied the White
Shark Optimization algorithm to optimize
machine learning models for healthcare
prediction systems. The results showed that the
optimization algorithm improved classification
accuracy and reduced prediction errors
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compared with traditional
methods.

Another emerging research direction is the
integration of blockchain technology with Al-
based recommendation systems for smart
pharmaceutical industries. Such systems
combine the security and transparency of
blockchain with the predictive capabilities of
artificial intelligence.

Salah et al. (2023) proposed a blockchain-
enabled pharmaceutical supply chain system
integrated with machine learning algorithms for
drug recommendation and monitoring. The
system allows healthcare providers to track drug
distribution and analyze patient feedback to
improve medication recommendations.

Khan et al. (2024) developed a blockchain-based
pharmaceutical platform combined with deep
learning recommendation models. The proposed
system ensures secure drug tracking while

optimization

demographics, environmental factors, and drug
interaction data. These networks allow
recommendation models to adapt to different
patient contexts and generate more personalized
treatment suggestions.

Overall, the literature indicates that integrating
blockchain technology with advanced artificial
intelligence models provides a promising
approach for developing secure and intelligent
pharmaceutical supply chain systems. Blockchain
ensures transparency, security, and traceability
in drug distribution, while Al-based
recommendation systems enhance healthcare
decision-making by providing personalized drug
recommendations. The combination of these
technologies is expected to play a critical role in
building smart pharmaceutical ecosystems that
improve patient safety and healthcare efficiency.
3. Comparative Table of Reviewed Studies

The following table summarizes key studies

simultaneously providing intelligent drug related to blockchain-enabled pharmaceutical
recommendations to patients and healthcare supply chains and Al-based drug
professionals. recommendation systems. The comparison
Furthermore, contextual attention networks focuses on the technologies used, research
have been introduced to improve objectives, advantages, and limitations identified
recommendation systems by incorporating in the literature.
contextual information such as patient
Author | Year | Technology/Model | Application Area Key Contribution Limitations
Used
Tseng 2020 | Blockchain-based Drug supply chain | Improved Implementation
etal. architecture tracking traceability and | complexity
transparency in
pharmaceutical
logistics
Mackey | 2020 | Blockchain Healthcare supply | Prevents counterfeit | Regulatory
& technology chain security drugs through | challenges
Nayyar decentralized ledger
systems
Casino | 2020 | Blockchain Healthcare data | Ensures tamper- | Scalability issues
etal. distributed ledger management proof records and
secure data sharing
Jamil et | 2021 | Blockchain + IoT | Pharmaceutical Real-time Infrastructure
al. Sensors transportation environmental cost
monitoring monitoring for drug
safety
Zhang 2021 | Blockchain smart | Supply chain | Automated Integration
etal. contracts automation compliance and | challenges
transaction
validation
Khezr 2021 | Blockchain review | Healthcare Identified benefits | Limited real-
etal. framework systems and challenges of | world
blockchain adoption | implementations
Zhang & | 2022 | Deep learning | Drug Al-driven Requires  large
Jiang recommendation recommendation | personalized datasets
system medication
suggestions
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Chen et | 2022 | Attention-based Medical Improved Computational
al. neural networks recommendation | recommendation complexity
systems accuracy  through
attention
mechanisms
Lietal. | 2022 | Deep learning + | Drug Context-aware Data integration
knowledge graph recommendation | recommendations complexity
based on medical
knowledge
Abdel- 2023 | White Shark | Healthcare Improved model | Algorithm
Basset Optimization prediction optimization  and | complexity
et al. algorithm systems predictive
performance
Salah et | 2023 | Blockchain + | Drug supply chain | Integrated tracking | Implementation
al. machine learning monitoring and cost
recommendation
framework
Khan et | 2024 | Blockchain + deep | Smart Secure drug tracking | Scalability
al. learning pharmaceutical and intelligent | challenges
systems recommendations
Comparative Analysis history, enabling more precise treatment

The comparative evaluation of blockchain-based
pharmaceutical supply chain systems and Al-
driven drug recommendation frameworks
highlights  significant = progress  toward
developing secure and intelligent healthcare
ecosystems. Blockchain technology has emerged
as an effective solution for improving
transparency, traceability, and  security
throughout pharmaceutical supply chains. By
maintaining decentralized and immutable
transaction records, blockchain enables
stakeholders to verify drug authenticity from
manufacturing to patient delivery, thereby
reducing the risk of counterfeit medications and

strengthening trust among manufacturers,
distributors, healthcare providers, and
regulatory  authorities. Its  cryptographic

mechanisms also ensure data integrity and
secure information sharing, making blockchain
well suited for pharmaceutical logistics and
regulatory compliance.

Artificial  intelligence  further  enhances
pharmaceutical management by enabling
intelligent drug recommendation and predictive
decision-making. Deep learning models
equipped with attention mechanisms analyze
patient records, clinical data, drug interactions,
and treatment history to generate accurate and
personalized medication recommendations.
Optimization techniques, including the White
Shark Optimization algorithm, improve neural
network performance by enhancing parameter
selection, prediction accuracy, and
computational efficiency. Contextual attention
networks further strengthen recommendation
systems by incorporating patient-specific
information, environmental factors, and medical
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recommendations. The integration of blockchain
with Al creates a comprehensive framework
where secure pharmaceutical data can be utilized
for intelligent analytics, anomaly detection,
demand forecasting, and personalized healthcare
services.

Despite these advantages, several challenges
continue to limit large-scale implementation.
Blockchain scalability, interoperability with
existing healthcare infrastructures,
implementation costs, computational complexity,
and regulatory compliance remain significant
concerns. In addition, protecting patient privacy,
ensuring ethical use of healthcare data, and
minimizing algorithmic bias are essential for
successful deployment. Future research should
focus on developing scalable blockchain
architectures, efficient Al models, standardized
interoperability frameworks, and privacy-
preserving data management techniques.
Overall, blockchain technology and Al-based
recommendation systems complement each
other by combining secure data management
with intelligent decision support, offering
substantial potential to improve pharmaceutical
supply chain transparency, eliminate counterfeit
drugs, optimize healthcare operations, and
enhance patient outcomes.

Discussion
The integration of blockchain technology and

artificial intelligence has emerged as a
transformative approach for modern
pharmaceutical supply chain management.

Blockchain addresses critical challenges related
to transparency, traceability, and secure data
management by providing a decentralized and
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immutable ledger that records every transaction
across the supply chain. This enables
manufacturers, distributors, pharmacies,
healthcare providers, and regulatory authorities
to verify the authenticity of pharmaceutical
products at every stage, significantly reducing
the risk of counterfeit drugs. The decentralized
architecture also improves collaboration among
stakeholders while ensuring data integrity,
regulatory compliance, and efficient information
sharing, making blockchain an essential
technology for secure pharmaceutical logistics.

Artificial intelligence complements blockchain by
enabling intelligent analysis of large
pharmaceutical datasets and supporting data-
driven decision-making. Machine learning and
deep learning models analyze manufacturing
records, transportation information, patient
health data, and clinical outcomes to predict drug
demand, identify supply chain disruptions, and
optimize distribution strategies. Attention-based
neural networks further improve
recommendation accuracy by assigning greater
importance to the most relevant patient
characteristics, medical history, drug
interactions, and contextual information. The
Contextual White Shark Attention Network
enhances predictive performance by combining
attention mechanisms with the White Shark

Optimization algorithm, resulting in more
accurate and personalized drug
recommendations while improving

computational efficiency.

The combination of blockchain and Al creates an
integrated framework where verified
pharmaceutical data can be securely stored and
intelligently analyzed. Blockchain provides
trustworthy records of drug production and
distribution, while Al models utilize these
records for anomaly detection, demand
forecasting, supply chain optimization, and
personalized medication recommendations. This
integration strengthens patient safety, improves

operational efficiency, enhances regulatory
compliance, and supports evidence-based
healthcare  decision-making  across the

pharmaceutical ecosystem.

Despite these promising developments, several
challenges  remain  before  widespread
implementation can be achieved. Blockchain
scalability, interoperability =~ with existing
healthcare systems, implementation costs,
computational complexity, and compliance with
healthcare privacy regulations continue to limit
adoption. Future research should focus on
developing scalable blockchain infrastructures,
lightweight Al models, standardized integration
frameworks, and privacy-preserving

technologies. Overall, the convergence of
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blockchain and artificial intelligence offers a
robust foundation for intelligent pharmaceutical
supply chain management, improving drug
traceability, reducing counterfeit medications,
optimizing logistics, and enhancing patient care.

Conclusion

The pharmaceutical supply chain is fundamental
to ensuring the safe production, distribution, and
delivery of medicines, yet it faces persistent
challenges such as counterfeit drugs, limited
transparency, poor traceability, and inefficient
data sharing. This review demonstrates that
blockchain technology provides an effective
solution by enabling decentralized, immutable,
and transparent transaction records that
enhance drug traceability, data integrity, and
regulatory compliance. Smart contracts further
automate supply chain operations, improve
stakeholder collaboration, and strengthen
security  throughout the pharmaceutical
distribution process, making blockchain a
reliable foundation for modern pharmaceutical
ecosystems.

Artificial intelligence complements blockchain by
enabling intelligent analysis of pharmaceutical
and patient data to support predictive decision-

making and personalized drug
recommendations. Attention-based deep
learning models improve recommendation

accuracy by identifying the most relevant clinical
features, while optimization techniques such as
the White Shark Optimization algorithm enhance
model efficiency and predictive performance.
The integration of blockchain with Al creates
secure and intelligent pharmaceutical platforms
capable of improving supply chain transparency,
detecting counterfeit drugs, optimizing logistics,

and supporting personalized healthcare.
However, challenges including scalability,
implementation costs, interoperability, data

privacy, and regulatory compliance continue to
limit widespread adoption. Future research
should focus on scalable blockchain
infrastructures, lightweight Al models,
standardized integration frameworks, and
privacy-preserving technologies. Overall, the
convergence of blockchain and advanced
artificial intelligence represents a promising
direction for building secure, transparent, and
intelligent pharmaceutical supply chain systems
that improve operational efficiency, drug safety,
and patient outcomes.
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