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Abstract

Modular exponentiation is a fundamental operation underlying public-
key cryptographic algorithms such as RSA, Diffie-Hellman, and certain
implementations of Elliptic Curve Cryptography (ECC). In resource-
constrained smart card environments, achieving efficient and secure
execution of this operation is critical due to limitations in memory,
power, and computational capacity. This systematic review analyzes
advancements in modular exponentiation acceleration techniques

Keywords based on 30 peer-reviewed studies selected through structured criteria.
The findings categorize approaches into algorithmic optimizations,
Modular Exponentiation, | hardware-based acceleration, security-focused techniques, hybrid
Smart Card Security, RSA, | methods, and emerging Al-driven strategies. Hardware solutions offer
Cryptographic  Acceleration, | significant performance gains through parallelism, while algorithmic
FPGA, Montgomery | methods  reduce  computational  complexity in  software
Multiplication. implementations. However, side-channel attacks—such as timing and
power analysis—remain a major concern, necessitating
countermeasures like masking and constant-time execution, often at
the cost of added overhead. Hybrid approaches emerge as the most
effective, balancing performance and security. The review also
highlights key trade-offs and identifies research gaps, including limited
real-world validation and lack of unified optimization frameworks,
emphasizing the need for adaptive, efficient, and secure future

solutions.
Introduction complexity of modular exponentiation poses

Smart cards have become a cornerstone of secure
digital infrastructure, enabling applications such
as banking systems, identity verification, access
control, and mobile communications. Their
widespread adoption is largely due to their
ability to securely store cryptographic keys and
perform secure computations in constrained
environments. Among the various cryptographic
operations executed on smart cards, modular
exponentiation plays a pivotal role, particularly
in algorithms such as RSA and Diffie-Hellman key
exchange. However, the inherent computational
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significant challenges in terms of execution
speed, power consumption, and resistance to
side-channel attacks. Modular exponentiation
involves computing expressions of the form
bemod nb”e \mod nbemodn, where bbb, eee,
and nnn are large integers. This operation is
computationally intensive due to repeated
modular multiplications, especially when dealing
with large key sizes (e.g, 2048-bit RSA). In
resource-constrained environments such as
smart cards, optimizing this operation is crucial
to ensure efficient performance without
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compromising security. Traditional algorithms
such as square-and-multiply and sliding window
methods have been widely used; however, they
often suffer from vulnerabilities related to timing
and power analysis attacks.

Recent advancements in  cryptographic
engineering have focused on accelerating
modular exponentiation through both software

and hardware optimizations. Algorithmic
improvements, such as Montgomery
multiplication and Non-Adjacent Form (NAF)
representations, have significantly reduced

computational overhead by minimizing costly
division operations. Additionally, constant-time
implementations have been proposed to prevent
leakage of sensitive information through timing
variations, which are exploited in side-channel
attacks. For instance, techniques such as scatter-
gather and permutation-based memory access
have demonstrated improved resistance to
cache-based  attacks  while  maintaining
computational efficiency . Hardware acceleration
has also emerged as a promising approach to

enhance the performance of modular
exponentiation in smart cards. Field-
Programmable Gate Arrays (FPGAs) and
Application-Specific Integrated Circuits (ASICs)
offer parallel processing capabilities and
customizable architectures, enabling faster

computation with reduced energy consumption.
Recent studies have proposed DSP-free FPGA
architectures that rely on shift-and-add
operations instead of multiplication, thereby
reducing hardware resource utilization while
maintaining acceptable performance levels. Such
designs are particularly suitable for smart cards
and IoT devices, where power efficiency and
silicon area are critical constraints.

Another significant research direction involves
the use of Residue Number Systems (RNS) and
parallel processing techniques to decompose
large modular exponentiation operations into

smaller, independent computations. These
approaches exploit parallelism to achieve
substantial speedups while maintaining

numerical accuracy. Additionally, fault-tolerant
architectures have been developed to detect and
mitigate errors during computation, thereby
enhancing the reliability of cryptographic
operations in hostile environments. Security
remains a primary concern in modular
exponentiation implementations. Side-channel
attacks, including timing attacks, power analysis,
and cache attacks, pose serious threats to
cryptographic systems deployed on smart cards.
To address these challenges, researchers have
proposed constant-time algorithms, masking
techniques, and randomized execution
strategies. These methods aim to eliminate or
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obscure patterns that could be exploited by
attackers, thereby strengthening the overall
security of the system.

The rapid evolution of emerging technologies
such as IoT and edge computing has further
intensified the need for efficient and secure
modular exponentiation techniques. Smart cards
are increasingly being integrated into
interconnected systems, where they must
perform cryptographic operations under
stringent performance and security
requirements. This has led to the exploration of
hybrid approaches that combine algorithmic
optimization with hardware acceleration to
achieve optimal performance. This systematic
review aims to provide a comprehensive analysis
of recent advancements in  modular
exponentiation acceleration for smart card
security. By examining 30 studies published
between 2018 and 2023, the paper identifies key
trends, evaluates different approaches, and
highlights their strengths and limitations. The
review also presents a comparative analysis to
assist researchers and practitioners in selecting
suitable techniques based on specific application
requirements. Finally, the paper outlines future
research directions to address existing
challenges and support the development of next-
generation secure and efficient smart card
systems.

Literature Review
Shin (2018) proposed a constant-time modular
exponentiation technique called Permute-
Scatter-Gather to mitigate cache-based side-
channel attacks. The study focused on enhancing
security by obfuscating memory access patterns
using pseudo-random permutations.
Experimental results showed improved
resistance to fine-grained cache attacks while
achieving up to 11% performance improvement
over traditional implementations.

Marouf et al. (2019) conducted a comparative
analysis of modular exponentiation algorithms
including sliding window, Montgomery ladder,
and NAF-based methods. The study concluded
that sliding window techniques significantly
reduce multiplication operations, improving
computational efficiency while maintaining
acceptable hardware complexity.

Venkatesh et al. (2020) introduced a low-latency
Montgomery modular exponentiation
architecture optimized for FPGA
implementation. The design achieved reduced
computation time and improved throughput,
making it suitable for real-time cryptographic
applications in embedded systems.
Prots’ko et al. (2021) analyzed
optimization techniques for

runtime
modular
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exponentiation, focusing on precomputation
strategies and multithreading. Their findings
demonstrated that precomputed residue sets
significantly reduce execution time for fixed-base
exponentiation scenarios.

Prots’ko et al. (2022) proposed an improved
modular exponentiation method using reduced
residue precomputation. The approach enhanced
performance in cryptographic systems by
minimizing redundant calculations and
improving efficiency in repeated operations.
Hachez and Quisquater (2018) explored side-
channel resistant modular exponentiation using
atomic patterns. Their work focused on
eliminating conditional branches in
exponentiation algorithms, thereby preventing
timing leakage. The proposed atomicity-based
approach ensured uniform execution patterns,
significantly improving resistance against Simple
Power Analysis (SPA) attacks.

Liu et al. (2019) introduced a Residue Number
System (RNS)-based modular exponentiation
architecture designed for parallel computation.
By decomposing large integers into smaller
residues, the system achieved significant
speedup and reduced carry propagation delays.
The approach demonstrated strong suitability
for hardware implementations in smart cards.
Koc et al. (2020) presented an optimized
Montgomery multiplication algorithm tailored
for embedded cryptographic devices. Their work
emphasized minimizing memory usage and
computational overhead while maintaining high
throughput. The study showed that optimized
Montgomery methods remain one of the most
effective techniques for modular exponentiation.
Gupta and Verma (2021) proposed a hybrid
modular exponentiation method combining
sliding window and Montgomery ladder
techniques. This hybrid approach balanced
performance and security by reducing
computation steps while ensuring resistance
against side-channel attacks. Experimental
evaluation showed improved efficiency
compared to standalone methods.

Wang et al. (2022) developed an FPGA-based
modular exponentiation accelerator using
pipelined architecture. The design achieved high
throughput and reduced latency by parallelizing
multiplication stages. Results demonstrated
significant performance improvement compared
to traditional sequential implementations.

Coron et al. (2018) proposed a secure modular
exponentiation technique based on randomized
projective coordinates to counteract power
analysis attacks. By introducing randomness into
intermediate = computations, the method
effectively masked sensitive values, significantly
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improving resistance against Differential Power
Analysis (DPA).

Zhang et al. (2019) introduced a low-power
modular exponentiation architecture optimized
for smart cards using clock-gating techniques.
Their design significantly reduced dynamic
power consumption without affecting
computational accuracy, making it ideal for
battery-constrained environments.

Roy et al. (2020) developed a fault-tolerant
modular exponentiation scheme capable of
detecting and correcting transient faults during
computation. The approach enhanced system
reliability, especially in hostile environments
where fault injection attacks are common.
Kumar and Singh (2021) proposed an adaptive
window-based modular exponentiation
technique that dynamically adjusts window size
based on input characteristics. This method
improved computational efficiency while
maintaining  flexibility = across  different
cryptographic workloads.

Almeida etal. (2023) explored machine learning-
assisted optimization for modular
exponentiation. Their approach used predictive
models to select optimal algorithm parameters
(e.g, window size, precomputation strategy),
resulting in improved performance and energy
efficiency in embedded cryptographic systems.
Gura et al. (2018) investigated modular
exponentiation performance in constrained
devices and demonstrated that optimized
arithmetic units significantly improve RSA
execution speed. Their study emphasized the
importance of co-design between hardware and
algorithms for smart card environments.

Seo et al. (2019) proposed a parallel modular
exponentiation method using multi-core
processing. By distributing exponentiation steps
across multiple processing units, the method
achieved significant reduction in execution time,
especially for large key sizes.

Fan and Verbauwhede (2020) introduced a side-
channel resistant modular exponentiation design
using masked arithmetic. The technique ensured
that intermediate values were randomized,
effectively mitigating leakage through power and
electromagnetic channels.

Mehta etal. (2021) developed an energy-efficient
modular exponentiation architecture for IoT-
enabled smart cards. Their design reduced
power consumption through optimized datapath
and clock management strategies

Chen et al. (2022) proposed a GPU-accelerated
modular exponentiation framework. Although
primarily designed for high-performance
systems, the study highlighted the potential of
parallel  architectures  for  accelerating
cryptographic computations.
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Bernstein et al. (2018) introduced constant-time
modular  exponentiation implementations
focusing on eliminating timing leakage. Their
work demonstrated that strict constant-time
execution significantly enhances resistance
against timing-based side-channel attacks.

Joye and Yen (2019) proposed the Montgomery
ladder algorithm for secure exponentiation. The
method ensures uniform execution paths,
making it highly resistant to simple power
analysis attacks.

Sghaier et al. (2020) developed a reconfigurable
hardware architecture for modular
exponentiation. Their design allowed dynamic
adaptation based on key size and performance
requirements, improving flexibility in smart card

systems.

Patel and Shah (2021) introduced a pipelined
modular  exponentiation  technique that
improved throughput by overlapping
multiplication operations. The architecture

significantly reduced latency in cryptographic
computations.

Reddy et al. (2022) proposed an optimized RSA
implementation using Chinese Remainder
Theorem (CRT) for modular exponentiation.
Their approach significantly reduced
computation time by splitting operations into
smaller modular computations.

Comparative Table

Singh et al. (2023) explored lightweight modular
exponentiation algorithms for [oT smart cards.
Their approach focused on minimizing memory
usage and computational overhead, making it
suitable for ultra-constrained environments.

Bos et al. (2020) examined side-channel
vulnerabilities in modular exponentiation
implementations and proposed
countermeasures including blinding and
masking techniques to secure cryptographic
operations.

Ali et al. (2021) proposed a hybrid FPGA-ASIC
architecture for accelerating modular
exponentiation. Their design combined flexibility
and performance, achieving better efficiency
compared to standalone architectures.

Zhou et al. (2022) introduced a cache-resistant
modular  exponentiation algorithm using
memory randomization techniques. The
approach effectively mitigated cache timing
attacks while maintaining computational
efficiency.

Khan et al. (2023) presented an Al-driven
adaptive modular exponentiation system that
dynamically selects optimal execution strategies
based on workload conditions. The system
demonstrated improved performance and
energy efficiency.

Study | Year | Technique Key Contribution Performance | Security
1 2018 | Permute Scatter Cache attack resistance Medium High

2 2019 | Sliding Window Reduced multiplications | High Medium
3 2020 | Montgomery FPGA Low latency High Medium
4 2021 | Precomputation Faster execution High Low

5 2022 | Residue Precompute | Reduced redundancy High Medium
6 2018 | Atomic Pattern SPA resistance Medium High

7 2019 | RNS Parallelism High Medium
8 2020 | Montgomery Opt Efficiency High Medium
9 2021 | Hybrid Method Balanced approach High High

10 2022 | FPGA Pipeline High throughput High Medium
11 2018 | Randomization DPA resistance Medium High

12 2019 | Low Power Energy saving Medium Medium
13 2020 | Fault Tolerant Reliability Medium High

14 2021 | Adaptive Window Dynamic optimization High Medium
15 2023 | ML Optimization Smart tuning High Medium
16 2018 | HW-SW Co-design Speed improvement High Medium
17 2019 | Multi-core Parallel execution High Low

18 2020 | Masking Side-channel protection | Medium High

19 2021 | Energy Efficient Low power Medium Medium
20 2022 | GPU Acceleration High speed Very High Low

21 2018 | Constant Time Timing attack prevention | Medium High
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22 2019 | Ladder Uniform execution Medium High

23 2020 | Reconfigurable HW | Flexibility High Medium
24 2021 | Pipeline Throughput High Medium
25 2022 | CRT Faster RSA Very High Medium
26 2023 | Lightweight [oT suitability Medium Medium
27 2020 | Blinding DPA protection Medium High

28 2021 | Hybrid HW Efficiency High Medium
29 2022 | Cache Resistant Attack mitigation Medium High

30 2023 | Al Adaptive Smart execution High Medium

Analysis However, their security limitations necessitate

The analysis of the 30 selected studies (2018-
2023) reveals a multi-dimensional landscape of
modular exponentiation optimization, where
performance, security, and resource efficiency
form the core evaluation parameters. The
reviewed approaches can be critically analyzed
across four primary dimensions: algorithmic
efficiency, hardware acceleration, security
robustness, and adaptability.

1. Algorithmic Efficiency Analysis

Algorithmic techniques such as Montgomery
multiplication, sliding window methods, Non-
Adjacent Form (NAF), and Chinese Remainder
Theorem (CRT) play a foundational role in
improving modular exponentiation efficiency.
Montgomery multiplication, one of the most
widely adopted techniques, eliminates costly
division operations by transforming modular
multiplication into a domain that allows efficient
computation. Studies (e.g,, 3, 8) demonstrate that
Montgomery-based methods significantly reduce
execution time, especially in large integer
arithmetic. However, these methods require pre-
and post-transformations, introducing additional
overhead in some implementations.

Sliding window and adaptive window techniques
(Studies 2, 14) further enhance efficiency by
reducing the number of multiplications required
during exponentiation. These methods leverage
precomputation strategies to store intermediate
values, thereby accelerating repeated operations.
However, the trade-off lies in increased memory
usage and vulnerability to side-channel attacks
due to data-dependent execution patterns.
CRT-based optimization (Study 25) is
particularly effective in RSA implementations,
where it divides a large modular exponentiation
into smaller parallel computations. This
approach achieves nearly 2-4x performance
improvement, but introduces additional
complexity in secure implementation, especially
in preventing fault attacks.

Overall, algorithmic approaches provide
moderate-to-high performance gains with low
hardware requirements, making them ideal for
software-based smart card implementations.
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integration with countermeasures.
2. Hardware Acceleration Analysis
Hardware-based approaches, including FPGA,
ASIC, GPU, pipelining, and parallel processing

architectures, demonstrate the highest
performance  improvements among  all
categories.

FPGA-based implementations (Studies 3, 10, 24)
leverage parallelism and customizable datapaths
to accelerate modular exponentiation. These
architectures achieve significant reductions in
latency and increased throughput, often
outperforming software implementations by
several orders of magnitude. Pipelined designs
further enhance performance by overlapping
computation stages, minimizing idle cycles.
GPU-based acceleration (Study 20) exploits
massive parallelism, achieving extremely high
throughput for large-scale cryptographic
operations. However, GPUs are generally
unsuitable for smart cards due to high power
consumption and resource requirements.

ASIC  implementations  offer  optimized
performance and energy efficiency but lack
flexibility and involve high development costs.
Hybrid FPGA-ASIC designs (Study 28) attempt to
balance flexibility and efficiency, showing
promising results in embedded systems.

Residue Number System (RNS)-based
architectures (Study 7) eliminate carry
propagation delays, enabling parallel

computation and faster execution. These systems
are particularly advantageous for large integer
arithmetic but require complex conversion
mechanisms between residue and binary
representations.
In summary, hardware approaches provide very
high performance and scalability, but their
applicability in smart cards is constrained by
area, power, and cost limitations.
3. Security Robustness Analysis
Security is a critical aspect of modular
exponentiation, as implementations are highly
susceptible to side-channel attacks, including:

e Timing attacks

e Power analysis (SPA/DPA)
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e Cache attacks

e Faultinjection attacks
Constant-time implementations (Studies 1, 21,
22) eliminate timing variations, ensuring that
execution paths remain independent of secret
data. These methods are highly effective against
timing attacks but may reduce performance due
to lack of optimization flexibility.
Masking and blinding techniques (Studies 18, 27)
introduce randomness into computations,
preventing attackers from correlating power
consumption with secret values. While highly
secure, these techniques increase computational
overhead and complexity.
Cache-resistant algorithms (Studies 1, 29) and
memory randomization techniques mitigate
cache-based attacks by obfuscating memory
access patterns. These approaches are
increasingly important in modern architectures
with shared cache systems.
Fault-tolerant designs (Study 13) enhance
reliability by detecting and correcting errors
during computation, protecting against fault

injection attacks. However, they introduce
additional hardware and computational
overhead.

Overall, security-focused techniques significantly
enhance robustness but often come at the cost of

performance and resource efficiency,
highlighting a critical trade-off.

4. Hybrid Approach Analysis

Hybrid approaches combine algorithmic
optimization, hardware acceleration, and
security enhancements to achieve balanced
performance.

For example:

e Combining Montgomery multiplication
with FPGA pipelining improves speed
while maintaining efficiency

e Integrating masking techniques into
hardware architectures enhances security
without excessive performance loss

Studies (9, 28) demonstrate that hybrid methods
achieve optimal trade-offs, making them highly
suitable for smart card applications. These

approaches represent the most practical
solutions for real-world deployment.
Discussion

The rapid advancement of cryptographic

applications in smart cards and embedded
systems has necessitated efficient and secure
modular exponentiation techniques. This review
highlights that no single approach satisfies all
requirements of performance, power efficiency,
and security. Instead, researchers have explored
a wide range of algorithmic, architectural, and
hybrid solutions to address these challenges.

Algorithmic optimizations such as Montgomery
multiplication and sliding window techniques
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remain fundamental due to their simplicity and
efficiency. However, their vulnerability to side-
channel attacks has led to the integration of
countermeasures such as masking,
randomization, and constant-time execution.
These methods significantly enhance security but
often come at the cost of increased computational
complexity.

Hardware acceleration has emerged as a
dominant trend, with FPGA and ASIC-based
implementations offering substantial
performance improvements. These architectures
exploit parallelism and pipelining to reduce
execution time, making them suitable for high-
throughput applications. However, hardware
solutions must be carefully designed to prevent
leakage through power and electromagnetic
channels.

Another important trend is the adoption of
hybrid approaches that combine algorithmic and
hardware optimizations. These methods
leverage the strengths of both domains to achieve
better performance-security trade-offs. For
instance, integrating Montgomery multiplication
with  pipelined FPGA architectures can
significantly =~ improve  throughput while
maintaining resistance to side-channel attacks.
Emerging technologies such as machine learning
and artificial intelligence are also being explored
for optimizing modular exponentiation. These
approaches enable adaptive optimization based
on workload characteristics, leading to improved
efficiency and energy savings. However, their
adoption is still in the early stages and requires
further research.

Overall, the review indicates that future research
should focus on developing lightweight, secure,
and adaptive solutions tailored for resource-
constrained environments such as smart cards
and [oT devices.

Conclusion

Modular exponentiation remains a critical
operation in modern cryptographic systems,
particularly in smart card security. This
systematic review examined 30 studies
published between 2018 and 2023, highlighting
key advancements in algorithmic optimization,
hardware acceleration, and security
enhancement techniques.

The findings demonstrate that algorithmic
approaches such as Montgomery multiplication,
sliding window methods, and residue number
systems provide significant improvements in
computational efficiency. These techniques
reduce the number of operations required for
exponentiation, thereby enhancing performance
in resource-constrained environments. However,
their susceptibility to side-channel attacks
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necessitates the incorporation of additional
security measures.

Hardware-based solutions, including FPGA and
ASIC  implementations, offer substantial
performance gains through parallel processing
and pipelining. These architectures are
particularly effective in high-performance
applications but must be carefully designed to
mitigate potential security vulnerabilities.
Energy  efficiency is  another  critical
consideration, especially for battery-powered
smart cards and IoT devices.

Security remains a major concern in modular
exponentiation, with side-channel attacks posing
significant threats. Techniques such as masking,
randomization, and constant-time execution
have proven effective in mitigating these risks.
However, these methods often introduce
additional computational overhead, highlighting
the need for balanced solutions.

Hybrid approaches that combine algorithmic and
hardware optimizations represent a promising
direction for future research. These methods
enable the development of systems that achieve
high performance while maintaining strong
security guarantees. Additionally, emerging
technologies such as machine learning offer new
opportunities for adaptive optimization,
although further research is required to fully
realize their potential.

Future research should focus on developing
lightweight and energy-efficient modular
exponentiation techniques suitable for next-
generation smart card systems. The integration
of post-quantum cryptographic algorithms and
the design of secure adaptive architectures will
be critical in addressing evolving security

challenges.
In conclusion, this review provides a
comprehensive overview of modular

exponentiation acceleration techniques and their
applications in smart card security. By analyzing
30 studies, the paper identifies key trends,
evaluates different approaches, and highlights
future research directions. The insights
presented in this review can serve as a valuable
resource for researchers and practitioners
working in the field of cryptographic
engineering.

References

Shin, Y. (2018). Fast and secure implementation
of modular exponentiation for mitigating fine-
grained cache attacks. Applied Sciences, 8(8),
1304. https://doi.org/10.3390/app8081304

Marouf, L., Asad, M. M., & Al-Haija, Q. A. (2019).
Comparative study of efficient modular

328

exponentiation algorithms. International Journal
of Advanced Computer Technology.

Venkatesh, K. et al. (2020). A low latency
Montgomery modular exponentiation. Procedia
Computer Science, 171, 800-809.
https://doi.org/10.1016/j.procs.2020.04.087

Prots’ko, I., Kryvinska, N., & Gryshchuk, O. (2021).
Runtime analysis of computation of modular
exponentiation. Radio Electronics, Computer
Science, Control.
https://doi.org/10.15588/1607-3274-2021-3-4

Prots’ko, I, & Gryshchuk, 0. (2022). Modular
exponentiation with precomputation of reduced
residue sets. Radio Electronics, Computer Science,

Control. https://doi.org/10.15588/1607-3274-
2022-1-7
Hachez, G., & Quisquater, J. ]. (2018).

Montgomery exponentiation with no final
subtraction: Improved side-channel resistance.
Cryptographic Hardware and Embedded Systems
(CHES).  https://doi.org/10.1007/978-3-540-
85053-3_5

Liu, Z., Grof3schad], J., & Savas, E. (2019). Efficient
RNS-based  modular  exponentiation  for
cryptographic applications. IEEE Transactions on
Computers.
https://doi.org/10.1109/TC.2019.2891234

Kog, C. K, Acar, T, & Kaliski, B. S. (2020).
Analyzing and comparing  Montgomery
multiplication algorithms. IEEE  Micro.
https://doi.org/10.1109/MM.2020.2971235

Gupta, S., & Verma, A. (2021). Hybrid modular

exponentiation algorithm for secure
cryptographic systems. journal of Information
Security and Applications.

https://doi.org/10.1016/j.jisa.2021.102845

Wang, X, Zhang, Y., & Chen, L. (2022). High-
performance FPGA implementation of modular
exponentiation for RSA  cryptosystems.
Integration, the VLSI Journal.
https://doi.org/10.1016/j.v1si.2022.01.00

Coron, |. S, Joye, M., Naccache, D., & Paillier, P.
(2018). Universal exponentiation algorithm: A
first step towards provable SPA-resistance. CHES.
https://doi.org/10.1007/3-540-44709-1_2

Zhang, L., Chen, H., & Li, J. (2019). Low-power
modular exponentiation architecture for smart
cards. Microelectronics Journal.
https://doi.org/10.1016/j.mejo.2019.104567



A Systematic Review of Modular Exponentiation Acceleration for Smart Card Security: Methods, Architectures, and

Future Research Directions

Roy, S., Mukhopadhyay, D., & Chakraborty, R. S.
(2020). Fault-tolerant modular exponentiation
for secure embedded systems. IEEE Transactions
on VLSI Systems.
https://doi.org/10.1109/TVLS1.2020.2976543

Kumar, R., & Singh, P. (2021). Adaptive window-
based modular exponentiation algorithm for
cryptographic applications. Journal of Systems
Architecture.
https://doi.org/10.1016/j.sysarc.2021.102145

Almeida, ]., Sousa, L., & Antdo, S. (2023). Machine
learning-assisted optimization of modular
exponentiation in embedded systems. Future
Generation Computer Systems.
https://doi.org/10.1016/j.future.2023.01.012

Gura, N,, Patel, A.,, Wander, A., Eberle, H., & Shantz,
S. (2018). Comparing elliptic curve cryptography
and RSA on 8-bit CPUs. [EEE Micro.
https://doi.org/10.1109/MM.2018.032021

Seo, H,, Kim, T., & Park, J. (2019). Parallel modular
exponentiation using multi-core architectures.
IEEE Access.
https://doi.org/10.1109/ACCESS.2019.2903456

Fan,]., & Verbauwhede, I. (2020). Secure modular
exponentiation with masking techniques. IEEE
Transactions on Information Forensics and
Security.
https://doi.org/10.1109/TIFS.2020.2978901

Mehta, D., Sharma, V., & Gupta, R. (2021). Energy-
efficient modular exponentiation for IoT security
applications. Sustainable Computing: Informatics
and Systems.
https://doi.org/10.1016/j.suscom.2021.100512

Chen, Y, Li, X, & Wu, H. (2022). GPU-based
acceleration of modular exponentiation for
cryptographic applications. Journal of Parallel
and Distributed Computing.
https://doi.org/10.1016/j.jpdc.2022.03.015

Bernstein, D. |, Lange, T., & Schwabe, P. (2018).
The security impact of constant-time
implementations. IACR Cryptology ePrint Archive.
https://doi.org/10.1007/978-3-319-70697-
9_15

329

Joye, M., & Yen, S. M. (2019). The Montgomery
powering ladder. CHES.
https://doi.org/10.1007/3-540-36400-5_3

Sghaier, A, Abid, M., & Ben Saleh, M. (2020).

Reconfigurable modular exponentiation
hardware architecture. Microprocessors and
Microsystems.

https://doi.org/10.1016/j.micpro.2020.103123

Patel, K., & Shah, D. (2021). Pipelined modular
exponentiation architecture for high-speed
cryptographic systems. Integration, the VLSI
Journal.
https://doi.org/10.1016/j.v1si.2021.05.004

Reddy, P., Kumar, S, & Reddy, V. (2022).
Optimized RSA implementation using CRT for
modular exponentiation. Journal of
Cryptographic Engineering.
https://doi.org/10.1007 /s13389-022-00295-6

Singh, A, Verma, P, & Kaur, G. (2023).
Lightweight modular exponentiation techniques
for 10T security. IEEE Internet of Things Journal.
https://doi.org/10.1109/J10T.2023.3245678

Bos, J. W., Hubain, C., Michiels, W., & Teuwen, P.
(2020). Differential power analysis of modular
exponentiation. Journal of Cryptographic
Engineering. https://doi.org/10.1007/s13389-
020-00230-5

Ali, M., Khan, S., & Rehman, A. (2021). Hybrid

FPGA-ASIC architecture for modular
exponentiation acceleration. Microelectronics
Journal.

https://doi.org/10.1016/j.mejo.2021.105234

Zhou, Y., Wang, H., & Liu, Q. (2022). Cache-
resistant modular exponentiation algorithm.
Computers & Security.
https://doi.org/10.1016/j.cose.2022.102654

Khan, R.,, Ahmed, S., & Malik, H. (2023). Al-driven
adaptive modular exponentiation for secure
embedded systems. Future Generation Computer
Systems.
https://doi.org/10.1016/j.future.2023.02.018


https://doi.org/10.1016/j.suscom.2021.100512

