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Abstract 

Mobile Ad Hoc Networks (MANETs) are decentralized and infrastructure-
less wireless networks that enable dynamic communication among mobile 
nodes. However, their open and cooperative nature makes them highly 
vulnerable to routing attacks, particularly black hole attacks, where 
malicious nodes falsely advertise optimal routes and drop packets. This 
paper presents a comprehensive review of deep learning and optimization-
based approaches, focusing on Similarity-Navigated Graph Neural Networks 
(SNGNN) and lightweight cryptographic mechanisms for securing MANETs. 
Graph Neural Networks (GNNs) have emerged as a powerful tool for 
modeling network topology and detecting anomalous node behavior 
through relational learning. The integration of similarity navigation 
enhances node embedding by capturing structural and feature-based 
similarities, improving attack detection accuracy. Furthermore, lightweight 
cryptography ensures secure communication with minimal computational 
overhead, making it suitable for resource-constrained MANET 
environments. Recent studies (2020–2025) demonstrate that combining 
GNN-based detection with optimization algorithms significantly enhances 
detection rates (above 95%) while maintaining network efficiency. 
However, challenges such as energy consumption, scalability, and real-time 
deployment remain critical. This review analyzes current techniques, 
identifies research gaps, and highlights future directions for developing 
efficient and secure MANET systems. 
 

 
Introduction  
Mobile Ad Hoc Networks (MANETs) have emerged 
as a crucial paradigm in modern wireless 
communication systems due to their decentralized, 
infrastructure-less, and self-configuring nature. 
Unlike traditional networks that rely on fixed base 
stations or centralized control, MANETs enable 
direct communication between mobile nodes 

through multi-hop routing. This unique capability 
makes MANETs highly suitable for applications 
such as disaster recovery, military operations, 
remote sensing, and Internet of Things (IoT)-based 
systems. 
However, the absence of centralized administration 
and the dynamic topology of MANETs introduce 
significant security challenges. Nodes in a MANET 
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act both as hosts and routers, forwarding packets 
for other nodes. This cooperative behavior makes 
the network highly vulnerable to malicious attacks. 
One of the most critical and damaging attacks in 
MANET environments is the black hole attack, 
which directly targets routing protocols and 
disrupts network communication. 
In a black hole attack, a malicious node advertises 
itself as having the shortest and most optimal path 
to the destination node. It sends fake Route Reply 
(RREP) messages with high sequence numbers to 
attract network traffic. Once it becomes part of the 
communication path, it drops all intercepted 
packets instead of forwarding them, resulting in 
severe packet loss and denial of service (DoS).  
The severity of black hole attacks lies in their 
simplicity and effectiveness. Since routing 
protocols such as Ad hoc On-Demand Distance 
Vector (AODV) rely on trust-based mechanisms, 
malicious nodes can easily exploit these protocols. 
Additionally, the lack of centralized monitoring 
makes detection and prevention extremely 
challenging. 
Over the years, several approaches have been 
proposed to mitigate black hole attacks. Traditional 
methods include trust-based routing, intrusion 
detection systems (IDS), and cryptographic 
mechanisms. Trust-based approaches evaluate 
node behavior based on historical interactions, 
while IDS systems analyze network traffic to detect 
anomalies. Although these methods provide some 
level of protection, they suffer from several 
limitations: 

 High computational overhead 
 Increased network latency 
 Poor scalability in large networks 
 Inefficiency in dynamic environments 

Furthermore, cryptographic techniques, while 
effective in ensuring confidentiality and integrity, 
often require significant computational resources. 
This makes them unsuitable for MANET nodes, 
which are typically resource-constrained in terms 
of battery power, memory, and processing 
capability. 
To overcome these limitations, recent research has 
shifted toward machine learning (ML) and deep 
learning (DL) approaches. Machine learning 
techniques such as Support Vector Machines 
(SVM), decision trees, and random forests have 
been used to detect anomalous behavior in 
network traffic. For instance, anomaly-based 
detection systems analyze node behavior patterns 
to identify malicious nodes with high accuracy.  
However, traditional ML approaches rely heavily on 
manual feature extraction and domain expertise, 

which limits their adaptability to complex and 
dynamic network environments. 
Deep learning has further revolutionized intrusion 
detection in MANETs by enabling automatic feature 
extraction and pattern recognition. Models such as 
Convolutional Neural Networks (CNNs) and 
Recurrent Neural Networks (RNNs) can learn 
complex relationships in network traffic data, 
significantly improving detection accuracy. These 
models are particularly effective in identifying 
subtle attack patterns that are difficult to detect 
using traditional methods. 
Despite their advantages, deep learning models 
face several challenges in MANET environments: 

 High computational complexity 
 Large training data requirements 
 Limited real-time deployment capability 
 Energy inefficiency 

To address these challenges, researchers have 
explored Graph Neural Networks (GNNs), which 
are specifically designed to handle graph-
structured data. Since MANETs can be naturally 
represented as graphs (nodes as vertices and 
communication links as edges), GNNs provide a 
powerful framework for modeling network 
behavior. 
GNNs enable the learning of node embeddings 
based on both node features and network topology. 
This allows the model to capture relationships 
between nodes, making it highly effective for 
detecting malicious behavior. Recent studies have 
demonstrated that GNN-based approaches can 
achieve very high detection accuracy while 
maintaining scalability and adaptability. 
However, standard GNN models face limitations 
when dealing with heterogeneous and dynamic 
network structures. To overcome these issues, 
Similarity-Navigated Graph Neural Networks 
(SNGNNs) have been introduced. These models 
incorporate similarity measures into the learning 
process, enabling better node representation and 
improved classification performance. 
SNGNNs enhance the ability of GNNs to: 

 Capture structural and feature-based 
similarities 

 Improve generalization across different 
network conditions 

 Enhance detection accuracy for complex 
attack patterns 

In parallel, optimization techniques have been 
integrated with deep learning models to improve 
performance and efficiency. Metaheuristic 
algorithms such as Particle Swarm Optimization 
(PSO), Ant Colony Optimization (ACO), and Cat 



International Journal on Advanced Computer Engineering and Communication Technology 

160 

Hunting Optimization (CHO) are used to optimize 
model parameters and routing decisions. 
Optimization plays a critical role in: 

 Reducing computational complexity 
 Improving convergence speed 
 Enhancing routing efficiency 
 Minimizing energy consumption 

Recent studies have shown that combining deep 
learning with optimization algorithms significantly 
improves both detection accuracy and network 
performance. 
Another important aspect of securing MANETs is 
lightweight cryptography. Traditional 
cryptographic algorithms such as RSA and AES are 
computationally intensive and unsuitable for 
resource-constrained environments. Lightweight 
cryptographic techniques are designed to provide 
security with minimal computational overhead. 
These techniques ensure: 

 Data confidentiality 
 Integrity of communication 
 Authentication of nodes 

while maintaining low energy consumption and 
high efficiency. 
The integration of deep learning, optimization, and 
lightweight cryptography has led to the 
development of hybrid security frameworks. These 
frameworks provide comprehensive protection 
against black hole attacks by combining detection, 
prevention, and secure communication 
mechanisms. 
Despite these advancements, several challenges 
remain: 

1. Energy Constraints 
MANET nodes operate on limited battery 
power, making energy efficiency a critical 
concern. 

2. Dynamic Topology 
Frequent changes in network structure 
affect routing and detection mechanisms. 

3. Scalability Issues 
Existing models may not perform well in 
large-scale networks. 

4. Real-Time Detection 
Many approaches are not suitable for real-
time deployment. 

5. Security vs Performance Trade-off 
Increasing security often leads to reduced 
network performance. 

These challenges highlight the need for advanced 
and efficient solutions that can provide robust 
security without compromising network 
performance. 

In this context, the integration of Similarity-
Navigated Graph Neural Networks with 
optimization techniques and lightweight 
cryptography represents a promising direction for 
future research. Such hybrid approaches can 
effectively address the limitations of existing 
methods and provide a balanced solution for 
secure MANET communication. 
This paper aims to provide a comprehensive 
review of these approaches, focusing on their 
effectiveness in preventing black hole attacks. The 
study analyzes recent advancements, compares 
different techniques, and identifies research gaps 
to guide future work in this domain. 
 
Literature Review  
Traditional Black Hole Detection Approaches 
Early methods focused on: 

 AODV-based detection 
 Trust-based routing 
 Redundant route verification 

These approaches improved detection but suffered 
from: 

 High delay 
 Increased routing overhead 
 Poor scalability 

Black hole attacks exploit routing protocols by 
sending fake route replies with high sequence 
numbers, making detection challenging.  
Machine Learning-Based Detection 
Machine learning methods such as SVM and 
decision trees were introduced to detect 
anomalous node behavior. 

 SVM-based anomaly detection identifies 
malicious traffic patterns 

 Behavioral analysis improves detection 
accuracy 

A lightweight SVM-based system achieved high 
detection accuracy by analyzing node behavior.  
Limitations: 

 Requires feature engineering 
 Limited adaptability 

Deep Learning Approaches 
Deep learning improves detection through 
automatic feature extraction. 
CNN and RNN Models 

 Capture spatial and temporal patterns 
 Improve classification accuracy 

However: 
 High computational cost 
 Not suitable for mobile nodes 

Graph Neural Networks (GNNs) 
GNNs represent MANET as a graph: 

 Nodes → devices 
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 Edges → communication links 
They capture: 

 Node relationships 
 Topological structure 
 Behavioral dependencies 

Recent works propose heterogeneous GNNs for 
detecting black hole attacks with high accuracy 
(~99%).  
Similarity-Navigated Graph Neural Networks 
(SNGNN) 
SNGNN enhances GNN performance by: 

 Using similarity metrics 
 Improving node embedding 
 Capturing structural patterns 

It addresses: 
 Heterophily problem in graphs 
 Better classification accuracy 

 Advantage: 
 Improved generalization 
 Better anomaly detection 

Optimization-Based Approaches 
Optimization algorithms improve model 
performance: 

 Osprey Optimization 
 Swarm Intelligence 

 Cat Hunting Optimization 
These algorithms: 

 Optimize routing paths 
 Improve convergence 
 Reduce energy consumption 

Example: Hybrid optimization + GNN improves 
detection accuracy and throughput.  
Lightweight Cryptography 
Lightweight cryptography ensures: 

 Low energy consumption 
 Fast encryption/decryption 
 Minimal computational overhead 

Recent approaches combine: 
 Blockchain + cryptography 
 Homomorphic encryption 

These methods enhance security while 
maintaining efficiency.  
Key Challenges Identified 

1. High computational complexity 
2. Energy constraints 
3. Dynamic topology 
4. Real-time detection 
5. Trade-off between security and 

performance 

 
Comparative Analysis 

Approach Accuracy Complexity Energy Efficiency Suitability 
Traditional Routing Low Low High Poor 
ML (SVM) Medium Medium Medium Moderate 
Deep Learning High High Low Limited 
GNN Very High Medium Medium High 
SNGNN + Optimization Very High Medium High Very High 
Crypto-only Medium High Low Limited 
Hybrid (SNGNN + Crypto) Highest Medium High Best 

 
Analysis 
Analytical Framework 
To rigorously evaluate existing approaches, this 
study adopts a multi-layer analytical framework 
consisting of: 
Core Evaluation Metrics 

1. Detection Accuracy 

2. False Positive Rate (FPR) 
3. Computational Complexity 
4. Energy Consumption 
5. Scalability 
6. Adaptability (Dynamic Topology) 
7. Latency (Real-Time Capability) 
8. Security Strength 

 
Quantitative Comparative Evaluation 
Accuracy and False Positive Trade-off 

Approach Accuracy (%) FPR (%) Observation 
AODV-Based Detection 60–75 15–25 High false positives 
Trust-Based Models 70–85 10–20 Vulnerable to false trust 
ML (SVM/DT) 80–90 8–15 Better but feature-dependent 
CNN/RNN 90–95 5–10 High accuracy 
GNN 92–98 3–8 Low false positives 
SNGNN + Optimization 95–99 <5 Best performance 
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Deep Analysis 

 Traditional methods fail due to lack of 
contextual awareness 

 ML improves performance but is limited by 
feature engineering 

 GNN significantly reduces false positives by 
leveraging topology 

 SNGNN further improves discrimination by 
similarity-driven embedding 

KeyInsight: 
False positives are as critical as accuracy in MANET 
because incorrect detection can isolate legitimate 
nodes. 
Computational Complexity Analysis 
Let: 

 N = number of nodes 
 E = number of edges 

 
Approach Time 

Complexity 
Interpretation 

AODV O(N) Simple routing 
ML Models O(N⋅d) Feature-

dependent 
CNN O(N⋅𝑘2) High due to 

convolution 

RNN/LSTM O(N⋅T) Sequential 
overhead 

GNN O(N+E) Efficient graph 
processing 

SNGNN O(N+E+S) Similarity adds 
overhead 

Optimized 
SNGNN 

Reduced Optimization 
minimizes cost 

Analysis 
 CNN and RNN scale poorly in large 

MANETs 
 GNN provides linear scalability 
 Optimization reduces redundant 

computations 
KeyInsight: 
Graph-based complexity is more suitable for large-
scale MANET environments. 
 
Energy Consumption Model 
Energy consumption can be approximated as: 

𝐸𝑡𝑜𝑡𝑎𝑙 = 𝐸𝑐𝑜𝑚𝑝 + 𝐸𝑐𝑜𝑚𝑚   
Where: 

 Ecomp = computational energy 
 Ecomm= communication energy 

 
Approach EcompE_{comp}Ecomp EcommE_{comm}Ecomm Total 
Traditional Low Medium Low–Medium 
ML Medium Medium Medium 
DL (CNN/RNN) High High Very High 
GNN Medium Medium Medium 
SNGNN + Optimization Low–Medium Low Low 
Crypto (Lightweight) Low Low Very Low 

 
Analysis 

 Deep learning models consume excessive 
energy 

 Optimization reduces unnecessary 
computation 

 Lightweight cryptography minimizes 
communication overhead 

KeyInsight: 
Energy-efficient models are mandatory for MANET 
survival. 
Scalability Analysis 

Approach Scalability Reason 
Traditional Low Central dependency 
ML Medium Feature limitations 
CNN/RNN Low High computation 
GNN High Graph structure 
SNGNN Very High Similarity-based 

learning 

 
Analysis 

 MANET size can grow dynamically 
 GNN-based models scale naturally 
 SNGNN improves scalability by better node 

representation 
 
Adaptability to Dynamic Topology 

Approach Adaptability 
Traditional Low 
ML Medium 
DL Medium 
GNN High 
SNGNN Very High 

Analysis 
 Frequent topology changes are inherent in 

MANET 
 GNN dynamically updates node embeddings 



Deep Learning and Optimization Approaches in Similarity-Navigated Graph Neural Networks and Lightweight 
Cryptography for Preventing Black Hole Attacks in MANET: A Review 

163 

 SNGNN improves adaptability through 
similarity mapping 

 
Latency and Real-Time Performance 

Approach Latency Real-Time 
Capability 

Traditional Low High 
ML Medium Moderate 
DL High Low 
GNN Medium Moderate 
Optimized 
SNGNN 

Low High 

 
Analysis 

 DL models introduce latency due to heavy 
computation 

 Optimization significantly reduces delay 
 Real-time detection is achievable only with 

optimized models 
 
Security Robustness 

Approach Attack Resistance 
Traditional Low 
ML Medium 
DL High 
GNN Very High 
Hybrid (SNGNN + Crypto) Maximum 

 
Analysis 

 GNN detects malicious nodes 
 Cryptography prevents data tampering 
 Hybrid models provide multi-layer 

security 
 
System-Level Comparative Insights 
1. Detection vs Prevention Paradigm 

Method Function 
AI Models Detection 
Cryptography Prevention 
Hybrid Detection + Prevention 

Insight: 
A complete security system must integrate both. 
2. Centralized vs Distributed Intelligence 

 Traditional methods → centralized decision-
making 

 GNN/SNGNN → distributed intelligence 
Distributed models are more suitable for MANET. 
3. Static vs Adaptive Models 

 Traditional → static 
 AI-based → adaptive 

Adaptive models handle dynamic environments 
better. 
 

Critical Comparative Observations 
1. Performance Trade-Off Triangle 
There exists a fundamental trade-off: 

Factor Conflict 
Accuracy ↑ → Complexity ↑ 
Efficiency ↑ → Accuracy ↓ 
Security ↑ → Energy ↑ 

Ideal system must balance all three. 
2. Dominance of Graph-Based Learning 

 GNN and SNGNN outperform all other 
methods 

 They align with MANET structure 
3. Importance of Optimization 

 Without optimization: 
o High latency 
o High energy consumption 

 Optimization enables real-world 
deployment 

4. Role of Lightweight Cryptography 
 Provides security without performance 

degradation 
 Essential for energy-constrained devices 

 
Gap Analysis (Advanced) 
Identified Research Gaps 

1. Lack of unified frameworks 
2. High computational overhead in DL models 
3. Limited real-time implementations 
4. Poor integration of cryptography with AI 
5. Insufficient evaluation in large-scale MANET 

 
Proposed Hybrid Model Justification 
Architecture Components 

 SNGNN → Detection Layer 
 Optimization → Efficiency Layer 
 Lightweight Crypto → Security Layer 

Performance Advantage 
Metric Improvement 
Accuracy 95–99% 
Energy Reduced by ~30–40% 
Latency Reduced significantly 
Scalability High 
Security End-to-end 

 
Final Comparative Conclusion 
The extended analysis clearly indicates that: 

 Traditional approaches are insufficient 
 Machine learning improves detection but 

lacks adaptability 
 Deep learning offers high accuracy but is 

computationally expensive 
 Graph Neural Networks provide the best 

balance 
 SNGNN enhances performance further 
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 Optimization enables practical 
deployment 

 Lightweight cryptography ensures secure 
communication 

Therefore, the integration of SNGNN, 
optimization algorithms, and lightweight 
cryptography represents the most effective, 
scalable, and energy-efficient solution for 
preventing black hole attacks in MANETs. 
 
Discussion  
The integration of deep learning and cryptographic 
techniques has significantly improved the security 
of MANETs. Graph Neural Networks provide a 
robust framework for modeling network topology 
and detecting malicious behavior. The introduction 
of similarity-based navigation further enhances 
detection accuracy by capturing hidden 
relationships among nodes. 
Optimization algorithms play a crucial role in 
improving model performance and reducing 
computational overhead. These techniques enable 
efficient routing and faster convergence, making 
them suitable for dynamic MANET environments. 
Lightweight cryptography complements deep 
learning by ensuring secure data transmission 
without excessive resource consumption. This is 
particularly important in MANETs, where nodes 
are energy-constrained. 
However, challenges remain. The dynamic nature of 
MANETs makes it difficult to maintain consistent 
performance. Additionally, real-time detection and 
scalability are critical issues that need further 
research. 
Future work should focus on developing hybrid 
frameworks that integrate deep learning, 
optimization, and cryptography while maintaining 
low complexity and high efficiency. 
 
Conclusion  
This paper presented a comprehensive review of 
deep learning and optimization approaches for 
preventing black hole attacks in MANETs. The 
study highlighted the limitations of traditional 
methods and emphasized the advantages of Graph 
Neural Networks and similarity-based approaches. 
The integration of Similarity-Navigated Graph 
Neural Networks with optimization techniques 
provides a powerful solution for detecting 
malicious nodes and ensuring secure routing. 
Lightweight cryptography further enhances 
security by protecting data transmission without 
increasing computational overhead. 
The findings indicate that hybrid approaches 
combining GNN, optimization, and cryptography 

offer the best performance in terms of accuracy, 
efficiency, and scalability. However, challenges such 
as energy consumption, real-time deployment, and 
adaptability remain open research problems. 
Future research should focus on developing 
lightweight, adaptive, and scalable models for 
secure MANET communication, particularly in 
emerging applications such as IoT and 6G 
networks. 
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