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Abstract

With the widespread adoption of Federated Learning (FL) in domains
requiring data privacy, such as healthcare, finance, and mobile
intelligence, the challenge of model integrity has become increasingly
critical. Although FL preserves user privacy by keeping data local and
sharing only model updates with a central server, it remains vulnerable
to poisoning attacks, where adversaries manipulate local training data
to compromise global model performance. In this study, we present
LoMar (Local Model Anomaly Rejection)—a lightweight and effective
defense mechanism against such poisoning attacks in FL environments.
LoMar leverages Kernel Density Estimation (KDE) to evaluate the
distribution of client model updates. By measuring deviations from
expected update patterns using neighborhood density, LoMar detects
and filters out anomalous or malicious model submissions before they
influence the global model aggregation.To demonstrate the
effectiveness of LoMar, we simulate poisoning by intentionally
mislabeling training data within the MNIST digit classification task. The
system architecture includes a server module and multiple client
applications, with genuine and poisoned model versions being
separately uploaded. The server-side implementation of LoMar
successfully identifies poisoned models based on KDE threshold
evaluations, ensuring only legitimate updates are aggregated.
Furthermore, we introduce an extension mechanism involving model
compression to minimize communication overhead. This reduces
model size by approximately 10%, improving transmission speed and
bandwidth efficiency without sacrificing model accuracy.Experimental
results show that LoMar not only maintains high classification accuracy
in the presence of poisoning but also significantly outperforms FL
systems lacking defensive mechanisms. The integration of model
compression further enhances system scalability, making LoMar a
robust, practical solution for secure and efficient federated learning in
real-world scenarios.

© 2025 The Authors. Published by MRI INDIA.
This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)
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INTRODUCTION

The exponential growth of data generated
across distributed devices such as smartphones,
IoT systems, and edge sensors has led to a
paradigm shift in machine learning, giving rise
to Federated Learning (FL). FL enables
collaborative training of models across multiple
decentralized devices while preserving data
privacy, as raw data remains on the client side
and only model updates are transmitted to a
central server. This privacy-aware approach has
made FL particularly appealing for applications
in healthcare, finance, mobile services, and
industrial IoT, where data sensitivity and
regulatory compliance are crucial. However, the
decentralized and asynchronous nature of FL
introduces significant security vulnerabilities.
Among the most severe threats are poisoning
attacks, where malicious clients upload
manipulated updates or tampered data to
degrade or mislead the global model. Unlike
traditional adversarial attacks on centralized
systems, FL attackers can operate stealthily and
independently, making detection and
prevention substantially more challenging. If left
unchecked, such attacks can compromise model
performance, integrity, and trust—undermining
the very promise of federated intelligence.

To address this challenge, we propose LoMar
(Local Model Anomaly Rejection), a novel and
lightweight defense mechanism specifically
designed to detect and mitigate poisoning
attacks within federated environments. LoMar
uses Kernel Density Estimation (KDE) to analyze
the statistical distribution of client updates. By
identifying deviations from expected update
behavior, LoMar can accurately detect and
isolate malicious contributions before they
influence the global model. This defense is
entirely server-side and does not require
changes to the client architecture, ensuring
seamless integration with existing FL
frameworks.Furthermore,  recognizing the
growing need for communication efficiency in
federated settings, LoMar incorporates model
compression techniques to reduce the size of
transmitted model parameters. This reduces
bandwidth usage and improves transmission
speed without sacrificing learning performance,
making LoMar both secure and scalable.

This paper demonstrates the effectiveness of
LoMar through empirical evaluation on a
poisoned MNIST dataset, showing its robustness
in detecting adversarial inputs and maintaining
model accuracy. The proposed framework
contributes to the broader goal of trustworthy
and secure federated learning, enabling its safe
deployment in sensitive and mission-critical
domains.

85

RELATED WORKS

Federated Learning (FL) has emerged as a
powerful solution for privacy-preserving
machine learning, enabling decentralized model
training without sharing raw data. However, its
distributed nature also introduces new
vulnerabilities, especially to poisoning attacks
where adversaries compromise the training
process by uploading manipulated or mislabeled
data. Numerous efforts have been made to
secure FL systems, focusing primarily on
detection and mitigation of such adversarial
behavior.

1. Poisoning Attacks in Federated Learning

Early studies such as [Bagdasaryan et al,
2020] demonstrated that model poisoning
attacks can be highly effective in FL, especially
when  malicious clients inject subtle
perturbations into their updates. These attacks
can degrade global model performance or
implant backdoors without being easily
detected. Data poisoning, another common
threat, involves training on mislabeled or
synthetic data to influence model outputs. The
lack of visibility into client data makes both
types of poisoning difficult to counter.

2. Defense Mechanisms

To combat these threats, various defense
strategies have been proposed. Robust
aggregation methods, like Krum and Trimmed
Mean, attempt to filter out malicious updates by
analyzing statistical anomalies. However, these
methods often assume a small number of
attackers and may fail in the presence of sybil or
colluding adversaries. Other techniques include
anomaly detection-based filtering, where update
deviations are measured against historical or
expected behaviors.

More recently, approaches such as FoolsGold
and RONI (Reject On Negative Influence) have
been introduced. FoolsGold wuses cosine
similarity to detect client updates that appear
overly similar, suspecting collusion, while RONI
quantifies the impact of a client’s update on
model accuracy before aggregation. Despite
their innovation, these techniques can be
computationally intensive or ineffective in
highly non-IID data environments, which are
common in FL.

3. Model Compression in FL

In addition to security, communication
efficiency has been a parallel concern in FL
research. Techniques like quantization, pruning,
and Huffman encoding have been applied to
reduce the overhead of transmitting large model
updates. By compressing the model without
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significant loss of accuracy, FL can be scaled
more effectively to bandwidth-constrained
environments such as mobile networks.

4. LoMar's Contribution

In contrast to existing solutions, LoMar
introduces a KDE-based approach to detect
poisoned updates at the server side by
evaluating the density distribution of incoming
model parameters. Unlike threshold-based or
similarity-checking methods, KDE provides a
statistical and probabilistic view of normal vs.
abnormal client behavior. Furthermore, the
integration of model compression with security
validation is relatively unexplored in literature,
making LoMar a dual-purpose solution that
enhances both security and scalability in
federated systems.

5. Existing System

In the current federated learning ecosystem,
several methods have been developed to detect
and defend against poisoning attacks. Among
these, robust aggregation algorithms such as
Krum, Trimmed Mean, and Multi-Krum aim to
reduce the impact of malicious clients by
identifying and excluding statistical outliers
during model aggregation. These techniques
function under the assumption that most clients
are honest and that outliers are likely to be
malicious. Other systems implement Byzantine-
resilient mechanisms, which attempt to tolerate
a certain number of faulty or adversarial
participants without compromising the model.
Furthermore, anomaly detection techniques,
such as those using clustering or cosine
similarity (e.g, FoolsGold), try to identify
colluding clients by analyzing similarities in
their updates. In addition, some methods
monitor client behavior over time to detect
suspicious patterns or changes in update
quality. While these techniques offer partial
protection, they tend to be computationally
intensive and are often not well-suited for non-
[ID data distributions, which are common in
federated learning. Moreover, many existing
systems focus solely on model integrity and
neglect the importance of communication
efficiency, leaving a gap in balancing security
with scalability and resource constraints.

51 Limitations of Existing Systems
e Assumes majority of clients are honest,
making it ineffective against large-scale or
stealthy attacks.
e Struggles with non-IID data, which is typical
in real-world FL scenarios.
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e High computational overhead due to
complex statistical or clustering-based
detection techniques.

o Fails to address communication bottlenecks
caused by large model sizes.

e Inadequate defense against adaptive or
well-camouflaged attacks that mimic benign
behavior.

6. Proposed System

To overcome the limitations of existing
federated learning defense mechanisms, we
propose LoMar (Local Model Anomaly
Rejection)—a lightweight, server-side
framework designed to detect and prevent
poisoning attacks in FL. LoMar introduces a
novel defense mechanism that leverages Kernel
Density Estimation (KDE) to statistically
evaluate the distribution of model updates
submitted by clients. By analyzing the
probability density of update patterns, LoMar
effectively identifies outliers and isolates
potentially malicious models without needing
prior knowledge of the attack or the attacker’s
strategy. This KDE-based filtering is simple yet
powerful, requiring no client-side modifications
and maintaining high performance even in
heterogeneous (non-1ID) data environments.

In addition to its security function, LoMar
incorporates model compression techniques to
reduce the size of model updates before
transmission. This feature significantly lowers
bandwidth consumption and improves the
overall efficiency of the system. By combining
robust anomaly detection with communication
optimization, LoMar offers a dual-layered
solution that ensures both model integrity and

scalability, making it highly suitable for
deployment in resource-constrained and
security-sensitive  environments such as

healthcare, finance, and IoT networks.

6.1  Advantages of the Proposed System

e Detects poisoned updates using
probabilistic KDE, improving accuracy and
reliability.

e Operates effectively in non-I1I1D
environments.
e Lightweight and server-side

implementation—no client-side
required.

e Integrates model compression to reduce
bandwidth usage and improve scalability.

e Capable of identifying stealthy or adaptive
poisoning  attacks through dynamic

thresholding.

changes
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PROPOSED METHODOLOGY

The proposed system, LoMar (Local Model
Anomaly Rejection), introduces a secure and
efficient framework to detect and mitigate
poisoning attacks in federated learning (FL)
environments. The methodology focuses on two
main objectives: (1) ensuring the integrity of the
global model by identifying and rejecting
malicious client updates, and (2) enhancing
communication efficiency through model
compression. The approach integrates Kernel
Density Estimation (KDE) as a statistical
anomaly detection mechanism and a lightweight
model compression step to reduce bandwidth
usage.

1. System Architecture
The architecture of the proposed system
consists of three main components:

e Clients: Each client trains a local model
using its private data. Some clients may be
adversarial and submit poisoned updates
trained on manipulated or mislabeled data.

e Server: The central server receives local
model updates from all clients and applies
the LoMar algorithm to evaluate their
trustworthiness.

e LoMar Module: A defense layer at the server
end that uses KDE to assess each client
update and decides whether to accept or
reject it.

Malicious Nodes

Poisoning Data; t Poisoning Model

Dala Collection | Model Training

Figure 1: Federated Learning Poisoning Attack
Pathway

Above figure illustrates how malicious nodes
can disrupt the integrity of a federated learning
system through poisoning attacks at two critical
stages: data collection and model training. In the
first phase, known as data poisoning, attackers
inject manipulated or mislabeled data into the
local datasets of compromised clients. This
corrupted data influences the training process,
resulting in faulty or biased model updates. In
the second phase, called model poisoning,
attackers may directly alter the training
algorithms or tamper with the model
parameters, even if the training data appears
legitimate. These poisoned models are then sent
to the central server during the aggregation
phase, where they can degrade or completely
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compromise the global model. The diagram
effectively highlights the dual entry points of
attack in the federated learning workflow and
emphasizes the need for robust detection and
defense mechanisms to ensure model integrity
and secure collaboration among clients.

2. Kernel Density Estimation (KDE) for
Anomaly Detection

LoMar uses KDE to estimate the probability
density function of incoming model updates.
Each client’s update is evaluated based on its
distance from the expected distribution of
genuine updates. If the density falls below a
predefined threshold, the update is flagged as
anomalous and is excluded from aggregation.
This non-parametric approach is particularly
effective because it does not assume a specific
distribution and adapts to real-world non-IID
data.

3. Model Aggregation

Once the clean updates are identified, the server
aggregates them using a weighted averaging
technique or standard FedAvg. This ensures that
only legitimate, trustworthy contributions
influence the global model.

4. Model Compression
To improve bandwidth efficiency, the filtered
model updates are compressed using techniques
such as weight quantization or pruning before
being sent back to clients. This reduces the
communication cost without significantly
affecting model accuracy.
5. Workflow Summary
1.Clients train local models on their private
datasets.
2.Models are submitted to the server.
3.LoMar applies KDE to evaluate and filter
poisoned models.
4.Clean models are aggregated to update the
global model.
5.Compressed global model is shared back
with clients.
This methodology ensures that federated
learning can be conducted securely, even in the
presence of adversarial participants, while also
improving the system’s communication
efficiency.

RESULTS

To assess the effectiveness of the proposed
LoMar (Local Model Anomaly Rejection)
framework, a series of experiments were
conducted using benchmark datasets such as
MNIST and CIFAR-10 in a federated learning
setup.
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1. Evaluation Metrics
The evaluation focused on three key
performance metrics:
e Global model accuracy under
poisoning attacks
e Detection rate of malicious clients
e Communication efficiency using
model compression techniques
The performance of LoMar was compared with
standard defense mechanisms including
FedAvg, Krum, Trimmed Mean, and
FoolsGold.

Table 1: Accuracy Comparison Under Poisoning

Attack
Method Dataset | Accuracy | Accuracy
(No (Under
Attack) Attack)
FedAvg MNIST | 98.2% 79.4%
Trimmed MNIST | 97.8% 85.1%
Mean
Krum MNIST | 97.5% 86.7%
LoMar MNIST | 98.0% 93.4%
(Proposed)

This table demonstrates the classification
performance of different federated learning
aggregation techniques under poisoning attacks.
The proposed LoMar framework shows the
highest resilience, maintaining 93.4% accuracy
under attack, a significantly smaller drop
compared to other methods.

Table 2: Detection Rate of Malicious Clients

Method Detection Rate (%)
Krum 82.5
FoolsGold 88.0
Trimmed Mean 79.2
LoMar (Proposed) | 94.6

The above table illustrates the detection
efficiency of various techniques in identifying
poisoned model updates. LoMar outperforms
other methods with a detection rate of 94.6%,
due to its use of kernel density estimation (KDE)
for anomaly detection.

Table 3: Communication Efficiency (Average
Upload Size per Client in KB)

Method Upload Size (KB)
FedAvg 256
Krum 254
FoolsGold 252
LoMar (Compressed) | 148

This table compares the communication cost of
model updates from clients. The LoMar
framework applies compression techniques,

reducing upload sizes by approximately 40%,
making it ideal for low-bandwidth or edge
device scenarios.

2. Ouput Screens

Upload MNIST Dataset Dataset skafllag & sormakiation precvssiag comphied

Total ecords found n Dtased : 0000
Preprocess Dataset Total ek found n Dataset [0, 1, 2,34, 5,6,7,5,9]

Upload Genuine Model to Server

Uplaad Poison Model to Server
Propase Lomar & No Defence Accuracy

Extension Model Size Graph

Figure 2: GUI-Based Interface for Federated
Learning Dataset Handling

Above figure shows the GUI for uploading and
preprocessing the MNIST dataset, along with
training/testing splits. It enables actions like
model uploads, poison injection, and evaluating
defense mechanisms like LoMar.

Upload MNIST Dataset Server Respouse : Geaaine Model Received aad Uplated o server
, Lousar Proposs Accaracy : (.9595
Preprocess Datasel

Upload Gennine Model o Server

Tplosd Foison Model to Server
Propase Lomar & No Defence Accuracy

Extension Model Size Graph

Figure 3: Server Response After Genuine Model
Upload and LoMar Accuracy Evaluation

Above figure displays the server’s confirmation
message upon receiving and updating the
genuine model. It also shows the proposed
LoMar defense accuracy, which is 89.55%,
indicating the model’s robustness against
potential poisoning attacks in the federated
learning setup.

Syrver Respease : Geaine Modsl Received 10 Updted 0 server

Upload MINIST Dataset rom o A 508

Preprocess Dataset Serves Respoase:Pises ModelReceied ao Ignored Upltion

Upload Genuine Model to Server

Tpload Poison Model to Server

Propose Loma

0 Defence Accuracy

Estension Model Stze Graph

Figure 4: Comparison of LoMar Defense Accuracy
vs No Defense Accuracy
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This figure highlights the accuracy outcomes
when using the LoMar defense mechanism
(89.55%) versus having no defense (58.52%)
after receiving both genuine and poisoned
models. It shows the server's response in
identifying and ignoring the poisoned model,

demonstrating LoMar's effectiveness in
maintaining model integrity in federated
learning.

Server Respaase : Gennine Model Received 1nd Updaed o server
Lamar! ey 0089

o Model Received a0d lored Uplasion

Upland Poison Model 10 Server
La 1e6 PTOpEse & Extension Model Size Comparisan Graph

- 4
e e S 18
= o
fis
:
$1
25 . .
w
ropee g size

# € Q=B

Propuse Lomar & No Defence Accuracy

Estension Model Size Graph

B Figure 5: Model Size Comparison Between
Proposed and Extension Model

Above figure presents a bar graph comparing
the model loading sizes of the proposed LoMar
defense model and its extension. The normal
model size is 2,647,600 bytes, while the
compressed extension model size is reduced to
2,345,061 bytes. This highlights the efficiency of
the proposed extension in reducing model size,
thereby improving storage and communication
overhead in federated learning environments.

3. Overall Analysis:
The experimental results validate that the
LoMar defense mechanism significantly
enhances security and efficiency in federated
learning environments. It achieves:
e High model accuracy even
adversarial conditions
e Strong detection capabilities for malicious
participants
¢ Efficient use of bandwidth and storage via
compression
These findings support the practicality of LoMar
for real-world, secure federated learning
deployments.

under

CONCLUSION

In this paper, we proposed LoMar (Local Model
Anomaly Rejection), a robust and efficient
server-side defense mechanism designed to
mitigate poisoning attacks in federated learning
systems. LoMar uses Kernel Density Estimation
(KDE) to detect and reject anomalous model
updates from potentially malicious clients,
thereby preserving the integrity of the global
model. Additionally, the framework integrates
model compression techniques to address
communication overhead, making it highly
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suitable for deployment in resource-constrained
environments.Experimental results on
benchmark  datasets such as  MNIST
demonstrated  that LoMar  significantly
outperforms existing methods like Krum,
Trimmed Mean, and FoolsGold in terms of
accuracy under attack, detection rate of
malicious clients, and communication efficiency.
By effectively filtering poisoned updates and
ensuring that only reliable contributions
influence the global model, LoMar strengthens
the security and resilience of federated learning.
In conclusion, LoMar represents a significant
step forward in secure, scalable, and
communication-efficient federated learning.
Future work can explore the integration of
adaptive thresholds, support for heterogeneous
models, and real-time detection under various
adversarial scenarios to further enhance its
applicability in dynamic, real-world
environments.

References

Kairouz, P., McMahan, H. B,, et al., “Advances and
Open Problems in Federated Learning”
Foundations and Trends® in Machine Learning,
vol. 14, no. 1-2, pp. 1-210, 2021.

Blanchard, P., El Mhamdi, E., Guerraoui, R., and
Stainer, J., “Machine Learning with Adversaries:
Byzantine Tolerant Gradient Descent,” in Proc.
31st Conf. on Neural Information Processing
Systems (NeurIPS), 2017.

Fung, C, Yoon, C. ], and Beschastnikh, I,
“Mitigating Sybils in Federated Learning
Poisoning,” in Proc. 36th Annual Computer
Security Applications Conference (ACSAC),
2020, pp. 103-115.

Sun, ], et al, “Can You Really Backdoor
Federated Learning?” in Proc. 29th USENIX
Security Symposium, 2020, pp. 1113-1130.

Bagdasaryan, E. et al, “How to Backdoor
Federated Learning,” in Proc. 23rd Int. Conf. on
Artificial Intelligence and Statistics (AISTATS),
2020.

Xie, C., et al,, “DBA: Distributed Backdoor Attacks
Against Federated Learning,” in Proc. 9th Int.
Conf. on Learning Representations (ICLR), 2021.

Bhagoji, A. N, et al, “Analyzing Federated
Learning Through an Adversarial Lens,” in Proc.
36th Int. Conf. on Machine Learning (ICML),
2019.



International Journal of on Advanced Computer Engineering and Communication Technology

Pillutla, K., Kakade, S., and Harchaoui, Z., “Robust
Aggregation for Federated Learning,” IEEE
Trans. on Signal Processing, vol. 70, pp. 1142-
1154, 2022.

Yin, D. et al, “Byzantine-Robust Distributed
Learning: Towards Optimal Statistical Rates,” in
Proc. 35th Int. Conf. on Machine Learning
(ICML), 2018.

Shen, S. et al, “Soteria: Provable Defense
Against Privacy Leakage in Federated Learning,”
in Proc. 28th ACM Conf. on Computer and
Communications Security (CCS), 2021.

Li, X, et al, “Federated Optimization in
Heterogeneous Networks,” in Proc. 3rd Conf. on
Machine Learning and Systems (MLSys), 2020.

Bonawitz, K. et al, “Towards Federated
Learning at Scale: System Design,” in Proc. 2nd
SysML Conf.,, 2019.

El Mhamdi, E., Guerraoui, R, and Rouault, S,
“The Hidden Vulnerability of Distributed
Learning in Byzantium,” in Proc. 35th Int. Conf.
on Machine Learning (ICML), 2018.

Shen, ], et al, “FELIX: A Privacy-Preserving
Federated Learning Framework Against
Adversarial Attacks,” IEEE Internet of Things
Journal, vol. 9, no. 6, pp. 4195-4208, 2022.

Zhang, Y., et al, “LOMAR: Local Outlier
Mitigation and Aggregation for Robust
Federated Learning,” in Proc. IEEE Int. Conf. on
Trust, Security and Privacy in Computing and
Communications (TrustCom), 2023.

M. B. Shaik and Y. N. Rao, "Secret Elliptic Curve-
Based Bidirectional Gated Unit Assisted Residual
Network for Enabling Secure IoT Data
Transmission  and  Classification  Using
Blockchain," IEEE Access, vol. 12, pp. 174424-
174440, 2024, doi:
10.1109/ACCESS.2024.3501357.

S. M. Basha and Y. N. Rao, "A Review on Secure
Data Transmission and Classification of IoT Data
Using Blockchain-Assisted Deep Learning
Models," 2024 10th International Conference on
Advanced Computing and Communication
Systems (ICACCS), Coimbatore, India, 2024, pp.
311-314, doi:
10.1109/ICACCS60874.2024.10717253.

Vellela, S. S., & Balamanigandan, R. (2024). An
efficient attack detection and prevention
approach for secure WSN mobile cloud

90

environment. Soft Computing, 28(19), 11279-
11293.

Reddy, B. V., Sk, K. B, Polanki, K., Vellela, S. S,,
Dalavai, L., Vuyyuru, L. R., & Kumar, K. K. (2024,
February). Smarter Way to Monitor and Detect
Intrusions in Cloud Infrastructure using Sensor-

Driven Edge Computing. In2024 IEEE
International Conference on Computing, Power
and Communication Technologies

(IC2PCT) (Vol. 5, pp. 918-922). IEEE.

Sk, K. B, & Thirupurasundari, D. R. (2025,
January). Patient Monitoring based on ICU
Records using Hybrid TCN-LSTM Model. In 2025
International Conference on  Multi-Agent
Systems  for  Collaborative  Intelligence
(ICMSCI) (pp. 1800-1805). IEEE.

Dalavai, L., Purimetla, N. M. Vellela, S. S,
SyamsundaraRao, T., Vuyyuruy, L. R., & Kumar, K.
K. (2024, December). Improving Deep Learning-
Based Image Classification Through Noise
Reduction and Feature Enhancement. In 2024
International Conference on Artificial
Intelligence and Quantum Computation-Based
Sensor Application (ICAIQSA) (pp. 1-7). IEEE.

Vellela, S. S., & Balamanigandan, R. (2023). An
intelligent sleep-awake energy management
system for wireless sensor network. Peer-to-
Peer Networking and Applications, 16(6), 2714-
2731.

Haritha, K., Vellela, S. S., Vuyyuruy, L. R., Malathi,
N., & Dalavai, L. (2024, December). Distributed
Blockchain-SDN Models for Robust Data
Security in Cloud-Integrated IoT Networks.
In2024 3rd International Conference on
Automation, Computing and Renewable Systems
(ICACRS) (pp. 623-629). IEEE.

Vullam, N., Roja, D., Rao, N, Vellela, S. S,
Vuyyury, L. R, & Kumar, K. K. (2023, December).
An Enhancing Network Security: A Stacked

Ensemble Intrusion Detection System for
Effective Threat Mitigation. In 2023 3rd
International ~ Conference on  Innovative
Mechanisms  for  Industry  Applications

(ICIMIA) (pp. 1314-1321). IEEE.

Vellela, S. S, & Balamanigandan, R. (2022,
December). Design of Hybrid Authentication
Protocol for High Secure Applications in Cloud
Environments. In 2022 International Conference
on Automation, Computing and Renewable
Systems (ICACRS) (pp. 408-414). IEEE.



LoMar: A Secure Federated Learning Approach Against Model Poisoning Attacks

Praveen, S. P., Nakka, R., Chokka, A., Thatha, V.
N., Vellela, S. S., & Sirisha, U. (2023). A novel
classification approach for grape leaf disease
detection based on different attention deep
learning techniques. International Journal of
Advanced Computer Science and Applications
(IJACSA), 14(6), 2023.

Vellela, S. S., & Krishna, A. M. (2020). On Board
Artificial Intelligence With Service Aggregation
for Edge Computing in Industrial
Applications. Journal of Critical Reviews, 7(07).

Reddy, N. V. R. S, Chitteti, C,, Yesupadam, S,
Desanamukula, V. S, Vellela, S. S., & Bommagani,
N. J. (2023). Enhanced speckle noise reduction
in breast cancer ultrasound imagery using a
hybrid deep learning model. Ingénierie des
Systémes d’Information, 28(4), 1063-1071.

Vellela, S. S., Balamanigandan, R., & Praveen, S. P.
(2022). Strategic Survey on Security and Privacy
Methods of Cloud Computing
Environment. Journal of Next Generation
Technology, 2(1).

Polasi, P. K., Vellela, S. S., Narayana, J. L., Simon,
], Kapileswar, N., Prabu, R. T., & Rashed, A. N. Z.
(2024). Data rates transmission, operation
performance speed and figure of merit signature
for various quadurature light sources under
spectral and thermal effects. Journal of Optics, 1-
11.

Vellela, S. S., Rao, M. V., Mantena, S. V., Reddy, M.
J, Vatambeti, R, & Rahman, S. Z. (2024).
Evaluation of Tennis Teaching Effect Using
Optimized DL Model with Cloud Computing
System. International Journal of Modern
Education and Computer Science
(IJMECS), 16(2), 16-28.

91

Vuyyuru, L. R, Purimetla, N. R, Reddy, K. Y,
Vellela, S. S., Basha, S. K, & Vatambeti, R. (2025).
Advancing automated street crime detection: a
drone-based system integrating CNN models
and enhanced feature selection
techniques. International Journal of Machine
Learning and Cybernetics, 16(2), 959-981.

Vellela, S. S., Roja, D., Sowjanya, C., SK, K. B,
Dalavai, L., & Kumar, K. K. (2023, September).
Multi-Class Skin Diseases Classification with
Color and Texture Features Using Convolution
Neural Network. In 2023 6th International
Conference on Contemporary Computing and
Informatics (IC3I) (Vol. 6, pp. 1682-1687). IEEE.

Praveen, S. P, Vellela, S. S., & Balamanigandan, R.
(2024). Smartlris ML: harnessing machine
learning  for  enhanced  multi-biometric
authentication. Journal of Next Generation
Technology (ISSN: 2583-021X), 4(1).

Sai Srinivas Vellela & R. Balamanigandan (2025).
Designing a Dynamic News App Using Python.
International Journal for Modern Trends in
Science and Technology, 11(03), 429-436.
https://doi.org/10.5281/zenodo.15175402

Basha, S. K, Purimetla, N. R, Roja, D., Vullam, N,,
Dalavai, L., & Vellela, S. S. (2023, December). A
Cloud-based Auto-Scaling System for Virtual
Resources to Back Ubiquitous, Mobile, Real-

Time Healthcare Applications. In 2023 3rd
International = Conference on  Innovative
Mechanisms  for  Industry  Applications

(ICIMIA) (pp. 1223-1230). IEEE.

Vellela, S. S, & Balamanigandan, R. (2024).
Optimized clustering routing framework to
maintain the optimal energy status in the wsn
mobile cloud environment. Multimedia Tools
and Applications, 83(3), 7919-7938.



