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Abstract 

In the rapidly evolving digital landscape, individuals and organizations 
face an increasing range of identity-based and cognitive cyber threats 
such as credential leaks, impersonation, and social media exploitation. 
Traditional cybersecurity solutions primarily focus on enterprise 
network defence, leaving a critical gap in personalized, intelligent 
protection mechanisms. This paper presents CogniLock, a SaaS-based 
cybersecurity framework that bridges cognitive threat intelligence 
with an AI-driven sentinel defines system. CogniLock operates through 
two primary phases: a Threat Intelligence Dashboard and a Digital 
Firewall. The dashboard aggregates and visualizes real-time malicious 
Indicators of Compromise (IOC) include  IP addresses, URLs, domain 
names, and file hashes from reliable sources such as Alien Vault OTX, 
Abuse IPDB, and URL Haus. The Digital Firewall, on the other hand, 
offers proactive personal security modules such as email breach 
detection, password strength and exposure assessment, LinkedIn 
impersonation monitoring through cognitive similarity matching, and 
integrated reporting tools for social media abuse via official cyber 
complaint portals. By combining cognitive analytics with automated AI 
defences, CogniLock improves situational awareness and enables users 
to identify, address, and react to identity-threats cyber threats 
efficiently. The proposed framework contributes toward establishing 
an intelligent, adaptive, and user-centric model for modern digital 
protection. 
 

 
Introduction 
The exponential growth of digitalization has led 
to a corresponding rise in cyber threats that 
target both organizations and individuals. As the 
modern world increasingly relies on online 
identities, cloud-based services, and social 
platforms, adversaries have shifted their focus 
from traditional network exploitation to more 
sophisticated identity-centric attacks. These 
threats, including credential breaches, 
impersonation, phishing, and social media 

exploitation, pose significant risks to personal 
privacy and organizational integrity. 
Conventional cybersecurity solutions primarily 
focus on enterprise infrastructure and perimeter 
defines, leaving individual users vulnerable to 
targeted digital identity misuse. 
To address this emerging challenge, there is a 
pressing need for intelligent and adaptive 
security systems that not only detect malicious 
activities but also understand their cognitive and 
behavioural context. CogniLock has been 
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conceptualized and developed as a 
comprehensive cybersecurity framework that 
bridges cognitive threat insights with AI-driven 
sentinel defence. It introduces a dual-layered 
approach comprising a Threat Intelligence 
Dashboard and a Digital Firewall. 
The Threat Intelligence Dashboard collects, 
aggregates, and visualizes malicious Indicators of 
Compromise (IOC) like IP addresses, domain 
names, URLs, and file hashes from reliable 
sources including AlienVault, AbuseIPDB, and 
URLHaus. This module enables analysts and 
users to gain real-time situational awareness of 
the evolving threat landscape. 
The Digital Firewall, in contrast, focuses on 
personal cybersecurity. It integrates multiple 
protective modules—such as email breach 
detection, password strength analysis, and 
LinkedIn impersonation monitoring—to 
safeguard users from credential theft and 
identity fraud. Additionally, the platform 
provides an integrated reporting interface that 
connects users with official cyber complaint 
portals like the CEIR and Sanchar Sathi, 
streamlining the process of reporting and 
mitigating digital abuse incidents. 
By combining artificial intelligence, machine 
learning, and cognitive analytics, CogniLock aims 
to provide proactive, context-aware defense 
mechanisms that empower users to detect and 
eliminate dangers prior to inflicting damage. The 
system’s user-centric design bridges the gap 
between enterprise-grade threat intelligence and 
individual digital safety, marking a step toward 
the realization of an intelligent, autonomous, and 
adaptive cybersecurity ecosystem. 
 
Objectives 
The main aim of this research is to create 
and implement a smart cybersecurity structure 
that merges cognitive threat understanding with 
AI-powered protection systems to protect 
individuals from identity-related and digital 
threats. The specific objectives of the CogniLock 
system are as follows: 

 To develop a centralized Threat 
Intelligence Dashboard that aggregates 
and visualizes real-time malicious 
Indicators of Compromise (IOC) like IP 
addresses, domain names, URLs, and file 
hashes from trusted cybersecurity data 
sources including Alien Vault OTX, Abuse 
IPDB, and URL Haus. 

 To implement a Digital Firewall that 
provides user-oriented security services 
focused on identity and data protection. 

 To design an Email Breach Detection 
module that verifies whether a user’s 
email address has been exposed in any 

known data breach and provides 
appropriate security recommendations. 

 To build a Password Strength and Breach 
Analysis system capable of evaluating 
password robustness, detecting 
previously compromised credentials, and 
suggesting strong alternatives for 
enhanced account protection. 

 To create a LinkedIn Vault feature that 
identifies potential impersonation 
attempts by comparing user-submitted 
profile information with publicly available 
data, ensuring protection against 
fraudulent social media accounts. 

 To integrate a Secure Reporting 
Mechanism that enables users to file 
official complaints regarding social media 
misuse or identity theft through verified 
portals such as CEIR, Sanchar Sathi, and 
other government-linked cybercrime 
platforms. 

 To utilize Artificial Intelligence and 
Machine Learning techniques for cognitive 
analysis, pattern recognition, and 
automated threat detection thus 
improving the system's flexibility and 
accuracy. 

 To encourage  user awareness and 
proactive defence by providing 
personalized security insights, 
encouraging safer digital practices, and 
bridging the gap between enterprise-
grade cybersecurity and individual digital 
safety. 

 
Literature Review 
The idea of CTI and the dissemination of 
Indicators of Compromise (IOC) has become 
increasingly prominent in recent years. Studies 
highlight that while structured threat intelligence 
enhances situational awareness, it also faces 
challenges such as data redundancy, false 
positives, and lack of automation [1]. These 
challenges emphasize the importance of efficient 
aggregation and normalization mechanisms, 
forming the foundation for CogniLock’s Threat 
Intelligence Dashboard. 
Improving IOC quality and contextual relevance 
has become a central research focus. Several 
works have proposed enrichment and scoring 
techniques to assess the reliability and source 
credibility of threat indicators, reducing false 
positives and improving actionable insights [2]. 
Such quality enhancement directly supports 
CogniLock’s design approach, which relies on 
contextual enrichment of IOCs gathered from 
multiple intelligence sources like AlienVault and 
AbuseIPDB. 
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The limitations of static indicators have led to 
proposals for machine learning–based cognitive 
threat detection, where model outputs and 
learned patterns are treated as higher-level 
indicators of compromise [3]. This approach 
inspired CogniLock’s use of ML-driven contextual 
analysis to supplement conventional IOC-based 
threat visualization. 
Credential compromise remains a major 
cybersecurity concern, leading to the 
development of privacy-preserving breach 
detection protocols [4]. These protocols allow 
users to verify if their credentials have been 
leaked without exposing sensitive information. 
CogniLock implements a similar principle for its 
email breach detection feature, ensuring privacy 
and user trust. 
The practical use of k-anonymity-based 
password verification models, such as those used 
by HaveIBeenPwned, has proven to be an 
efficient method to check for password breaches 
while maintaining anonymity [5]. However, 
studies also note potential attack surfaces and 
privacy trade-offs when implementing 
deterministic query models [6]. CogniLock 
mitigates such limitations by combining breach 
detection with strong password 
recommendations and client-side strength 
analysis. 
Machine learning techniques have also been 
applied to account takeover (ATO) and identity 
fraud detection, showing significant promise in 
detecting anomalies in login patterns, IP 
reputations, and behavioural features [7]. These 
insights form the foundation for CogniLock’s AI 
Sentinel Defence, which proactively identifies 
potential account misuse or impersonation 
attempts. 
Recent research on fake social media account 
detection has proposed ensemble and deep 
learning models that analyze user metadata, 
posting patterns, and image similarity to detect 
fraudulent profiles [8]. Similarly, studies on 
profile cloning and impersonation have explored 
NLP-based semantic similarity and hybrid 
matching algorithms for identifying cloned 
professional profiles, particularly on platforms 
like LinkedIn [9], [10]. CogniLock’s LinkedIn 
Vault module draws inspiration from these 
works, employing machine learning to detect 
public profile similarities that may indicate 
impersonation. 
Overall, existing research establishes the 
technical foundation for CogniLock’s twofold 
architecture. By integrating threat intelligence 
aggregation with AI-based digital identity 
protection, CogniLock bridges enterprise-grade 
cybersecurity principles with user-centric 
cognitive defence mechanisms—providing a 

proactive, automated shield against modern 
cyber threats. 
 
Methodology 
The methodology of CogniLock is designed to 
integrate real-time threat intelligence 
aggregation with a user-centric AI-driven digital 
firewall. The system architecture follows a 
modular approach, allowing secure, scalable, and 
adaptive threat detection and identity protection. 
The methodology can be divided into two 
primary phases: the Threat Intelligence 
Dashboard and the Digital Firewall, each 
comprising several submodules. 
Phase 1: Threat Intelligence Aggregator 
(Dashboard) 
Data Collection: 
CogniLock collects Indicators of Compromise 
(IOC) from multiple reputable threat intelligence 
sources including Alien Vault OTX, Abuse IPDB, 
URL Haus, and other open-source feeds. These 
sources provide real-time IP addresses, domains, 
URLs, and file hashes associated with malicious 
activities. 
Data Normalization and Enrichment:  
Collected raw IOCs are pre-processed using a 
normalization pipeline. Redundant or duplicate 
entries are removed, and each IOC is enriched 
with metadata such as: 

 Geolocation and Autonomous System 
Number (ASN) of IPs. 

 Threat classification tags (malware family, 
botnet, phishing). 

 Source reliability score and first-seen 
timestamp. 

Storage and Indexing: 
Normalized IOCs are stored in a MongoDB 
database with indexing for efficient search, 
filtering, and correlation. The system supports 
real-time querying and batch updates, enabling 
analysts and users to retrieve threat information 
quickly. 
Visualization and Alerting : 
A React + MUI frontend provides a dynamic 
dashboard for visualizing threat data. Features 
include: 

 IOC filtering by type, source, or risk score. 
 Timeline and geographic visualization of 

threats. 
 Watch list-based alerts: users can register 

their IPs, domains, or assets to receive 
notifications of suspicious activity. 

 
Phase 2: Digital Firewall 
The Digital Firewall is a user-facing module that 
provides identity and credential protection. It 
consists of four submodules: 
Email Breach Detection: 
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 Users input their email address into the 
system.  

 The system queries local and third-party 
breach databases to identify whether the 
email has been exposed in any known 
breach. 

 Results include breach details (data types 
exposed, breach date) and remediation 
suggestions. 

Password Strength and Breach Assessment: 
 Passwords are evaluated against a 

strength metric considering entropy, 
common patterns, and length. 

 The system checks for previously 
compromised passwords using privacy-
preserving k-anonymity techniques. 

 Weak or breached passwords trigger 
suggestions for strong, unique passwords. 

LinkedIn Vault (Impersonation Detection): 
 Users fill a consent-based form that 

mirrors LinkedIn profile fields (name, 
headline, bio, profile photo). 

 An ML-powered similarity engine 
compares the submitted profile against 
publicly available LinkedIn profiles using: 
o Textual similarity (NLP embeddings of 

name, bio, headline). 
o Image similarity (face-matching 

algorithms). 
 The system calculates a confidence score 

indicating potential impersonation. If 
high-risk matches are found, the user 
receives notifications with recommended 
actions. 

Social Media & Portal Reporting: 
 Users can report misuse of social media 

accounts or identity fraud via a two-step 
workflow: 
1. Submission of reporter details with a 

live photo for verification. 
2. Automated routing or pre-filling of 

official complaint portals (e.g., CERI, 
Sanchar Sathi). 

 Reports are logged with a tracking ID, 
enabling users to monitor status and 
actions taken. 

 
Integration of AI and Cognitive Analysis 
CogniLock leverages AI and machine learning to 
enhance detection and decision-making: 

 Behavioral analytics and cognitive 
matching are applied in the LinkedIn Vault 
and alerting modules. 

 Anomaly detection techniques monitor 
unusual account activity, correlating it 
with IOC feeds for enhanced risk 
assessment. 

 ML models are retrained periodically to 
adapt to emerging threats and concept 
drift. 

Security, Privacy, and Compliance Measures 
 All user data is encrypted in transit and at 

rest. 
 Explicit user consent is obtained for 

profile scanning and social media 
reporting. 

 Rate-limiting and CAPTCHA mechanisms 
are implemented to prevent abuse of the 
platform. 

 Data minimization principles are followed; 
user-submitted data can be deleted upon 
request. 

 
System Architecture 
The complete architecture of CogniLock system is 
depicted in Fig.1. Which demonstrates the data 
flow, module interaction, and core processing 
logic that enables cognitive threat intelligence 
and AI-driven digital defence. The system is 
divided into five major functional components: 
1. Data Sources and Injection:  
This layer gathers data from multiple external 
threat intelligence sources such as AlienVault 
OTX, AbuseIPDB, and URLHaus, along with user-
submitted information like email addresses, 
LinkedIn profiles, and social media abuse 
reports. Data is securely transmitted through an 
encrypted pipeline. 
2. Core Processing and Intelligence Modules: 
The collected data is normalized, pre-processed, 
and enriched with metadata. The Threat 
Intelligence Dashboard visualizes indicators of 
compromise (IOC), while the AI/ML Cognitive 
Engine performs pattern recognition, cognitive 
similarity analysis, and behavioural anomaly 
detection. 
3. Digital Firewall – Personal Security 

Modules: 
This module includes the Email Breach Detection, 
Password Strength and Exposure Assessment, 
and LinkedIn Vault for impersonation detection. 
A secure reporting mechanism allows users to 
escalate incidents related to identity misuse or 
account compromise. 
4. User Interface and Interaction:    
The frontend is built using React + MUI,  enabling  
IOC filtering, timeline tracking, and alert 
notifications. Users can engage with the system 
via user-friendly dashboards, monitor real-time 
alerts, and file abuse reports. 
5. Actionable Insights and Reporting: 
This layer consolidates threat intelligence 
insights and generates actionable reports. The 
output integrates with national reporting portals 
such as CEIR and Sanchar Sathi for further 
cybercrime escalation.  
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Fig.1. CogniLock System architecture 

 
Result 
The CogniLock system was evaluated across its 
functional modules to assess usability, interface 
design, and effectiveness in detecting digital 
threats and identity misuse. The results 
demonstrate the system’s capability to integrate 
multiple cybersecurity layers into a single, 
intelligent SaaS platform. 
 
A. System Interface and Dashboard 
The main interface of CogniLock, as shown in Fig. 
2 & Fig.3, represents the home dashboard that 
bridges enterprise threat intelligence and 
personal identity protection. It displays real-time 
metrics, such as processed IOCs per day, 
protection uptime, and threat detection accuracy, 
which highlight the platform’s analytical 
efficiency and scalability. 
 

 
Fig.2. System Interface 

 

 
Fig.3. Threat Intelligence Dashboard 

 
B. Email Breach Detection Module 
The Email Breach Detector is a vital component 
of the Digital Firewall module. As shown in Fig. 4, 

the user can input their email address to verify 
whether it has been exposed in any known data 
breach, leveraging the CogniLock API for 
validation. This functionality enhances user trust 
and supports proactive cyber hygiene. 

 
Fig.4. Email Breach Detection 

 
C. Password Strength and Breach Detection 
Module 
The CogniLock Password Meter is an interactive 
feature designed to assess password strength and 
validate breach exposure through real-time 
analysis. It utilizes the integrated API and local 
hashing techniques to verify whether the entered 
password has been found in any known data 
leaks and to measure its entropy-based strength. 
As shown in Fig. 5, a weak password triggers a 
red indicator, warning the user about poor 
strength and potential vulnerability. The system 
also confirms that the password has not been 
found in any breach, ensuring data integrity 
through API verification 

 
Fig. 5. Password Meter showing weak password 

 
In contrast, Fig. 6 illustrates a strong password 
example. The module provides constructive 
feedback, recommending best practices such as 
avoiding certain special characters and offering 
an auto-generated secure alternative. This 
illustrates the system's ability to improve user 
security awareness by providing actionable 
recommendations. 

 
Fig. 6. Password Meter showing strong password 
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D. Social Media & Portal Reporting: 
The Social Media Reporting Portal shown in 
Figure 7 displays CogniLock’s unified interface 
for cyber-incident reporting. It integrates official 
platforms such as TAFCOP, Sanchar Saathi, CEIR, 
WhatsApp Support, and StopNCII.org into a 
single dashboard. 
This feature enables users to quickly report 
issues like SIM misuse, impersonation, hacked 
accounts, online fraud, and non-consensual 
content. The results confirm that CogniLock 
enhances user safety by simplifying the reporting 
process and providing direct access to trusted 
cyber-safety services. 

 
Fig.7. Social Media Reporting Portal 

 
Conclusion 
In this paper, we presented CogniLock, a 
comprehensive SaaS-based cybersecurity 
framework that integrates cognitive threat 
intelligence with AI-driven sentinel defence 
mechanisms. By combining a Threat Intelligence 
Dashboard with a Digital Firewall, CogniLock 
offers a dual-layered approach that addresses 
both enterprise-grade threat analysis and 
individual user protection. The system effectively 
aggregates real-time Indicators of Compromise 
(IOCs) from trusted sources, normalizes and 
enriches the data, and provides actionable 
insights through an intuitive dashboard. 
On the user-centric side, CogniLock enhances 
digital safety by offering email breach detection, 
password strength assessment, LinkedIn 
impersonation monitoring, and social media 
reporting tools. The combination of machine 
learning and cognitive analysis allows for the 
early identification of identity theft, 
impersonation, and credential leakage, 
equipping users to respond promptly with 
corrective measures. 
Overall, CogniLock bridges the gap between 
traditional threat intelligence systems and 
personal digital defence, offering a scalable, 
adaptive, and privacy-conscious solution for 
modern cyber threats. Future enhancements may 
include real-time deepfake and synthetic voice 

detection, continuous AI-driven alert triage, and 
expanded integration with additional social and 
professional platforms, further strengthening the 
platform’s ability to safeguard users’ digital 
identities in an evolving threat landscape. 
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