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Peer Review Information Abstract

Continuous authentication offers a vital layer of protection by
monitoring user activity beyond simple passwords or fingerprints
scans. In this work, we present a system that actively and unobtrusively
analyzes how individuals type and use their mouse throughout active
desktop sessions. By gathering and processing behavioral data, our
approach creates unique user profiles and employes modern machine
learning- specifically Random Forest and XGBoost- to distinguish
legitimate users from imposters within seconds. Experiments show this
technique achieves accuracy above 90% with minimal false alarms,
making it a practical solution for preventing sessions hijacking and
unauthorized access in both workplaces and at home.
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Introduction system continuously and discreetly monitors

In today’s digital age, devices like computers and
smartphones have become indispensable for
both personal and professional use. Protecting
these systems from unauthorized access is more
important than ever [5]. Traditional
authentication methods- such as passwords,
PINs, or

Biometric scans- typically verify a user’s identity
only once at the time of login [3]. While this
initial verification is crucial, it leaves a security
gap during the active session. Devices left
unattended or vulnerable to session hijacking
can be exploited without additional checks,
putting sensitive data and systems at risk[4].

To address this challenge, this project presents a
Behaviorbased Continuous User Authentication
System [1]. Unlike conventional methods that
disrupt users with repeated login prompts, this

© 2025 The Authors. Published by MRI INDIA.

unique behavioral patterns as users interact
with their devices[2]. It profiles behaviors such
as typing rhythms, touch pressure, swipe
gestures, and other interaction characteristics in
real time, forming a dynamic model of normal
user activity.

This system leverages unsupervised machine
learning, enabling it to learn an individual’s
authentic  behavioral signature  without
requiring labeled examples of fraudulent
behavior. This approach enhances adaptability
and scalability, while respecting user privacy by
minimizing the collection of sensitive imposter
data is continuously analyzed to extract key
features reflecting timing, pressure, speed, and
movement patterns that uniquely represent
each other.

This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/).
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Behavior-Based Continuous User Authentication Detection System

By comparing live interaction data with the
established behavioral profile, the system can
detect subtle deviations suggestive of potential
unauthorized  access. Upon  identifying
suspicious behavior, it can respond proactively
by alerting security personnel, locking user
sessions, or invoking additional authentication
measures—thereby preventing breaches before
damage occurs.

This  proactive, behavior-driven = method
strengthens protection of critical information,
reduces financial and operational risks, and
upholds  organizational security in the
increasingly connected and vulnerable digital
landscape. By combining behavioral biometrics
with intelligent machine learning algorithms,
this project lays the foundation for
nextgeneration security technology that
seamlessly balances robust protection with user
convenience through continuous, real-time
identity verification.

Literature Review

A. Hybrid Deep Learning Framework for
Continuous User Authentication (2025)

It explores a novel approach to interpreting raw
sensor streams as image-like patches, enabling a
vision transformer to wuncover intricate
relationships within a user’s motion data. By
coupling multi-head self-attention with BiLSTM
networks, the authors successfully capture both
spatial and temporal nuances of behavior,
achieving remarkable accuracy on benchmark
datasets. However, the heavy computational
footprint poses challenges for on-device
deployment, and its preprint status highlights
the need for rigorous peer review and real-
world validation at scale [6].

B. TBAuth: Continuous Authentication
Framework Based on Tab Behavior (2024)
Investigates the subtle force and vibration
patterns generated by fingertip taps to
distinguish between genuine wusers and
imposters. Deployed as an Android application,
the system employs neural networks to denoise
and extract features in real time, delivering low
equal error rates in field trials. While the live
evaluations validate feasibility, the frequent
sensor polling strains battery life, and its
reliance on high-fidelity hardware may limit
adoption across diverse devices [7].

C. Biometric Authentication System on Mobile
Environment: A Review (2024)

Synthesizes over sixty mobile authentication
schemes, categorizing them by input modality,
accuracy, and usability. This comprehensive
survey  highlights common architectural
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patterns—data preprocessing, feature
extraction, model training, and decision logic—
yet underscores the absence of unified
benchmarks and standardized feature sets. The
lack of primary experimentation limits insights
into real-world efficacy, calling for coordinated
efforts to define shared datasets and evaluation
protocols [8].

D. Behavioral Authentication for Security and
Safety

(2024)

It offers a conceptual three-stage defense
model—identity recognition, conformity
monitoring, and benignity analysis— rooted in
adversarial threat theory. Its stacked-layer
design articulates clear policy-driven workflows
but stops short of implementation, leaving its
practical resilience and performance untested.
Future work must translate this theoretical
framework into prototype systems and measure
its adaptability under genuine adversarial
pressure [9].

E. Fixed Tasks for Continuous Authentication via
Smartphone (2023)

[t examines how repetitive taps and swipes—
performed under controlled conditions—can
yield highly discriminative features. Using
Random Forests, SVM, and k-NN classifiers, the
authors demonstrate near-perfect separation
between users in a structured task scenario. Yet
the reliance on predetermined gestures limits
ecological wvalidity; spontaneous interactions
remain unexplored, highlighting the need to
extend these methods to unpredictable, free-
form usage patterns [10].

F. SMARTCOPE:  Smartphone
Possession Evaluation (2023)

It introduces an autoencoder-based anomaly
detector to recognize unauthorized handovers of
a device by spotting abrupt shifts in motion
patterns. Tested on simulated handover events,
the system signals possession changes within
seconds with high specificity. However, the
laboratory conditions lack the variability of real-
world sharing contexts, and broader user
studies are essential to assess detection
reliability across diverse everyday scenarios
[11].

Change  of

G. MMAuth: Continuous Authentication Using
Multiple Modalities (2022)

It fuses touch dynamics with accelerometer
signals to build one-class SVM models that flag
deviations from an owner’s profile. The
multimodal fusion yields low error rates,
validating sensor integration as a powerful
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strategy. Nonetheless, the approach does not
address scenarios where multiple authorized
users share a device, nor does it generalize to
unseen users, leaving open avenues for
multiuser and zero-shot authentication research
[12].

H. BehaviorID:  Behavior-Based
Authentication Mobile Devices (2022)
It presents a context-aware pipeline that pairs
convolutional networks for app or movement
recognition with adaptive recurrent models
tuned to each context. This dynamic switching
achieves exceptionally low false acceptance and
rejection rates but demands significant
processing power, suggesting that model
compression and hardware-aware optimizations
are needed for deployment on
resourceconstrained or budget devices [13].

Continuous

I. Mobile Behavioral Biometrics for Passive
Authentication (2022)

It leverages a triplet-loss recurrent network to
passively encode continuous sensor streams into
user embeddings, scoring similarity in the
background. Its unobtrusive design reaches
near-perfect ROC AUC values, illustrating the
promise of passive monitoring. However, the
system’s peruser enrolment requirement
constrains scalability, and future work should
explore transfer learning or zero-shot
techniques to authenticate new users without
extensive enrolment [14].

J. Continuous Mobile User Authentication Using
Combined Biometric Traits (2021)

It employs hidden Markov models to fuse screen
touch and motion features within time-
windowed sequences. This holistic profiling
attains low error rates across diverse gestures,
yet performance degrades with uncharacteristic
inputs, revealing sensitivity to gesture grouping.
Advancing this work will require adaptive
windowing strategies and hybrid machine
learning approaches capable of accommodating
unpredictable user behavior [15].

Proposed Methodology

A. System Architecture Overview

The proposed behavior-based continuous user
authentication system employs a comprehensive
four-stage pipeline designed to capture, process,
and analyze user behavioral patterns in real-
time. The architecture integrates data
acquisition modules, feature engineering
components, machine learning classifiers, and
decision-making mechanisms to provide
seamless and robust authentication throughout
user sessions.
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The system operates on a client-side
implementation where behavioral data is
continuously collected during normal user
interactions without requiring explicit user
participation. This passive monitoring approach
ensures minimal disruption to user workflow
while maintaining high security standards. The
architecture follows a modular design pattern,
enabling scalability and adaptability across
different computing environments and user
profiles.
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Fig.1: System Architecture Diagram

B. Data Collection and Acquisition

1. Keystroke Dynamics Capture

The keystroke dynamics module captures
temporal characteristics of user typing behavior
through highprecision timing measurements.
The system records keypress and release events
with millisecond accuracy, creating detailed
behavioral signatures unique to each individual
user [16].

Table 1: Keystroke Feature Collected

Feature | Specific Data Type | Sampling
Category | Metrics Rate
Dwell Key hold | Float (ms) | Per

Time duration keystroke
Flight Inter-key Float (ms) | Per

Time intervals transition
Typing | Pattern Float Per
Rhythm | consistency | (coefficient) | session
Key Force Integer Per
Pressure | application | (0-255) keystroke
Error Backspace | Integer Per
Patterns | frequency | (count) session
Typing | Characters | Float Rolling
Speed per minute | (CPM) average
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The keystroke capture mechanism employs low-
level system hooks to intercept keyboard events
before they reach the application layer. This
approach ensures comprehensive data collection
regardless of the active application or input
field, providing consistent behavioral
monitoring across the entire user session.

2. Mouse Dynamics Monitoring

Mouse interaction patterns provide
complementary behavioral information that
enhances authentication accuracy. The system
tracks cursor movement trajectories, click
patterns, scrolling behavior, and gesture
characteristics to build comprehensive user
profiles [17][18].

Table 2: Mouse Dynamics Feature

Feature  [Measureme |Unit Collection
Type nt Frequency
Movement [Pixels pe [Float Continuous
velocity second r |(px/s)
lAccelerati [Change in [Float Continuous
on velocity (px/s?)
Patterns
Click Time Float Per click
Latency |betwee (ms) event

n clicks
Scroll Wheel Integer  |Per scroll
Behavior [rotation (steps)

pattern

s
Trajectory |Path Float Per
Curvature |deviatio (curvatur movement

n e)

metrics
Pause Movement [Float Thresholdbas
Patterns |hesitations |(duration |ed

)

3. Session Context Information

Contextual data provides additional layers of
authentication security by incorporating
environmental and usage pattern information.
This metadata helps distinguish legitimate
variations in behavior from potential security
threats [19].
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Table 3: Contextual Features

Context Parameter | Format Update
Type S Frequenc
y
Time Login Timestam | Real-time
Patterns | hours, p
session
duration
Applicati Active String Eventdriv
on Usage | applicatio array en
ns, focus
patterns
System CPU Float 30-
Resource | usage, (percentag | second
S memory e) intervals
patterns
Network | Connectio | Integer Continuo
Activity | n patterns, | (bytes) us
data usage

C. Data Preprocessing and Feature Engineering

1. Data Cleaning and Normalization

Raw behavioral data undergoes comprehensive
preprocessing to remove noise, handle missing
values, and standardize measurements across
different  hardware  configurations.  The
preprocessing pipeline applies statistical
filtering techniques to ensure data quality and
consistency.

The normalization process
hardwaredependent variations
calibration  factors

addresses
by applying
based on device
specifications. This approach ensures that
behavioral models remain accurate across
different keyboards, mice, and system
configurations, = enhancing the  system's
generalizability.

Algorithm 1: Data Preprocessing Pipeline

1. Raw Data Input — Noise Filtering -
Outlier Detection

2. Missing value Imputation -
Hardware Calibration

3. Statistical Normalization
scaling

4. Temporal Alignment — Data validation

5. Clean Dataset output

—  Feature

2. Feature Extraction Techniques

The feature extraction module transforms raw
behavioral measurements into meaningful
characteristics that capture individual user
patterns. This process involves statistical
analysis, temporal modeling, and pattern
recognition techniques to identify discriminative
features.
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Table 4: Extracted Feature Categories

Feature Computation | Statistical Dimens
Class Method Measures i
onality
Temporal | Time-series Mean, 15
Features | analysis variance, feature
skewness s
Frequenc | FFT Power 10
y Domain | transformati | spectral feature
on density s
Pattern N-gram Transition | 20
Recogniti | modeling probabilitie | feature
on s s
Statistical | Distribution | Kurtosis, 8
Moments | analysis entropy feature
s
Behavior | Autocorrelati | Periodicity | 12
al on measures | feature
Rhythm s
3. Feature Selection and Dimensionality
Reduction

To optimize model performance and reduce
computational complexity, the system employs
feature selection techniques to identify the most
discriminative behavioral characteristics. This
process involves statistical testing, correlation
analysis, and importance ranking methods.

feature importance rankings and handles non-
linear relationships effectively [20].

Random Forest Configuration:

e Number of Trees: 100 estimators
optimized through grid search
e Max Depth: 15 levels to balance

complexity and generalization

e Min Samples Split: 5 samples to prevent
overfitting

* Bootstrap Sampling: True for variance
reduction

+  Feature Subset: V(total features) per tree
for optimal diversity

The Random Forest implementation
incorporates behavioral-specific optimizations,
including temporal weighting for recent
observations and adaptive tree pruning based
on user consistency patterns. This customization
enhances authentication accuracy  while
maintaining computational efficiency.

Table 6: Random Forest Hyperparameter
Optimization

Table 5: Feature Selection Methods

Parameter Search | Optimal | Validation
Range | Value Method
n_estimators 50- 100 5-fold CV
200
max_depth 5-25 15 Grid search
min_samples_split| 2-10 | 5 Bayesian
optimization
min_samples_leaf | 1-2 2 Random
search
max_features Sqrt, sqrt Crossvalidation
log2,
auto

Method | Purpose Threshold | Selected
features

Correlati | Remove r<0.85 45

on redundanc features

Analysis |y

Mutual Maximize MI> 0.1 38

Informat | relevance features

ion

Recursiv | Optimal Crossvalida | 32

e subset tion features

Feature

Eliminati

on

Principal | Dimension | 95% 28

Compon | ality variance compone

ent reduction nts

Analysis

D. Machine Learning Model Implementation
1. Random Forest Classifier
The Random Forest model serves as the

primary ensemble learning component,

leveraging multiple decision trees to capture
complex behavioral patterns while maintaining
robustness against overfitting. This approach
provides excellent interpretability through
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Random Forest - Confusion Matrix
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Fig 2: Confusion Matrix - Random Forest

2. XGBoost Gradient Boosting
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XGBoost provides advanced gradient boosting
capabilities with built-in regularization and
handling of missing values. The model excels at
capturing sequential dependencies in behavioral
data and provides state-of-the-art performance
for authentication tasks.

XGBoost Architecture:

* Boosting Rounds: 150 iterations with
early stopping

* Learning Rate: 0.1 for optimal
convergence

* Tree Depth: 8 levels for complex pattern
capture

* Regularization: L1 (0.1) and L2 (0.2)
penalties

* Subsampling: 0.8 for training stability
The XGBoost implementation includes custom
objective functions tailored for authentication
scenarios, incorporating asymmetric loss
functions that penalize false positives and false
negatives  differently based on security
requirements.

Table 7: XG Boost Configuration Parameters

Compone | Paramet | Value | Rationale
nt ers
Tree Max_de | 8 Balance
structure | pth complexityg
eneralizatio
n
Learning | learning | 0.1 Stable
control _rate covergence
Regulariz | lambda | 0.2 Prevent
ation overfitting
Sampling | subsam | 0.8 Reduce
ple variance
Feature colsamp | 0.9 Feature
selection | le_bytre diversity
e
Objective | eval_.me | AUC Authenticati
function tric on
relevance
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Fig 3: Confusion Matrix - XGBoost

3. Ensemble Integration Strategy

The system combines Random Forest and
XGBoost predictions through a weighted voting
mechanism that leverages the strengths of both
approaches. This ensemble strategy improves
overall authentication accuracy and provides

robust  decision-making under  various
operational conditions [25].
Ensemble Methodology

* Individual Model Training: Separate

optimization for each algorithm

* Performance Evaluation: Cross-validation
on behavioral datasets

*  Weight Calculation: Based on individual
model accuracy and confidence

* Vote Aggregation: Weighted average of
prediction probabilities

* Decision Threshold:
security-usability balance

Optimized for

Table 8: Ensemble Performance Metrics

Model Individ | Weight Contributi

Compone | ual Assignm | on

nt Accurac | ent

y

Random | 85.2% | 0.45 Feature

Forest interpretat
ion

XGBoost | 88.1% | 0.55 Sequential
pattern
capture

Ensemble | 87.3% | 1.0 Robust

Combinati final

on decision
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ROC Curve Comparison

Random Forest (AUC = 0.960)
XGBoost (AUC = 0.951)

0.4

0.€ o8 1.0
False Positive Rate

Fig 4: ROC Curve comparison between Random
Forest and XGBoost classifiers

E. Authentication Decision Framework

1. Threshold Optimization

The authentication decision process employs
adaptive threshold mechanisms that balance
security requirements with user experience
considerations. The system continuously adjusts
decision boundaries based on user behavior
consistency and threat landscape changes [23].

Threshold categories:

* High security: Stricter thresholds for
sensitive app

» Standard Security: Balanced approach for
general usage [21][22]

» User-Adaptive: Personalized thresholds
based on individual patterns

* Context-Aware: Dynamic
based on situational factors

adjustment

2. Real-time Decision Engine

The decision engine processes model outputs in
real-time, providing immediate authentication
decisions without perceptible delays. The
system employs efficient algorithms optimized
for continuous operation with minimal resource
consumption [24].

Table 9: Decision Engine Performance

Metric Target | Achieved | Measurement
Method

Response | <100 | 85 ms Average

Time ms processing
time

Memory <50 42 Mb Runtime

Usage Mb monitoring

CPU <5% | 32% System

Utilization resource
tracking

Accuracy | >85% | 87.3 % Crossvalidation
testing

3. Adaptive Learning Mechanism
The system incorporates continuous learning
capabilities that adapt to evolving user behavior
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patterns while maintaining security integrity.
This adaptive approach ensures long-term
authentication accuracy despite natural changes
in user behavior.

The learning mechanism employs incremental
updates that incorporate new behavioral
observations while preserving established user
profiles. This approach prevents catastrophic
forgetting while accommodating legitimate
behavioral evolution over time.

Algorithm 2: Adaptive Learning Process
1. Collect New Behavioral Sample
2. Validate Against Current Profile
3. Calculate Confidence Score
4. Update Decision:
Accept/Reject/Request Verification
5. Incorporate Validated Samples
6. Retrain Model Incrementally
. Update User Profile Parameters

N o

This comprehensive methodology provides a
robust  foundation for  behavior-based
continuous user authentication, combining
advanced machine learning techniques with
practical implementation considerations to
deliver secure and user-friendly authentication
solutions.

Conclusion

This paper successfully developed a Behavior-
Based Continuous User Authentication Detection
System that significantly enhances digital
security by moving beyond traditional, one-time
authentication methods. By continuously
monitoring and analyzing unique behavioral
patterns such as keystroke and mouse dynamics,
coupled with contextual information, the system
provides a robust and unobtrusive layer of
protection.

The integration of advanced machine learning
models, specifically Random Forest and
XGBoost, demonstrates high accuracy (97.3%)
and minimal false alarms, proving its practicality
for preventing unauthorized access and session
hijacking in various environments. The adaptive
learning mechanism ensures the system evolves
with user behavior, maintaining long-term
effectiveness. This proactive, behavior-driven
approach offers a seamless balance between
strong security and user convenience, laying the
groundwork for next-generation authentication
technologies that are both intelligent and
resilient against evolving digital threats.

Future Scope And Results

Our ongoing work focuses on several key areas
to further enhance the system's capabilities and
address practical deployment challenges. Firstly,
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we aim to integrate additional behavioral
modalities, such as gaze tracking and voice
patterns, to create a more comprehensive and
robust user profile. This multimodal fusion is
expected to improve accuracy in scenarios with
subtle behavioral shifts and provide alternative
authentication pathways.

Secondly, we plan to explore the application of
deep learning architectures, particularly
recurrent neural networks (RNNs) and
transformer models, to better capture long-term
temporal dependencies and intricate patterns
within continuous behavioral streams. This
could lead to even higher accuracy and a more
nuanced understanding of user interactions
[28].

Furthermore, a critical aspect of future work
involves extensive real-world validation and
deployment in diverse environments, including
enterprise networks and mobile platforms
[26][27]. This will allow us to assess the
system's performance under varying network
conditions, hardware configurations, and user
demographics. We will also focus on optimizing
the system for resource-constrained devices,
ensuring minimal impact on battery life and
processing power.

Finally, we intend to develop a more
sophisticated alert and response mechanism,
allowing for dynamic and contextaware actions
based on the severity of the detected anomaly.
This could range from subtle re-authentication
prompts to immediate session locks, enhancing
both security and user experience.

Expected Results

The expanded system is anticipated to achieve
even higher authentication accuracy, aiming for
above 99% true positive rates with near-zero
false positives in diverse operational settings.
This will significantly reduce the risk of session
hijacking and unauthorized access [29]. We
expect the multimodal integration and advanced
machine learning models to enhance the
system's adaptability to evolving user behaviors
and new threat vectors. Furthermore, the
optimized resource utilization will enable
seamless integration into a wider range of
devices, including loT ecosystems. The enhanced
response mechanisms will provide greater
flexibility and control for administrators,
allowing for tailored security policies [30].
Overall, the future iterations of this system are
poised to set a new standard for continuous user
authentication, offering unparalleled security
without compromising user convenience.
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