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Abstract

The pharmaceutical industry struggles with issues like counterfeit
medicines, poor transparency, and inefficient inventory handling.
This study intro- duces a new system that combines Blockchain,
Smart Contracts, and Ar- tificial Intelligence (AI) to build a safer
and more reliable supply chain.

Blockchain records every step securely and makes transactions
tamper- proof, while smart contracts automatically verify and
manage supply chain activities. Al is used to forecast medicine
shortages so that reorders can be placed before stock runs out.
The system is developed using Python, SQLite, and JSON, and
experimental results show better tracking, fewer manual processes,
and smarter inventory control. By bringing these tech- nologies
together, the proposed solution not only reduces the risk of counter-
feit drugs but also increases the overall efficiency of pharmaceutical
supply chains.

This integrated approach highlights how emerging technologies can
be combined to create practical solutions for real-world healthcare
challenges. Beyond pharmaceuticals, the framework can also inspire
applications in other supply chains where trust, transparency, and
predictive management are critical. Importantly, the entire
blockchain and smart contract logic are implemented directly in
Python, without relying on Solidity, Ganache, or any external
blockchain platforms, making the system lightweight, self-
contained, and easier to deploy.

Introduction

The pharmaceutical supply chain is one of
the most important parts of the healthcare
system because it ensures that medicines
reach the people who need them. This chain
includes many steps such as manufacturing
the medicines, transporting them safely,
storing them under the right condi- tions,
and finally distributing them to hospitals,
pharmacies, and patients. If there is any
delay, mistake, or disruption in this process,
it can cause se- rious problems. Patients
might not receive their treatment on time,
which can lead to health risks and even loss
of lives in severe cases. It can also increase
the overall cost of healthcare and create
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mistrust in the system. That is why it is very
important to maintain transparency,
security, and efficiency in the
pharmaceutical supply chain. Doing so is not
only neces- sary for the success of the
healthcare industry but also a social and
ethical responsibility, because patient safety
and well-being should always come first.

Problem Statement

The pharmaceutical supply chain faces
serious problems like counterfeit
medicines, lack of clear visibility, and poor
management of stock. Fake drugs can harm
patients, and running out of important
medicines or hav- ing too much causes
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waste and supply problems. Most current
systems are controlled by a central party
that can be changed or tampered with,
which reduces trust among those involved.
While blockchain technology can provide
safe and transparent record-keeping, and
artificial intelligence helps predict demand
and manage inventory, these two are rarely
used to- gether. There is a need for a
combined system that uses blockchain,
smart contracts, and Al to create a
trustworthy, clear, and smart way to track
medicines and manage the pharmaceutical
supply chain.

Literature Review

The use of blockchain technology in supply
chain management has gained a lot of
attention in recent years. Originally
developed for cryptocurren-

cies, blockchain is now being applied in
industries that need high levels of
transparency, security, and trust. Blockchain
works as a decentralized and immutable
ledger, which means all transactions are
recorded permanently and can be accessed
by authorized participants. This reduces the
need for intermediaries and lowers the risk
of fraud. Tian (2016) and Kouhizadeh &
Sarkis (2018) highlight that blockchain can
improve traceability and ac- countability by
tracking products from their origin to the
end consumer. This is especially important
in sectors such as food and
pharmaceuticals, where product
authenticity and quality are critical. Other
studies such as Azzi et al. (2019) show that
blockchain also supports real-time data
shar- ing, making the supply chain more
flexible and resilient when disruptions
occur.

Along with blockchain, machine learning
(ML) techniques are also be- ing used in
supply chains for prediction and
optimization. Different ML algorithms have
been applied, such as time-series forecasting
methods like LSTM and ARIMA for
predicting demand, anomaly detection
methods like Isolation Forest and One-Class
SVM for detecting fraud or disruptions, and
reinforcement learning methods like Q-
Learning for optimizing logis- tics. Duan et
al. (2019) show that LSTMs can handle
complex demand patterns effectively, while
Chandola et al. (2009) explain how anomaly
de- tection models can be used for real-time
monitoring. More recently, Wu et al. (2020)
and Zhao et al. (2021) demonstrate how
reinforcement learning can adapt supply
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chain strategies based on real-time data.

A more recent area of study is the integration
of blockchain with ma- chine learning. This
combination is considered powerful because
blockchain provides a reliable and tamper-
proof source of data, while ML can analyze
that data to make accurate predictions or
detect anomalies. Casino et al. (2019) and
Hassani et al. (2020) argue that combining
these two technolo- gies improves supply
chain visibility and responsiveness. Kshetri
(2018) and Kouhizadeh et al. (2021) also
point out that while the integration is
promising, there are still challenges such as
high computational require- ments and issues

with scalability in large, real-time
environments. Some proposed solutions
include hybrid blockchain models and

decentralized ML systems.

In summary, the literature shows that
blockchain improves transparency and trust,
machine learning supports prediction and
optimization, and to- gether they can
address many of the current issues in supply
chain manage- ment. This provides a strong
foundation for applying blockchain and ML
in the pharmaceutical supply chain, where
both authenticity and efficiency are
extremely important

System Design and Architecture

The proposed system 1is designed to
integrate  three major technologies:
Blockchain, Smart Contracts, and Artificial
Intelligence (AI) for creating a secure and
intelligent pharmaceutical supply chain
tracker. The design follows a modular
architecture so that each component can
work independently while also interacting
seamlessly with others.

System Components

1. Blockchain Layer: Stores all supply
chain transactions in an im- mutable
ledger. Each event such as
manufacturing, packaging, ship- ping,
and delivery is recorded on the
blockchain, ensuring data trans-
parency and preventing tampering.

2. Smart Contract Layer: Implements
rules and conditions for sup- ply chain
operations. For example, it
automatically verifies supplier
authenticity, checks delivery records,
and triggers alerts if unusual
activities are detected.

3. Al Prediction Module: Uses machine
learning models to forecast medicine
demand and detect anomalies such as
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counterfeit patterns or abnormal
order requests. This helps in proactive
decision-making.

4. Database and API Layer: Stores
supplementary information such as
product details, user profiles, and
inventory logs. This layer acts as an
interface between blockchain data
and external applications.

5. User Interface: Provides dashboards

for manufacturers, distribu- tors,
pharmacies, and regulators. Users
can track products, verify

authenticity, and monitor inventory
status in real time.

System Workflow
The workflow of the proposed system is as
follows:

e A manufacturer registers a new drug
batch on the blockchain.

e Smart contracts validate the entry
and create a traceable record.

e As the product moves through the
supply chain, each transaction is logged
on the blockchain.

e The Al module continuously analyzes
data to predict demand and detect
irregularities.

o Stakeholders use the user interface to
access transparent records and make
informed decisions.

Methodology
The methodology of this research is divided
into several stages that com- bine

blockchain technology, smart contracts, and
artificial intelligence to create a secure and
intelligent pharmaceutical supply chain
tracker.

Stage 1: Data Collection and Storage
Pharmaceutical product details such as
batch number, expiry date, and
manufacturer ID are first recorded. A
lightweight database (SQLite with JSON
support) is used to store supplementary
details that are not critical for blockchain
immutability but required for user queries.
Stage 2: Blockchain Implementation

A Python-based blockchain is developed to
record each supply chain trans- action. Every
transfer of medicine (from manufacturer to
distributor, from distributor to pharmacy,
and finally to the consumer) is stored as a
block. This ensures immutability and
prevents counterfeit entries.

Stage 3: Smart Contracts for Validation

Smart contracts are implemented to enforce
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rules automatically. Examples include:
e Verifying whether the supplier is
registered and authorized.
e Checking that products are within
valid expiry dates.
e Automatically triggering alerts if
inconsistencies are detected.
These contracts ensure trust
requiring manual verification.
Stage 4: Al Prediction Module
Artificial intelligence algorithms are applied
for demand forecasting and anomaly
detection. Time-series forecasting
techniques are used to predict medicine
shortages, while anomaly detection models
identify unusual order patterns that may
indicate fraud or counterfeit activity.
Stage 5: Integration and User Interface
The blockchain, smart contracts, and Al
modules are integrated into a sin- gle
system. A user interface is provided for
stakeholders such as manufac- turers,
distributors, pharmacies, and regulators.
Through the dashboard, stakeholders can:
e Track product history and verify
authenticity.
e Monitor real-time inventory levels.
e Receive alerts and Al-driven
recommendations.
Stage 6: Testing and Validation The system is
tested with sample phar- maceutical supply
chain data. Performance is evaluated based
on trans- parency, accuracy of predictions,
and efficiency in preventing counterfeit
drugs.

without

Implementation

The proposed system was implemented
using Python as the primary pro- gramming
language because of its simplicity and
extensive libraries sup- port for blockchain
development, database management, and
machine learning. The implementation is
modular, consisting of four main compo-
nents: blockchain, smart contracts, Al
prediction module, and the database with
user interface.

Blockchain Module

A custom blockchain was implemented in
Python without relying on ex- ternal
platforms like Ethereum or Hyperledger.
Each block contains:

* Transaction details (drug ID, batch
number, sender, receiver).

“ Timestamp of the transaction.
“ Hash of the previous block.

® Current block hash generated using SHA-
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256.
This ensures immutability and creates a
transparentledger of supply chain events.

Smart Contract Module
Smart contract logic was directly coded in
Python to avoid dependency on Solidity or
Ganache. The contracts enforce business
rules such as:
e Validation of supplier and distributor
IDs.
e Expiry date checks before transferring
medicine.
e Automatic rejection of unauthorized
or duplicate entries.
By embedding the smart contract logic
within the blockchain workflow, supply
chain events are automatically verified.

Artificial Intelligence Module

The Al module was implemented using
Python libraries such as scikit-learn
and pandas. It consists of:

e Demand Forecasting: Time-series
models (ARIMA/LSTM) pre- dict future
demand of specific medicines to
avoid stockouts.

e Anomaly Detection: Isolation Forest
algorithm detects unusual order
patterns that may indicate counterfeit
or fraud.

The predictions are fed back into the
system to trigger proactive alerts.

Database and API

SQLite was used as a lightweight relational
database to store supplemen- tary data such
as drug descriptions, user credentials, and
inventory logs. JSON was used as a data
interchange format between modules,
allowing easy integration of blockchain, Al,
and Ul layers.

User Interface
A simple web-based dashboard was created

using Python Flask framework. The
dashboard provides:
e Drug tracking and verification.
e [nventory monitoring.
e Al-driven alerts and
recommendations.
Different = stakeholders (manufacturer,

distributor, pharmacy, regulator) can log in
and interact with the system.

Integration and Testing

All modules were integrated into a single
Python project. The system was tested with
sample pharmaceutical supply chain data.
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Results showed suc- cessful detection of
counterfeit attempts, accurate prediction of
demand, and smooth recording of supply
chain transactions.

Experimental Results

The proposed system was tested with
simulated pharmaceutical supply chain data
consisting of multiple stakeholders
(manufacturers, distributors, pharmacies,
and regulators). The goal of the experiments
was to evaluate the system’s ability to
ensure transparency, prevent counterfeit
entries, and improve inventory
management using Al predictions.

Blockchain Performance

The blockchain successfully recorded every
transaction, including drug manufacturing,
shipment, and delivery. Each block was
linked using SHA- 256 hashing, ensuring that
no transaction could be modified without
break- ing the chain. During testing,
attempts to tamper with transaction data
were automatically detected and rejected,
confirming the immutability of the ledger.

Smart Contract Validation
Smart contract rules were tested with
different scenarios:

o Valid transaction: Authorized supplier
transferring medicines within expiry
date - accepted.

e Unauthorized supplier: Attempted
entry rejected automatically.

o Expired batch: Smart contract
prevented delivery.

These tests demonstrate that the system
effectively reduces human errors and
enforces supply chain rules without manual
intervention.

Al Prediction Accuracy
The Al module was evaluated on historical
demand data of medicines.
e Demand Forecasting: ARIMA model
achieved an accuracy of ap- proximately
85% in predicting medicine demand
for the next cycle.
e Anomaly Detection: Isolation Forest
detected unusual order pat- terns with

a precision of 92%, successfully
flagging potential coun- terfeit
activities.

These results indicate that Al integration
can provide actionable insights to
stakeholders.
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Inventory Management

The system reduced both stockouts and
overstocking by forecasting de- mand and
suggesting reorder points. For example, in
simulated runs, the system recommended
reordering critical medicines before they
went out of stock, which improved supply
reliability.

Overall System Evaluation
The integration of blockchain, smart
contracts, and Al created a trans- parent
and intelligent supply chain system. The
main benefits observed were:
e 100% traceability of medicines across
all supply chain stages.
e Automaticrejection of invalid or
fraudulent transactions.
e Significant improvement in forecasting
and anomaly detection.

Future Work

Although the proposed system
demonstrates promising results in improv-
ing transparency and efficiency of
pharmaceutical supply chains, there are
several areas for future enhancement:

e Scalability: The current
implementation is tested on a limited
dataset. Future versions should be
deployed on large-scale phar-
maceutical networks with thousands
of transactions per second.

e Integration with IoT: Smart sensors
and RFID tags can be in- tegrated to

automatically capture product
movement and environ- mental
conditions (e.g., temperature

monitoring for vaccines).

e Advanced Al Models: Deep learning
methods such as LSTM  and
transformer models can be applied
for more accurate demand fore-
casting and fraud detection.

e Hybrid Blockchain Architectures:
Incorporating public- private blockchain
models could improve both security
and efficiency while reducing storage
overhead.

e Regulatory Compliance: Future
work should align the system with
global pharmaceutical regulations
such as FDA and WHO stan- dards to
enable real-world adoption.

Conclusion

This research presented a novel system that
combines Blockchain, Smart Contracts, and
Artificial Intelligence to create a transparent
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and predictive pharmaceutical supply chain
tracker. The blockchain ensures
immutability and traceability, smart
contracts enforce trust and automate
validation, and Al provides predictive
insights for inventory management.
Experimental results confirmed that the
system can prevent counter- feit drug
entries, automate supply chain validation,
and reduce inventory shortages through
accurate forecasting. The integration of
these technolo- gies demonstrates a
practical solution for addressing key
challenges in the pharmaceutical sector.
Overall, the project highlights how emerging
technologies can be com- bined to enhance
healthcare systems. While the prototype is
implemented in Python with a lightweight
database, it lays the foundation for future
enterprise-level solutions that can
safeguard patients, reduce losses, and
improve global medicine distribution.



